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GAN-BasedUntargeted Attack on Deep Hashing for Image Retrieval
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Abstractln recent years, with the explosive growth of large-scale and high-dimensional multimedia data, approximate
nearest neighbor (ANN) search is widely used in search engines for its ability to effectively balance information
retrieval quality and computational efficiency. Among all ANN retrieval methods, hashing technique (Hashing) can
convert high-dimensional media data into compact binary codes and quickly compute the Hamming distance between
hash codes to retrieve similar images, so hash-based retrieval methods have been widely studied in ANNs.Due to the
powerful learning capability of deep neural networks (DNNSs), deep hashing using DNNs for automatic feature
extraction has made good progress and generally outperforms traditional hashing.However, although deep hashing
methods have achieved excellent retrieval results, recent studies have shown that DNNs are vulnerable to attacks by
adversarial examples. An adversarial example makes DNNs make false predictions by adding a small perturbation to
the original image; this perturbation is usually imperceptible, but can make DNNs make false predictions. Meanwhile,
deep hashing inevitably inherits the vulnerability of DNNs to adversarial examples, and this imperceptible perturbation
also poses a serious security threat to deep hashing-based retrieval systems. That is, when using the attacked image for
retrieval, the retrieval system will return irrelevant or specified other images.Therefore, we propose an untargeted
attack algorithm for deep retrieval hashing, which can be used for robustness evaluation and optimization design of
deep retrieval hashing.In  our algorithm, we construct a generative adversarial network model,
namedUntargetedGAN,to obtain untargeted attack adversarial examples, which consists of five main modules:
PrototypeNet, decoder, generator, discriminator and target model. During the trainingprocess, PrototypeNet is first
used to convertquery image labels into label features and PrototypeNet encoding, where the label features retain the
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semantic representation information of the query image labels and the PrototypeNet encoding retains the
representative semantics as well as the discriminative features of the query image labels. The label features are then
up-sampled and spliced into the query image to assist in the generation of the adversarial sample, while the
PrototypeNet encoding is used as the hash code of the query image to perform Hamming distance calculation with the
hash code generated by the adversarial example.The function of the decoder is to transform the label features
containing deep semantic information output from the PrototypeNet into semantic information consistent with the size
of the query image through decoding operations to improve the success rate of generating adversarial examples.The
generator consists of several convolutional blocks to generate adversarialperturbation. The discriminator is used to
determine whether the input image is a query image or an adversarial examples image, and to make the adversarial
example generated by the generator indistinguishable from the query image in terms of data distribution during the
adversarial training process with the generator, to improve the security of the adversarial examples. The target model
refers to the object under attack, i.e., the deep retrieval hash model used to generate the image hash code.Finally, by
jointly training these five modules, we can obtain a generative adversarial network model that can generate effective
adversarial examples.Experimental results demonstrate that the adversarial examples generated by UntargetedGANcan
achieve the untargeted attack effectively, and the attack performance and generation efficiency ofadversarial examples

are significantly improved compared withsome existing untargeted attack algorithms.
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—, EROE SO TR FERE I, AT PAR W S
WA R REHIMERE . MAP B, KR RGN PERER
Uf o BT ASCH FE I 2 R S BURE AR B T R R e Ay
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N T 145 Untargeted GAN #E74, FoA)17E Sz56 o
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NUSWIDERA1 ImageNet®®), T fii s/ 23x =4
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— AN R R Y G A B e, 5
TR R ORI 25 58 s WA R R
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HashNet A1 Ji& & ) 26 1) )l 2k % s R J5 1
UntargetedGAN Il Ziid #2 He4 Il 2547 1) HashNet £
JRAL N 2 S8R 45 5 HashNet A5 24

2% —FRERIINZREE I 25 UntargetedGAN, i 5 B ALk
1Y 1000 5k EG AT PE AR DI

& 5 1%t HashNet B35 /580 MAP

MS-COCO NUSWIDE ImageNet
Methods 48-bits 64-bits 128-bits 48-bits 64-bits 128-bits 48-bits 64-bits 128-bits
HashNet-ResNetso™!  0.8042  0.8089 08187  0.8533  0.8560 08629  0.6196  0.6709  0.7041
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AR HeshNet — JREIFI AN RGBT, 45 UntargetedGAN Z i)
MS-COCO  10000;5000  10000;5000  10000;1000 1) MAP 2. 3R 5 HRTLUA Hi UntargetedGAN
NUSWIDE ~ 10000;5000  10500;2100  10000;1000 g A7 AR (R Bk ORI LA 64-bits 1 HashNet
ImageNet ~ 13000;5000  13000:5000  13000;5000 BRI, A MS-COCO.NUSWIDE I ImageNet

42 XWIRE

S, FATE MS-COCO. NUSWIDE I
ImageNet %#54 F L ResNet50 ALt g%, %l
2% HashNet ] 48-bits. 64-bits 1 128-bits F£ 9 /M
R, HashNet BLZ ()5 N\ R 224x224 (IR EE .
7EUIZR UntargetedGAN 2 Hif 5 Bk € — L5 S 40,
EIH S ARG FHa, f AHUEE N 1, XLz
Fy f5e K BRE L B 0.032, i T AdamPUi Ak 28 skl
SR, WoE22%N 1074, 4 UntargetedGAN
1%k 100epoch, BERIIZRM] batch size ¥ h 24, 1E
HH 9GB M ERSHME N T,
Untargeted GAN A5 24 Il 2k 2| W ST 75 22 1IN [R] 249 Ky
10 /NS

FT A5 S256 76 it % NVIDIA RTX 2080ti GPU.
3.70 GHz i9-10900X CPU #132.00 GB P A7 [ i1 5 AL
T, BTAERIDERZ T Pytorch ¥RJE 2 SIHESE
W5 .
4.3 Bh M RED T SR

MAP 7] DL bl 45 25 0 b fsz Bl 28 i PRI s 7 A 71
(IR 28 R IR AR AT H AR B ) Mo UR
I A 5 %6 137 8 A ST UntargetedGAN - 5 o 595 (1)
MAP 4545, 2 J5 F i 8 TopN F5 2 #h 28 F1 PR Hi£5

Bt LSRR R MAP 2515 %] T 0.8089.
0.8560 1 0.6709, X} T4 % M 7 158 AU Sk Ui A2 LU vy
ft) MAP 18 ; {HH7E 4% UntargetedGAN Xt J5 , MAP
3% FF%, MS-COCO i 64-bits #i7! MAP [ 3
T 0.0877, FFENEREL 89.1%; [FFEHL, NUSWIDE
1) 64-bits % MAP T~ [E 1% EE ik 88.6%; [k T Zhn
ERARAESL, DL ImageNet JyftF B FR 2 KE 4
1) MAP {EX 7 J5 [RIFE R 225, H: 64-bits AT
5 MAP T B2 0.0371,

N T HHeREENTL H bRBGE R T R
ML, 3R 5 EHIH T AE RS54 T FG B bR
#7777 HAG Fl NDHA 1] MAP . M\F&H LG
i, UntargetedGAN HJZCERUR KT HAG
AT NDHA, L NUSWIDE [ 128-bits #7845l i
F HAG X7 J5 HashNet ] MAP %% 0.2223, {ii
M NDHA I J5 F B 3 01292, 11 A 3
UntargetedGAN H i LN B[] MAP 24 0.0961,
FHEL HAG FiI NDHA T REFEAR . 7E3R 5 Hn] LUK I
UntargetedGAN B s R R AE K HR 73 15 0L T 5
£ ImageNet 1] 64-bits #5251 NDHA [ RCR bt .

N T AE A ST SR T IR E R RS
A [FIFEA 2, FAT T4 DPSH #1755 HashNet 2%



8 TR

LR TE H AR MOy SE 56, (H 2 7R SE IR 1 AR b A

DPSH 7t ImageNet ¥4 45 if H A B i R MEREAE,

10 — ori_48sits 09 — ori_48bits — ori_s8oits
L - NDHA_48bits - NDHA_48bits 08 R NOHA_48bits
= -~ HAG_4Bbits 0.8 —-~ HAG_48Bbits ~ — - HAG_48bits
08 -~ UGAN_d8bits UGAN_a8bits TT— - ~=~ UGAN_48Bbits
— ori_64gits 0.7 — ori_64bits T —— orl_64bits
- NDHA_B4bits -weee NDHA_64bits 06 == NDHA_B4bits
—-- HAG_64bits 0.6 —-- HAG_64bits —:- HAG 6dbits
06 ~—- UGAN_64bits . ~=- UGAN_Gdbits ~~- UGAN_64bits
b= —— ori_128bits s —— ori_128bits f=d —— or_128bits
= ---- NDHA_128bits = - HDHA_128bits HE 04 «eei+ NDHA_128bits
04 —-= HAG_128bits 04 —:- HAG_1Z8bits —-- HAG_12Bbits
. --- UGAN_128bits --- UGAN_128bits
03] S s e =
N 0z
02 02
R 00
[ 200 460 500 800 1000 0 200 400 600 800 1000 0 200 400 500 800 1000
HEH 51 R AR HeA R R AR 47 500 o AR
HEPE M e 15 L
P 2TopN 5 5 h 2k P fiE 55 LL AR
10 —— orl_48bits 10 —— orl_48bits 10 —— orl_agbits
weers NDHA_48bits B NOHA_4Bbits. e NDHA_4Bbits
—-- HAG_48bits. — - HAG_48bits. —-- HAG_48bits
0.8 [ ~== UGAN_4Bbits 08 ~=- UGAN_48bits 0.8 == UGAN_a8bits
i — orl_6dbits — orl_g4pits — orl_6dbits
i <+ NDHA_64bits «-+ NDHA_64bits <+ NDHA_G4bits
| —-- HAG_60bits —:- HAG 62bits. —-- HAG &dbits
s -~ UGAN_B4bits 08 ——- UGAN_64bits e —-- UGAN_6abits
! i ’ﬂ —— ori_128bits ! — ori_128bits i —— ori_128bits
5 i +-++ NDHA_128bits HE «-++ NDHA_128bits = +-+ NDHA_128bits
04] | —-- HAG_128bits 0.4 —-- HAG_128bits 0.4 —-- HAG_128bits
! --- UGAN_126bits L --- UGAN_126bits —=- UGAN_128bits
; el )
02] 1 /% peErs 0z 02
i.h S
I|'<
0.0 v 0o 0.0
0.0 0.2 0.4 0.6 08 1.0 0.0 02 0.4 0.6 08 10 0.0 0.2 0.4 0.6 08 1.0
T % 2 2%
HI% EEIEES H lnl

(a) MS-COCO(b) NUSWIDE (c) ImageNet

Pl 3PR s il 2 1k fig 5 LA

R FRAT AE MS-COCO Al NUSWIDE %45 5
L VGG11 A M 45 Il 25 T DPSH ) 32-bits,
48-bits F1 64-bits 3t 6 MEAL, HAEIX 6 FRILAL
ik 7 UntargetedGAN B R . Wisk 6 Fs, A
U HEAE DPSH _E AR 2, LA NUSWIDE 1)
64-bits F 7 A5, UntargetedGAN I ffi DPSH £
AU MAP MJE K1 0.8318 [4%1] 0.0934, T RS
ik 88.7%, HOF B e A K B A 2 B s RO AL,
YA T A SCBE EIE A M. BT MAP 4k, sC
IR R T TopN K5 28 A1 PR il 28 KPP A5 Mol
PEfE. K 2 878 T UntargetedGAN. NDHA 1 HAG
=AM EELE HashNet-ResNet50 1) TopN # &
Mk, nTRLRBL, £ MS-COCO Al NUSWIDE f
TopN H5FE iz, UntargetedGAN 7 i) B4 11
1,000 /MFHOC EUE HRS B2 B2 NDHA F1 HAG %
f; 10 £ ImageNet F) TopN % B Hh & o ,
UntargetedGAN Ff #1255 NDHA ) i 2k #5230, (HAR
T HAG. K 3 41 7 UntargetedGAN. NDHA Al
HAG =AMl 5iE7E HashNet-ResNet50 -] PR
ihzk, ATLLE H, 7EZE 4 NUSWIDE F1 ImageNet
by RSB EIE M RE AR AT T B HE NDHA.

2z b, HR4E MAP. TopN HFE 2kl PR gk

45 AT A, AT Untargeted GAN Mo 5 %t
TIREE G RGOS A R, HAE RS
LR R EAL T NDHA FiT HAG.
4.4 RRIRHM 5B THER

P — X HUREARSIERR T H Xt 3k 4b,
ANAT AR RIS AT SR A2 IR B VPN A
HRARE 0 T BURE A AR BN 1% P HAT &L, )
IR R U AN A SR o AN AT JBR S RIS BUREAS
5560 2 ) R A BT o e, L BRSOk
N: EH KRG TRk, ARG IE R ]
FE[0, 12, ARG He i R A kAT 50,

1

5 (7

Hr Z NEGIGEE SR, % ARTREAR, x A&
WEME . ZEE AU A A AT BN Mk i, Rt
FEA AL B T b AR . 53— T, Seat A kA1
o G0 v AR il — TR A AR AR T 35 Bl A B ) B[]
RV FIRIB TR

4 DL MS-COCO #i#mfE AHl, R T
UntargetedGAN Jiti £E i H XU AR FRH BL 4G 2%
g, BB LATE L ARG v E R R,
17JE T 10 3k B4y HashNet ¥ &R ALEE 1% 25 )

2

Xq —X|

2



TR ST A ORI 48 1T H BR IR BEAS 3R G A B ik

9

KEBEGAKERER: B 2 1758 1 3/KEEN

- - ~a - — " .
?K = } a »
| T N
’ , l
) _— ]

i BB

.
f )
F PN
=8

s ' 3 oy = XL b
P 2 : <78
= A ot
- A ;. - —
: A .

KPR
K 4 UntargetedGAN (1) Z s 45 B R
R 7 I ARBA AT AN AN R
Bk UntargetedGAN HAG! NDHA! DHTAR®
AAEHME (x102) 2.7108 0.5925 1.1285 0.8936
A () 5.28 115.36 66.75 113.78

UntargetedGAN A= sl HiAE A, H[F—47 /518 10

5K B1% A HashNet £ 22 B8 5 I HiAs 445 2
IR K. FTPUAEL, UntargetedGAN Ty S
1 =B A A R 45 RS ) ERHR & AAHC
1, BT AR RS R a2l B e AR
TV Gy, B A S AT M

SCE o, AT IR X TG H bR Bl vk
UntargetedGAN. HAGHY, NDHAMFI# H b5 I
7715 DHTAMIUAN 5 33:7E MS-COCO #idi 4 E 53 5l
159 B AN ] JB 0 1 B AT s A7 s Ia) T s,
TR, NERATEI, AR HBG
UntargetedGAN X ili Bk IS 4T 80CR & i m ), F
BRSO HURE A UG AL i R 75 B4 9 5.28s. fEA AT
N5 T, UntargetedGAN B&AR T~ HoAth = Fh 5135,
PR g A S AS AT TR R S S ot B HE B0 6 KR
fH b, T sLid 2 e=0.032, MY THIEER
HAR A S 2 1) 7R [-8,8] A, T e Ath = By 0 2 2i
TAEGRA FE A R 7 IR EXHREA, FARTE B
JEAS B 7 xR — ik A ) B R AT 2 B B A
ISR AT . AR TA T IR A 2K

PE ANRTBCGRIE AN A iR Iy T S B T e 1T

5 45R1E

AR T — Bl T A BOR B 4% 1 8 H bR
Wi 54 UntargetedGAN. il i %t PrototypeNet. fi#
2%, AR AR BRI G ZR, KI5 T — e
XTI BE PGS A ALK G B AR TG GAN B8, K
o JiE Y ) 24 T 45 21 25 1 AR PR A 1 e A G M

A, RS 38 P 425 6 PR 2 MR 0 ST,

AR A O PUREAS S A T S R R
AEEWEE. KEAZMA R RERIBIL KR

B4l 4153 UntargetedGAN (1) H AR %, 2@ it
Al H bR BRI EE IR AR . SRER 2 IR 3R
B, A4 H ) UntargetedGAN A EE H B CRE
Fe IR BB R G A5 Bk BRI A AT
W7t g 1 o GRS 26 G A 1B B V) B M e e T )R
Ko

TRATTHE H 1R J7 AR A I AR v 75 2 [ B A N
AR G AR EUR IbRZS, T AE SEBR i A2
AW BRIIFRZEA 53R, RN FE I ZRFE I A Y
TR RS AESR T 2 (0. H BT O H 17k
TERAE R T TAEEA 2, 1X2 BT 2R o ik
Afd AR EOS 2 WG SO A ISR, T
ARG FERAGT B2, M T s sy
TR VR — > LR 2 2 A B KAL) e AR Y
VBN B AR AT R I 25, @it 2 A H bR 2
IR RBER ) “ K7, NMAH—NMEAR
PR PERITBIREA . BEAh, BB kR E
BT aEsct, s e Bk R — S A Bk
M 7 1A

3O Ak, ENadeIREERE LT
F TAVE T S b B!

S5 3R

[1] loffe S, Szegedy C. Batch normalization: Accelerating deep network
training by reducing internal covariate shift//Proceedings of the
International Conference on Machine Learning. Lille, France, 2015, 37:
448-456.

[2] Mnih V, Kavukcuoglu K, Silver D, et al. Human-level control through
deep reinforcement learning. nature, 2015, 518(7540): 529-533.



10 TR

[3] Kulis B, Grauman K. Kernelized locality-sensitive hashing. IEEE

Transactions on Pattern Analysis and Machine Intelligence, 2011, 34(6):

1092-1104.

[4] Gong Y, Lazebnik S, Gordo A, et al. Iterative quantization: A
procrustean approach to learning binary codes for large-scale image
retrieval. IEEE Transactions on Pattern Analysis and Machine
Intelligence, 2012, 35(12): 2916-2929.

[5] He K, Wen F, Sun J. K-means hashing: An affinity-preserving
quantization method for learning binary compact codes//Proceedings of
the IEEE Conference on Computer Vision and Pattern Recognition.
Oregon, USA, 2013: 2938-2945.

[6] Liu W, Wang J, Ji R, et al. Supervised hashing with kernels//
Proceedings of the IEEE Conference on Computer Vision and Pattern
Recognition. Rhode Island, USA, 2012: 2074-2081.

[7] Norouzi M, Fleet D J. Minimal loss hashing for compact binary
codes//Proceedings of the 28th International Conference on Machine
Learning. Washington, USA, 2011: 353-360.

[8] ShenF, Shen C, Liu W, et al. Supervised discrete hashing//Proceedings
of the IEEE Conference on Computer Vision and Pattern Recognition.
Boston, USA, 2015: 37-45.

[9]1 LinK, LuJ, Chen C S, et al. Learning compact binary descriptors with
unsupervised deep neural networks//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Las Vegas,
USA, 2016: 1183-1192.

[10] Dizaji K G, Zheng F, Sadoughi N, et al. Unsupervised deep generative
adversarial hashing network//Proceedings of the IEEE Conference on
Computer Vision and Pattern Recognition.Utah, USA, 2018:
3664-3673.

[11] Cao Z, Long M, Wang J, et al. Hashnet: Deep learning to hash by
continuation//Proceedings of the IEEE International Conference on
Computer Vision.Venice, Italy, 2017: 5608-5617.

[12] Cao Y, Long M, Liu B, et al. Deep cauchy hashing for hamming space
retrieval//Proceedings of the IEEE Conference on Computer Vision and
Pattern Recognition. Utah, USA, 2018: 1229-1237.

[13] Nguyen A, Yosinski J, Clune J. Deep neural networks are easily fooled:
High confidence predictions for unrecognizable images//Proceedings
of the IEEE Conference on Computer Vision and Pattern Recognition.
Boston, USA, 2015: 427-436.

[14] Yang E, Liu T, Deng C, et al. Adversarial examples for hamming space
search. IEEE Transactions on Cybernetics, 2018, 50(4): 1473-1484.

[15] Qin C, Wu L, Zhang X, et al. Efficient non-targeted attack for deep
hashing based image retrieval. IEEE Signal Processing Letters, 2021,
28:1893-1897.

[16] Bai J, Chen B, Li Y, et al. Targeted attack for deep hashing based

retrieval//Proceedings of the European Conference on Computer Vision.
Springer, Cham, 2020: 618-634.

[17] Wang X, Zhang Z, Wu B, et al. Prototype-supervised adversarial
network for targeted attack of deep hashing//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. On-line,
2021: 16357-16366.

[18] Wang X, Zhang Z, Lu G, et al. Targeted Attack and Defense for Deep
Hashing//Proceedings of the 44th International ACM SIGIR
Conference on Research and Development in Information Retrieval.
Washington, USA, 2021: 2298-2302.

[19] Lu J, Chen M, Sun'Y, et al. A smart adversarial attack on deep hashing
based image retrieval//Proceedings of the International Conference on
Multimedia Retrieval. Derby, UK, 2021: 227-235.

[20] Goodfellow I, Pouget-Abadie J, Mirza M, et al. Generative adversarial
nets. Advances in Neural Information Processing Systems, 2014, 27.

[21] JiSL, DuTY, Deng S G, Cheng P, Shi J, Yang M, Li B. Robustness
Certification Research on Deep Learning Models: A Survey. Chinese
Journal of Computers, 2022, 45(01): 190-206(in Chinese)

LOSF A AE R 52 RO FRMG, I 2 W R, 2 ol R R 2 ST AT 5 e
WFICLRIR THBHL 244, 2022,45(01):190-206.

[22]Ji T T, Fang B X, Cui X, Wang Z R, Gan R L, Han Y, Yu W Q.
Research on deep learning-Powered malware attack and defense
techniques. Chinese Journal of Computers, 2021, 44(04): 669-695(in
Chinese)

LA, 7 R, O H S R T, R R OR B SRR
AR B B FEE Jg A B2 4], 2021,44(04):669-695.

[23] Zhang S S, Zuo X, Liu J W. The problem of the adversarial examples
in deep learning. Chinese Journal of Computers, 2019, 42(8):
1886-1904(in Chinese)
kR A XA R BE 2 S T I BUREAR 16 L SEL AR, 2019,
42(8): 1886-1904.

[24] Szegedy C, Zaremba W, Sutskever |, et al. Intriguing properties of
neural networks. arXiv preprint arXiv:1312.6199, 2013.

[25] Goodfellow I, Shlens J, Szegedy C. Explaining and harnessing
adversarial examples. arXiv preprint arXiv:1412.6572, 2014.

[26] Carlini N, Wagner D. Towards evaluating the robustness of neural
networks//Proceedings of the IEEE Symposium on Security and
Privacy. California, USA, 2017: 39-57.

[27] Rony J, Hafemann L G, Oliveira L S, et al. Decoupling direction and
norm for efficient gradient-based 12 adversarial attacks and
defenses//Proceedings of the IEEE Conference on Computer Vision
and Pattern Recognition. California, USA, 2019: 4322-4330.

[28] Kurakin A, Goodfellow I, Bengio S. Adversarial examples in the

physical world//Proceedings of thelnternational Conference on



TR ST A ORI 48 1T H BR IR BEAS 3R G A B ik 11

Learning Representations. Toulon, France, 2017.

[29] Dong Y, Liao F, Pang T, et al. Boosting adversarial attacks with
momentum//Proceedings of the IEEE Conference on Computer Vision
and Pattern Recognition. Utah, USA, 2018: 9185-9193.

[30] Madry A, Makelov A, Schmidt L, et al. Towards deep learning models
resistant to adversarial attacks. arXiv preprint arXiv:1706.06083, 2017.

[31] Moosavi-Dezfooli S M, Fawzi A, Frossard P. Deepfool: a simple and
accurate method to fool deep neural networks//Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition. Las
Vegas, USA, 2016: 2574-2582.

[32] Moosavi-Dezfooli S M, Fawzi A, Fawzi O, et al. Universal adversarial
perturbations//Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition.Hawaii, USA, 2017: 1765-1773.

[33] Li W J, Wang S, Kang W C. Feature learning based deep supervised
hashing with pairwise labels. arXiv preprint arXiv:1511.03855, 2015.

[34] Lin T Y, Maire M, Belongie S, et al. Microsoft coco: Common objects

HUANG Lin, Ph.D.
Hisresearch interests include multimedia

candidate.

security and Al security.

in context//Proceedings of the European Conference on Computer
Vision. Zurich, Switzerland, 2014: 740-755.

[35] Chua T S, Tang J, Hong R, et al. Nus-wide: a real-world web image
database from national university of singapore//Proceedings of the
ACM International Conference on Image and Video Retrieval.
Santorini, Greece, 2009: 1-9.

[36] Russakovsky O, Deng J, Su H, et al. Imagenet large scale visual
recognition challenge. International Journal of Computer Vision, 2015,
115(3): 211-252.

[37] Kingma D P, Ba J. Adam: A method for stochastic
optimization//Proceedings of the International Conference on Learning
Representations. California, USA, 2015.

[38] Hubel D H, Wiesel T N. Receptive fields, binocular interaction and
functional architecture in the cat's visual cortex. Journal of Physiology,

1962, 160(1):106-154

WU Liang, M.S. candidate. His research interests include
deep hashing and attack algorithms.

GAO Sheng-Yan, M.S. candidate. Her research interests
include information hiding and robust watermarking.

QIN Chuan, Ph.D.,
Hisresearch interests include multimedia security and Al

professor, Ph.D. supervisor.

security.



12 TR

Background

The research in this work belongs to the field of deep
hashing. With the explosive growth of large-scale and
high-dimensional multimedia data, approximate nearest
neighbor search is widely used in search engines due to its
ability to effectively balance information retrieval quality and
computational efficiency. Among them, deep hashing
technology is widely used as an efficient retrieval method.
However, due to the vulnerability of deep neural networks,
retrieval methods based on deep hashing are vulnerable to
adversarial examples attacks. In order to study the insufficiency
of the deep hashing algorithm and improve its security and
robustness, the deep hashing attack algorithm has appeared. At
present, there are mainly two kinds of deep hashing attack
algorithms: targeted attack and non-targeted attack. At present,
the untargeted attack adversarial examples generation method
takes too long and the attack effect is not good, which is the
main problem of this attack algorithm. The focus of this work is
to design an efficient adversarial example generation algorithm
for untargeted attacks. We use adversarial generative network,
prototype network, decoder and target model for joint training,
and finally obtain an efficient untargeted adversarial example
generative model. Compared with existing adversarial

examples generation algorithms for untargeted attacks, our

designed algorithm is more efficient.
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