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Abstract In traditional cryptographic analysis based on black box model, attackers can only use the input and

output information of cryptographic algorithm to attack, and the security of existing cryptographic algorithms under
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black box model have been fully demonstrated. However, under the grey box model, the ability of the attacker is
improved. It can not only obtain the input and output information of the cryptographic algorithm, but also obtain
the power consumption, electromagnetic, optical and other physical information leaked during the actual
implementation of the cryptographic algorithm. The correlation between the physical information and the
intermediate state of the cryptographic algorithm can be used by the adversary to recover the secret information,
which is called the side-channel attack. Since the side-channel attack was proposed, it has posed a serious threat to
the security of the implementation security of cryptography algorithm because of its relatively low implementation
cost and high attack efficiency. uBlock algorithm is the first prize winning algorithm of block cipher in 2019
National Cryptographic Algorithm Design Competition, which is also threatened by side channel attacks. Now study
of uBlock algorithm is less, in terms of hardware implementation mainly consider low delay implementation and
high throughput, and lack of low-cost optimization implementations for resource-constrained situations, and it is
not conducive to the construction of protection scheme against side-channel attack. The current public literature,
points out its S-box is suitable for the construction of side channel protection scheme based on threshold
implementation, and there is a 3-share threshold implementation scheme without new random number during the
execution of the algorithm, but does not give a concrete implementation scheme. In view of this situation, this paper
firstly designs and implements a low cost hardware implementation scheme suitable for uBlock algorithm based on
pipeline and serialization. Secondly, based on the above low cost implementation scheme, a 3-share threshold
implementation scheme without new random numbers is constructed and implemented for uBlock algorithm. Finally,
aiming at the problem that the implementation area of 3-share threshold protection scheme consumes a large amount,
the implementation cost is further optimized, and a 2-share threshold protection scheme without new random
numbers is constructed and implemented. In order to verify the actual security of the above protection schemes, this
paper carried out the actual implementation in FPGA development board, and carried out the side-channel evaluation
experiments based on the test vector leakage evaluation technology. Experimental results verify that 3-share and 2-
share threshold protection schemes of uBlock algorithm have the corresponding protection ability against side
channel attacks. In order to further compare the realization cost of protection schemes, this paper compares each
scheme from the perspective of register consumption, random number consumption and delay, and then evaluates
the consumption of different schemes in FPGA resources, equivalent gates through experiments. All in all, the cost
comparison above shows that the resource consumption of 2-share threshold implementation without new random
number is the lowest compared with other protection schemes, and the area consumption of 2-SHARE threshold
implementation without new random number is reduced by about 30% compared with 3-share threshold
implementation without new random number.

Key words uBlock algorithm; side channel attack; side channel protection; threshold implementation; hardware
security
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L (T T Tg) 1B T I8 H BN 70 &, W 2
T, =T.,®T,®T.,, TEHMI TR s ER i

GBI T B HAF, (T Towe: Tows) T8
BEMEE S, WIETTRSEI ARG AR,

Toutl :T(Tinl)
Towe =T(T,,) Q)

Toul3 :T(Tin3)
S &#AE: ML T HRATTB Y LI, 3-share
uBlock B # T TBR SEIL B R AN FIFE T S &R HiE
. Hd S @RI mE 5 frs, M

(In,In,,In,)) E8 S @ AN 7 &, W2
x=In®In,®In,, LLF FIR F S-box [ TBRLH
sreRds BL(EL ) ) on s, G RR G
S-box HIIITFR L5 ki %,  (Out,Out,,Out,) £ S-
box (4t 73 &, Q1 2.1 T IBRSEI M ZER, [TTPR S
ILER &7 BECH JF 4G P [EPRES M BN, A4
FRBES R A WA ES H5EH, M= mA0
T AREFIST, T AR AN B RS AR EL A ST
T FE 1T PR S 4 23 S (6) A7) 7

/ -
[ ESy [
I | £ W%;? G Out;
\\_/

/ /)
I, | F if \ @° }—PUutz
4 \_/
e N a
In; i C/ T‘%f ‘ \[;/ Outy
\

5 S & 3-share 514

f/=F’'(In,In,)
f,=F'(In, In,) (6)
f;=F'(In,,In,)

Out, =G'(f/, f,)
Out, =G'(f, fs') (7
out, =G'(f,, f))

BL(X5, %00 %, %) o (Yas Yoo Yao Yo) IREBEELF, G
A 4 LR, X, Y, 2 BRI B b
REOL, )RR B Rk X an A (@) () Fs

F’(x3,x2,x1,xo,y3,y2, Yir yo) = (fs’ fzv fl’ fo)

f, =X @X ®XX OxY, DYX,

fz =X )]
flle

f, =1@ X, ® XX, DX, Y, @ Y, X,

G (%31 %, X1, %51 Y31 Y21 Y1 o) = (95,92, 910 9o)

9; =%

9, =10 X, ® XX D X,Y; D Yo% ©
0,=X% DX, DX DX X DX Y, DY, X,

9, =%



8 it BN R

3.3 uBlock 2-share [TJPRSCIR

(3,3)-TI i ZoRe A NAZ BRIy 3 bl &,
T LA AT ARG N B T P SL B 3 F, TR H FERL
K, NIETBEFE, ATTHIE T 2-share (1) TPRE
MTE, HFEBENTABRLINTR LI 2 £,
BA 2N, 4%, #FRRQ2,4)-TI Ll 5.
BN ENETISLEURTE 8 LU S s it T, W
AUt 8 LURR I 27 A7 2470 6 IR AR 4 LURF BT
PR HERS Iy F BA AT IIZ 3 5 (3,3)-TL IR L T 1Y
WARHERELAAMF, ANFZ A FEAET S FHsH G
gy, M T TR E L, A — M\ 4-share K455 2-
share IIIHE, BT IE BRI G K2 it is, 752
{27728 %] 4-share AT A7, RJE RSN
2-share, (K HEAH L T 3-share T TR SEBLZAHH T —
AN B ST T s B P4 4 M 3-share 48
N 2-share, HEARKISCHUEFRUT Bk

B SRR S SR KA AHIRE T
ROy I

S SBME CREFFAE): 7£ 0 3 31 e,
Koo®Soo TE N S &N, TELEHAIE (Koo, .., Ka7) 51
WHERIZE, (Soo,....Ss)MARIEH; 761 3 32 i
B, K S & 2-share ¥ tHIR{E S5 S37, 734 2-share fi
HAE FH A2 34T 2 AF 5 (Soo,...,.SsUERIEE; 75
2 3 32 Bl K S37 55 Z BT & A7) 2-share AHHL5 5K
TRZ5 Sses fE 33 IV 4, S37 7R HI B A7) 2-share S
BRI 52 EMEEIEE.,

S BHME (BHY REMAE): 7£5 32-39 MY
BRREH, RC L Koo HHEAFHIEN S &5
AN, TEBCHATE],  (Koo,...,Ko7)HEAT LA 8 LUAF [ 25 17 4%
AL I EIA e A 45 E LLOR IR Koo N S BIa BT 75
HIE R . 7F 33-40 DMIERE I, K S S H - 2-share
MBS T BN REIEHE, 54 2-share S &
W T AR RS, 7E 3441
IS e 3 S B2 T 1 share H 2.

Hrp S @HEHUTENA. fE 2-share ) S &
SEPLA, A 3-share B X 2 dELEEiZ F
FEOL 5 WA 2ot 12 H I ELREAL I 1T R S2 3 77 0
A, 524k bbRe o AT A3 . XS T3 fift SR I N
A~ S-box G FI F 191 TBR L7 AU, xR
I — RIS IR g7 X, F Rl G
PR ES FH — R I DA R R A s, LT TRR S AT A
Kbig . A A et ia B LR 112 5 /2 2-share [
fiN, 2-share I, BOATEH, DL f(X)=x®1H
B, AR A (X, %), WL X=X DX, (f,f,)
# 2-share fEMDHH, HEEFRRWALA0)FIR.

f(xzvxi):(fz’ fl)
f,=x @1 (10)
f, =X,

T A AL YIS S I LU AL, 2 2-share 1%
N, 4-share WU, 75 2500K 4-share (1% H 5T H
WAL E AL, RIEIEY4EN 2-share DM R —B B
NAEH, X B H 1 2-share 75 250 2 ¥ 51, BA
fa, by=ab FHl, HAEL M E R TR 7 A
6 Fia~, T A AELethic B e mh S it is 1)
2-share 8L 2| 4-share %yt (1) 4E Z PRI AT

Kl 6 2-share S &sL¥

BRWAELEIZH fla, by=ab 1% NFENS N
a=a ®a,, b=b®b,, (f,f,, 1, f,) N 4-share fi
X AT BENLEL (r, 1, 1) X5 31T B D,
SR G ZF AR 28 8 A7 )5 K45 9 2-share faith, 143
e I A VN S S B2 N N e ol e
(Out,, Out,) &% Hi 1) 2-share, M F T FR SE a2 =0
(11)FI(12) iR

f(az’a1’b21b1):(f4’ f3’ f2’ f1)

f,=r,®ab

f,=r,®ab, (11)
f,=r,®a,b

f=r®r,®r,®a,b,

Out, =f, @ f,

Out,=f,® f,

T #fk: 7858 32-39 TR, 3T T i85
LT Te) N T 8HE B A8, WL
T =T ®T,» TIBEATIRIZI S s HOFN R 46T
it SEIl) T 3B, (Tou, T ) RS E KI5

(12)



FEEMAE

uBlock S RRACH TTBR SIS B B4 T3 9

o, WETTR S A R A3)FTR.

Toutl =T (Tinl)

Tout2 :T(rinz) (13)

3.4 2-share | JPRSEIRAYCCIE

(2,4)-TI FERD SLHLAR XS T-(3,3)-T1 BT A FEA
Frb#AR, AHRAESAT I FE o 75 B s B LA
KRN GHETEFE . AFJOX — 8, 1E(2,4)-
TI Fi 7 s b, % SCmk[23] AR, AT e
TG R IE, (AR AR I AR P B — D
Gy BT IR I HERD 7 B T8 ARG IR AR, T
543 S 1] PR SEIAE TG 75 58 I (B LA . R
A A2 BR EC R 3R ST AT ST B AL
2-share [ JPRSZHLBG 4

ANFETZ R, FEH IR 1
CIBRSEI 72X, w4 HE A 1 )7 NS  T IR
B 5, X B LMEIE EA R s E A S
EERIEAT H1E, W DARIE tH T 55 B B LA 00 (F 2 36
P i B 1 S R s W ) G
f(a,b)=ab+c Jyffil, H TR E T & 7
FT7R o

L thiz i AT &0 508 (a,a,)
(b.b), (c.c,), Wifka=a®a, b=hob,,
c=c @®c,, HAHA c ML) RS T B
WRfER, (f,f,,f,f,) 4 4-share fith, {FHZ4F
2 AR R I A 77 RS 2-share fii
M fEAF 2-share i H 53 G5 ¢ Flc,, AT &
¥511, Out 1 Out, &%t (1) 2-share, JHTRR
SN A R (14) FI(15) iR o

f(azvailbz’b1)=(f4' f3' f2! fl)

f,=c ®ab

f,=ab, (14)
f,=ab

f,=c,®a,b,

Out, =f, @ f,

15
Out,=1,® f, (15)

C1
a, < > )7
VAN
(o Y
b, A > Outy
Ly
b2 N "\/ » Outz
a; @—»
T AN
%)

K7 S & 2-share %57 TTRR 2
35 REeMoHh

ARCHETF IR B E A uBlock SLEEEAT
ME BB 107 i, TS B Bt i b g
FIHTI PRS2 B R BRAE . 38 SN I S PR R TR
SEP AR 5 1 AT DAAR B 257 37 9 A R ) 4R RN D5
IR N RFFAH BN R R, Is Sl i SOk
UE T S5 ia 5 R 1 PR SE I 2 4 . @ i
IMEE Bk R i, Wt e T EIE M EEE
RBAGSATE R EZ R A MM, AmsEil 7
X B EE S A, B AR RN ST
R AT R ATk

B 52 3-share FIT PR S22 =047 o

() 5I M B SChi AR 5 N R A P BE L3
RS X) 93~ T 3-share, LA SINE;

Q) IFEffy . kMHiEHEWm T #1%E,
Tow = Tor O Too O Toa» W E IEMANE; FELEMEHRAEH
B S &, A6 Fitas(f), ), f) HELFE
ST F &mt, AN S &Rt o E
(Out,,Out,, Out,) # B 578k % Jidh S &, Wi
IEAfE

Q)AETERME: LMW T #4E, §A 7R3
R Je—NERD oy 5, A0 A S HERD 4354 ELph
S, PRIRD R G P R A BT R R E
MA@ F &N s F LEARO)F G
RGP I3 R AN RS 4y &, R 54
—/NERY 3 AH BB, DRI G RN DR 4 A TR LA B
S, T HARR IR H 2 [MIE A, R
BRI R 2 MR 22 TR B 5
(A {F 5 JEL 0 rh TR A EL ST, DR 2 — B i i
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74,

A ERBI oI LR MEIE SR AR 2 B B 2
P, JELrEEHE A6 M@ xR,
(f,, f,,£), (Out,Out,,Out,) o] 46 iIF £453 AL 241 0 1
BT RE M UE A S I, (AT BHgEm
i NI S AN B, DR RN By i S B 2 4
PRI R VU KB, ST — S IE 4B .

HYRIE 2-share B FEALEL PR SLE 22 4= oy
Mro

(D)5 Y S AR5 6 N 55 FH AL 5
RO RI4> 9T 2-share, LM NI S

QEMME. £tizgEn T 8 1%,
T,=T.®T,,, WEESM, JRgiiREipe
S &, HARMH I A A0 FR, HAEL M2 R
A RADMA2) AR, 4580 B 7T 5
M, G R T PRSEELZRAL,  [RIREH 2 IE
4,

Q)AETE &M MW T 84, B REL
R R — sy, A Ah— AN 2 840 B A
S, DRISEAR G R RMEAR BT JEZe MR,
mARADFIR, FEERERs RS (1, f, )%
R KN — AR &, FAI— e &
ARE ST, R AR GG o A AR kST, T HAEZR
YiZ S 2 [RIH T4, TP R 1) %
AR . ZE ERTIRS B E B A AR S SR A
(R AH EL AT, DR s — P DA 3 2 4k

(DRBIEINE: B E RS IR,
iz Nanmaprr, f#HE
(Out,,Out,) HFRINMEENLE, West, B4
Pl RERIBUE ARSI B, e N R —Br Bag 5
I NG R NI 20, TR EEAN B P SE B %2
A VR R DU, B T — B O 1 X 4 B
o

5 Jr A& 2-share JC 7 BT BEALEL [T PR SEI 2 42
PEATHT o

(O35 IERATE L SRS &1 BT 2-
share ()77 BEALECAI T TBRSEHL, =AM AT DL A2 5

QB SIME: LMEBHE M S R AR 2,
ELrizgmaRay)MAS)FFx, HEm
(Out,,Out,) 1T ¢, ¢, Ze LD 7y Bk 5] | 284U
THENLEERDER, [E3%H K 2-share il 233
), BPAERR AT RE A BUE AR S B, e R
— M Bz H AR R A S 4 B RTIARE
B S BL 2e A PR ER I 2 DU KB i, SR T — B
PR e AN

4 SLEG

4.1 REMIFETE
ASLAE SAKURA-X PRAGAR BBl 7 3RATH
uBlock HAMIEIERH 7%, SAKURA-X /& —Ff
UEMME BB 07 B AR, EEAEHA
FPGA, —NEiFE FPGA, HTF Iz, »
— AN FPGA, FSREGIOCEGE . ASCEd
KRG 7 FPAT LR e =5 B 7 AR
(EREAYETREE
ASCRAERE R MR E W R : 1. A TR
IKPFAL FPGA e s, fEmpeE & sty
AR BEHLEUR A 280 uBlock ST TRR SEBIL
MIZEREH] FPGA FIEfl FPGA A TSZEL; 20 N
T RS SIS A bR AE AR i £, FRATT(E 1S uBlock
B IBR S TAEAE 375 kKHZ [RA 4 T o sddsk
B, ARSI S BB A R T B0 SEELAE I
7, BT R AR T Mo SR A
WIRBRGGAE, A H 2 4 et i A 1 A S A
b7
ARICRFZET t-test FIMINR ) =M ZE VAL HA
(Test Vector Leakage Assessment, TVLA) 45X} uBlock
SV T BR B 4 5 & 0S4 R kAT VR AG
TVLA BA & —Fl A5 B 155 A VRS B 4 5 =)
518 2 A VE 0@ P BOR . 78 B AR B PEAG S2 58
L SRR R A A3 i T e N R BE AL N T R
EHL, ARJEIEIT t-test VAL P4 Hh Lk A HOEIME
(2 B 22 R FIWT R A TR 7= . A SO
Ef 45 fENGTEEE, REFEKRT
99.999%, Gt EE L FAE N, U2 I HAFLE I R
w AHRLEIBTA T SR AR ARG TE BT 3 R, 4
HAGTHENC T BER, R @t 7 .
ARSCAEF 32 MHz FERAESTR 6T RE B 47 7
FATReE MR, AT T RPIIE Y Ok
HBEHLECR RS LU B EOL S (T BENLEL
RAR VEAG LLERE, S0E % & IRIE TR .
Bl 8 RN A INBE I KA 1 Ji 2k RE R Hh 2R —
TVLA 455, B #EHRR uBlock HiEHAT LR H
AR ZIRAE B IFEA R, IE 2045 KR uBlock 5
EMFFIEPATBIAT R, PR EGAFE A SO0
i) TVLA MR t-test it &, B St
T 45, RORTERISINGT B I A7 1E A A R (5 E
MR . B9 RN T Wi 5 oREE 1 sk Re = 2R



FEMAE: uBlock SERIIRACH TTBR SEBLAS BT T3

11

f—Fr TVLA 4558, A TitER, fFaiii, ik
T W RIBATIROLIER .

2-share TG 75 HTBEHLE uBlock B LT TREG
7 EMUEE VAL &5 SR & 10, 11, 12, 13 Fioss
HAE 10, B 11 FoRE EEIEDCA A 0 B 1)
TVLA #5453, B 10 ZoRmin T B e %4
100 /34 e M2 —fr TVLA MRSE R, giitE AR
It 4.5, RGP T RED] T AR PIB R
SRTNT T VPAG SR8 Y 28 52 75 42 08 1T RE A7 11 5
i, B 11 8= TVLA MRS R, St &l T
4.5, FRWATHIH 7 EAAAEE B IS E it
F&, TTETUN, UER T AKX TVLA SEEH RER
Mk B2 ), &8 —PritEE e, Hapn]
PURGINE] . 7ER 12, 13 HERR AN [A] [ e A 5 B s
K2 VAR IR ZE T REAT 1 0 — dHSE 58, [ e
A4 0 BCNBENLIE I — A e AR, [FIFE
AT T 100 MR —F . —Fr TVLA I
W, GRFERTETN. & iR, SZihss R
iE T uBlock %1 BR SEEL T 2 — B A 36 2 4B
A Rk

3-share uBlock % [ TBR B4 77 RS TE AL
SN 14, 15, 16, 17 s, HPE 14, 15
NI EERIA A 0 B SRiegs 8, B1e, 1728
] 7 A 4 N A BB AL P — AN BB (1 S 30 25
Bl 14 R7~K4E 500 J3 sk e M Zi—Fr TVLA Wik
SiR, guitEAE 4.5, RERT T EER T
MBS RoRI I T B R
500 Ji4cRER MIZE —F TVLA M4 8, giit&E#
o7 4.5, RAYYOT RAAEE B 0I{E E
F&, fFETUN, UEW] T AR TVLA SEBLH RN
MR E R AWK, B 16, 17 —Fr. —Brillitss
RIFFERFA TN, HEBR 14 [ 5 v] Gy R
LIV IR ZE . 28 BRTIA, SRS RIGIE T
uBlock %77 3-share [ BR SEEL /7 & — B {516 22 42
B4 1 2

25 FPTR, 2-share (TG 7 HBEALELT uBlock
B3 77 2280 3-share [ uBlock i3 7 REHL A —r
MUEE G2 et A, BR T FH ARSI
T EE 4, {H & 3-share B0 T S A E
T AE i R T 2 M2k, 3-share PP
J7 EAAXS T 2-share 75 %5 A 5 Bk B {5 1E 2
i, 4ARAENE S ) 3-share B35 A B K

t-value

“o 1 2 3 4 5

BEA 10
K8 —Br TVLA 455 (1 ARhZkE, Tk

t-value

L S N T T TR S )

2 3 4 5

A
9 —Fr TVLA 455 (1 A#hzZk=E, B/

o

t-value

L S - - T S ST B S )

o
ey
S

5

Bk 1o’

B 10 —B TVLA 4558 (100 FehkE, £ 0EBEE)

t-value

3 4 5

FEA R 0t

0 1 2

B 11 —fr TVLA &% (100 Fi%E, £ 0EEE)
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L

t-value

L I S - T T B S |

4 5

‘ ﬁﬁZIK,QE 10!
B 12— TVLA 455 (100 Fphses, BENEREE)

0 1

t-value

6 . ' ‘
0 1 2 3 4 5

A o

& 13 —Fr TVLA 455 (100 Ak, FEVIEEE)

t-value

5
4
3
2
1
0
1
2
3

-4

-5

0 1 2 3 4

B 1
B 14 —Fr TVLA 455 (500 AFfh%kE, £ 0BEE®E)

B

t-value

1 2 3 4 5

FEA A o
B 15 —H TVLA 455 (500 Fph&E, £ 0 EEE)

0 1 2 3 4 5

A 1o’
K 16 —F TVLA 455 (500 Aphsks, BENEREE)

0 05 1 15 2 25 3 35 4 45 5

REAR x10*

B117 ZFr TVLA 4553 (500 AEIE, FEHEEE)

4.2 RINTHELE

FEARTNTH, MWASFEA BT _E IR 7 s AR
BEAT T IPAE RIS EE

2 PO E AT B R SRR 75 56 3-share f1]
PRSI 3777 % 2-share 75 BT REALECH [T PR 5K
T LA S i 2411) 2-share TG 5 HTBEHLEL AT TR 5L
W7 SR SEIARAN AT T AHRLRRTEE . FEXT EL 2 SR
i, 55 2 4 EIR, fifb)5 2-share TIAHXTT 3-share
TI ZAAF2s W HFERRAC 1/3; 28 3 I BoR, WIUEHT B
SCEPIRENLIERD T BN LA 12, 38 4 5K
AN BEIAT I R ORIE B B038 AT B 7 R I )
BEALEL, ftib )5 2-share TI 780 % 5 #2 A Al 3-share
TI [FRE TR A INHET I BENLEL, A2 BT 2-share
TIEFAT — IR S BERAE 75 2 HE 12 LURr I BEHLEL
% 5 513K~ 2-share [ T1AHX T84T TC B4 S EL BA
J 3-share T1 T2 HFE 1 ANEHBHEBA, AEXS SR
B B A R BE I eT DAZ2 . 2F AT, Sult e R
BT BEHLEL 2-share TT 1 SEERAN A B & FEAK



uBlock S RRACH TTBR SIS B B4 T3 13

% 2 uBlock LI FIEHFEST L&

mA AX®A BAXEPE FHEY  NHEH

HER TORELER WwsE /8
BRITIBR 128+2 0 0 41
3-share Tl 128+6 1284 0 41
2-share Tl 128+4 128+2 12 42
THTREAN £

128+4 128+2 0 42
2-share Tl

# 3 NEA uBlock BIESILTTRAE Xilink
Kintex7 XC7K160T %5 FPGA [iFATSLHl, fF
Xilinx 2w ISE 14.7 SRk TR VP15 21 5%
T FERS L, M Slices Reg PLM LUT WAL
A LA H T HTREHLEL 2-share TI %R TH FE& D .

% 3 uBlock FPGA #FiREFEXM LR

g Slice Reg LUT
BB 336 271 934
3-share Tl 651 780 1981
2-share Tl 496 528 1561
THREHEL 2-share TI 494 528 1561

% 4 " ] Synopsys 2016.03 7E NanGate 45nm
ANFFICHFEE R XS uBlock By% 77 I THIAE #E
LT TRV o PRANIYER, ToHTREALEL
2-share TI J5 ZZAE TR &5 FH_FIk 2] T & AR, AHX) T 3-
share TI SEHLPFMK 720 30%. 25 LRTIR, ALl
T PR uBlock BV B IR TE FEEUD B —
(ERC1EADIE N

% 4 uBlock EFHFEI LR

= EAVEFE (GE)  HERLLAEX TR
HRITERR 3646.8 1

3-share TI 10279.0 2.818

2-share Tl 7285.5 1.998

THREHEL 2-share I 72434 1.986

5 Z5RIE

4t uBlock SVEAEMEAARARA SLBL 5 A 7T
IA R, AICE LG HFAT LI B 57K
AR IE FF LI T — PG H T SR S PR
AR ARSI 7 28 FLIRAE IRt b )3 I S B
T 3-share LT HBENE TR SEI T &5
WA T TR SEELA ARV AR, SEIL T — M 2-
share [RIF5ZHTBENIEN TR SEIM T %, IF Hidd
RAH G HIE T —Fi&E T uBlock HVA[¥) 2-share
FITE T B BEN LI T TR SEB T %o FESCEEMIZE 4 30
gy, RSOV T ST R SLEARY, FEREE T
[T PRSI 77 22 WA T By 4 AR o A S 3 B A X
uBlock VK I — B NEE BT 47 75 K BEAT 1 AH LI
FTRRIT R, AR TR Seli&E - T uBlock
LR M T IR T %, #—P%E uBlock &
EARPUNE T Bt 1 e
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Background

As a mainstream attack method of grey box attack model,
side channel attack has been widely concerned and studied since
it was proposed because of its simplicity and effectiveness,
which poses a great threat to the implementation security of
cryptography algorithm. Different protection strategies have
been proposed against the threat of side channel attacks, among
which the threshold implementation technology has been widely
studied by academia and industry because of its provable
security, ability against glitch attack and acceptable
implementation cost. At present, the construction method of
threshold implementation has been studied in depth, such as the
optimization of the use of random numbers, the optimization of
the area realization, etc. However, how to achieve the balance
between the security and the realization cost of the specific
algorithm is still to be studied, which needs to be analyzed on a
case-by-case basis.

uBlock algorithm is the first prize winning block cipher
algorithm of the National Cryptographic Algorithm Design
Competition in 2019. It is of great significance to the
construction of China's cryptographic system and is also

threatened by side channel attack. However, there are few
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researches on side channel protection at present. In order to solve
this problem, this paper constructs an area-priority hardware
implementation architecture for uBlock algorithm based on
serial and pipelining ideas. Then, based on this hardware
architecture, a 3-share threshold implementation scheme for
uBlock algorithm without new random numbers is constructed.
Finally, a 2-share threshold implementation method is
constructed to solve the problem that the 3-share threshold area
cost is high. Aiming at the problem of random number
consumption caused by 2-share threshold implementation, a 2-
share threshold implementation scheme without new random
number is constructed for uBlock algorithm by means of
optimization and reorganization. At the end of the paper, the
above schemes are implemented on FPGA and the
implementation cost of each scheme is evaluated. The area
consumption of the 2-share threshold implementation is reduced
by about 30% compared with the 3-share one, and the security
of the side-channel protection scheme is verified by the actual
side-channel evaluation experiment.
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