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Abstract Steganalysis of network speech streams is a research hotspot in the field of information hiding
detection. Aiming at detecting steganography in adaptive multi-rate speech streams, this paper proposes a
steganalysis scheme based on the correlation of fractional pitch delay. Firstly, through theoretical analysis and
experimental comparison, the effectiveness of fractional pitch delay correlation as steganographic features is
verified. Secondly, the traditional method of manual feature extraction is abandoned, and the correlation of
coding elements is captured by using deep neural networks. Accordingly, a local correlation-based detection
model, a global correlation-based detection model and a feature fusion-based detection model are respectively
designed. Finally, based on the above three models, combined with the idea of multi-model fusion based on
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linear regression, seven detection modes are given, i.e., three single-model detection modes and four multi-model
fusion detection modes. Through a large number of speech samples, the performance of the proposed scheme is
comprehensively evaluated, and compared with state-of-the-art works. The experimental results show that the
presented various detection modes are feasible and effective, and the three-model fusion detection mode has the
best overall performance. In addition, the work of this paper fills in the blank of the detection of steganography
based on fractional pitch delay, and for various steganography methods based on pitch delay, it has better
detection performance and lower time overhead than the existing steganalysis schemes at any embedding rate

and sample length, thereby realizing more real-time and efficient detection.
Key words Steganalysis; Deep learning; Multiple-linear regression; Network speech stream; Adaptive

multi-rate speech coding; Fractional pitch delay
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HEEIRSHOERE L /BRI, & —4E4%
UG HE T 2 ZH00 R HRE Fe, B
Fe = fConV(L’SC)’ (6)
Hrh, feon(IRR—4EEBRZ T TR EL, Sc &



PSS . /N A IR A DR VE I B 3 22 3 A R S it 7

ZERIMBSHES . N T IHBEEE A, SRTHR
RIS EE , AT AR i LR AT AR AL 1
1B, 1FRPRAEICHRHE Fono RN:

FBN = fBN (FC'SBN )' (M
Horr, fen( YRR AARAEAL Z T AE B2, Sen 2
SRS S E S . N T D SRS R T
S HE, AT 42 5~ Btk 2 HEAT R ALE [
Y4, TS ARNRAE RS A A BB R . Rk
A Nes MR N nxem BIFRFER ], Hh &4 (=
1,2, ..., Nes) RFAEZE 8] Vi Rom -

Ay Ay A
Ve KA
)’n,l ﬁ“n,z ﬂ‘n,m
HA R FERHE G mT A -
1 n m
= A
. anJZ ¥ ©

BE— 25K 3 — 5 RFAE F oy 16N 42 RSP 380 2
A RIS F oot 9
FPooI = fPooI (FBN’SPooI )1 (10)
Fort, fpool( YFR7N A S5 - 1oyt Ak, 25 B 45 1) o 4
Spoot RANZLIZ MG ZH G . B3I th
AR A softmax k. Mo, dEEEER
R L3R AL TR B F <o Al URFAE R 79~ WL B RE A
prics |, B

Orc = frc (FPooI’SFC)’ (11)
Hrht, Orc = [01, O)REESLZI . frc(YRR
LR TR R AL Sec ARIZZ M 25 S5
6. wIa, BAMEA softmax & ELs S 7t
HITEE R R, B

R = s (Oc. Sou ) (12)

Horp, f5( )RR softmax BEL, Sou fUFRIZIZ KRS
LS. @ AR R ER = [rp,n], H
W r IR AEARRIMERAE, r AR SRR,
Hrotri=1. #—#, FRMSGLEEREA s FITTIAR
2 Cotnh:
1 Ifr>r,

s {O, Otherwise.
Hp, Co=0BNIEFFEA, Cs=1RAREHA,
AN, FRATTAE A 22 X 4 2k R 4 (Cross-Entropy
Loss) FH A 1 Wr S B b 28 5 50 28 A Hh R RE A58
20 3 3 g /0N T L AR B S b L TR] ) A5 R B R
S AR EE S JE N S LT I SR o, A8 A

(13)

Bk B M U
> —(y, *log(r,) + - ;) *log(r, )
loss = 1= . (14

n
Horb, n WPEARBAEL ria 25 | AN YR
5 (IE) FEARMZ, o W2 e ARy 1E
O AR, yie {01385 | MEAK
T2, Ry =10)hIE (5 FKEEA.

3.2.2 A RS AR I A TR

: FFAE $2 BB B TR =

I
[| 7 \ i : I
AN AR AR IR
| By 7] s 7] & Sl
|| & it L v Z a |
| 2 | |
= _ = == == e — I

5 LT A R A S A A
1B 5 5 A B I R AR I8 B KA

M, IR ST 5] N T 3T IR N 25 1 42
FHSEVER AT (GCDM) . [RI, N T i 4 dt i 0E
FRAPZR X 2% ] g 2 B R0 SV 2 1) |, JRAT1HE
iZ A A A 5] ON K 5 A0 12 AR T 9T 2 (Long
Short-Term Memory, LSTM) 3k 4t 3 It} 8] 5 41 .
GCDM M &g 4544, Wk 5 Fras, FIF LSTM M4
W [a P A sk & RS 2 RIRBC R, BRI 4R o0
P, @A T LSTM 2, —4 FLATTEN EL %
AN T B4 iE )2 . LSTM Bt 45 i L 45
BIONTTS BT ST IAHCAZ B0, R oTE
TR GG R, MNP NGE RiER
PGS FCAZ e, BT PECIZ TR E R
WM S, f T 102 s I B
Ire EIRIEFE A AL IR

I, :a(wi [H Xt]+bi),

F=o(w, [H . X ]+b),

0, =0(WO -[HH,Xt]+b0),

M, =F M+ -tanh(w,-[H_, X,]+h,),

Horr, o 72 sigmoid BREL, X A HTE t 2%
Xe 2 5mANTT GRET], WD SR |
(Fu.O0)» Hea 958 t-1 B Z1 A BRUBCIRZS [F0 B 415 wi(w,
Wo) BRI GRS, i 17D AL, by (by,
bo) 73 A AH T CGEUETT, Rt ) MmE . M
N Z T ZICAZ R TTIRES » Mg ARGR S -1 I %I

(15)



8 TR

WZHRITTIRAS, tanh NBUE K%L
AV N B S HUE R £ E R
FIIN, N T IRTHRFERAE S B R LRI RE S, K
IR LSTM JZ R SEH S 8] 1) 4 )RR i, 1

TGS — B E AR Fruna:
Fewa = fLSTM (L’SRNN—l)' (16)

Hrdr, fistm(3FR s LSTM EEH IR S, Srun R
RE RS SHES, 2B LSTM =g
HBURFAE )3 A AT 838y -
Fawn_z = fLSTM (L’SRNN—Z)! (7
H, Frune AEEHE Z)Z LSTM K% H . Sran-2
RRBENIMGSHES . #F, 21 Flatten =
LR TR T T o 5 A il TS SO I ] 5 2 W R € P2
N:
Fra = fra (FRNN—Z)’ (18)
Horr, fra( YRR P BAE . Al JE-F AR5 1)
FHIE F i B N\ 42242 2 A softmax e #4773 28,
HidH 5 LCDOM #ERSEAL, LA FEA
3.2.3 LAk AR I A
r—-———~ T T T T r—— - -

| R BRI B HEWE
ERREIRE |
o A .
| rANE IR |
K w ] 5 |
¥ 5 £ it
| & Jz e i, & N
3t % £
= % ¥ 2
=]
I| % it it L
I| = ?rz ;ﬂ”:“rz = |
I AR Sy R I
: ﬁﬂg—g ﬁﬂg‘g E :
| |

B 6 3 TS A2 R P A
ZRER) LR A B A, Y EK AR

B, SCEUOCEA AN, FRATBEE T =AM AR,
RUERAE Fl & A M AL AL (FFDM),  H 2% g5 F i1 6
B fEZBAH, FRATK /N & iR S 8 &5
LCDM F1 GCDM i (1) ik A5 Hh (] J2 2E A TR A
Hro N T ORFFRHER ERNE, TRATER: T FAEPHEE
177 AT R R R G, Hd FErT SRR U R -

FM = fconcat (FF’ool' FFIa)’ (19)
Hh, feoncat YR NFHIEPHE I BB HEE, Fpoo M
Fria 2379 LCDM 1 GCDM $2ELIHFE, Fu Hfit
GIEMRHIE. &5, RUERHE Fu &It &EEEH
softmax & £ 4b P 5 i H i 25 2R

3BT LM ENIANZIEBFRE

FRIEALEE 2 2] () AL, Wi a s 2 AAH
R AT i — A m ke . STk, DB
SR EERAA A, ARYEIE I S SRS A A
F], A -LRERRE, Wk 1R, BRI 3
Tt 5 T B — TR (R A I AR SN 4 b 22 A5 ik A )
(5=

* 1 WHEAREMRR

e AT
LCDM GCDM FFDM
1 v x x
2 x v x
3 x x J
4 v v x
5 v x J
6 x v J
7 v J v

YT EA T S, A2 alEm =, wm
PSRRI 57EEE . EATE TS &5 0 R4 R
TAFERAE, FERIMBES A T Es R, L
o RYERE . SR, FEASCTAET, AR 2%
IR ER . FEARKEE . BBE A EFIREARTE D
T, HERPEIAEH S WA W%
G N TIHZ )7 AAPCEI R E B, HAE LA B A F]
KA PR EA S . BT, ARSCRHAE
TR s e R S K| VP A S LN E T A LA CIN E i+
HATA ARG o 2 Jn 2Rt R AR A 2 — e 2L g
B, G, HolfeR IR BoE g,
vl 25 EN RIS R TN . R
WA kK MR FEATREG, M TAEERE | ME S
PNE S B v A A CIVEEAR TR TR S W

f(x)=xw+b, (20)
A, X = [Xia, Xig «..» i A FIE L I W 25§ AN
ARERFIMRE MR, x5 | ABE R Wzt
ARNEEMMEM, j =1, 2, ..., ki w'= [w,
Wy, .. W CRRESR B S B ALE (R &, b ABENL IR %
L v A E EN S S R S (B Sk N TR
AP

o= (- TR =X -xw-bf, @
Sof, nOBREAKR, yiE (01PN | MR
Sebiss. KR WA b £ IHENH BT W

= Wy, Wa, ..., Wy, b], AH S HIAREZEAE [m) 20K 38 i — 4
HEL B X=X Xig, -0 Xike 115 WIHG2K BRI 5 0
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e=(Y = XW)" (Y =XwW), (22)

HA Y= [y, o, ., Y RFEAREMFRE R, XA
2 BT A Y RS R, BI

X, X X X1
x| %2 || e %o ol ey
Xn Xn,l’ Xn,2’ Xn,k ’1

B, i e e T SR E [ AR
il WAy
W =(XTX)"'XTY . (24)
R AAERTIBT B, AT 2RSS FEA s,
HAMERAE AR XS = [Xs1, Xs2, -0 Xsko 1], MIFETFZ 50
LA TR0V P TN AR 22 A «
f(X,)=XW". (25)
M, ZANPREE 25 fil i 45 R 3 R 45 2R Cs
N
L If(f(X,) 20.5),
° {O, Otherwise. (26)
Hrr, 24 Co= 1 W HIBTOARRSFEAR, 2 Co= 0 I H
W IE AR

4 LIS MeeTh
4.1 SCIGEMAEEEIEFR

S 56 SR 7 4 K 24 7 B BB 3t 1 A T
$ 433 S 4 b 0V S REA T ok B LB
W, L 41 /NI H SO AR 72 /NI DSOS
o NETRHTSZIGIGE, FRA T HdE 43T T
N TRALEE .

(1) MEEIARFEARE (cover sample set): i
ARSI R GG & AT PCM F S E Y,
KAESHN 8000Hz, EAUAIHECH 16bit. FATH S
5 TR & B 0.1s 8K, 6 B AR V8 & 4 #1I Bk 0.1s,
0.2s 3| 1s ANERKE, TR K HTE S FEARE A
& 12500 MHICIEHE AR 12500 ASHECEEFE
A X EAEFREARE— KA AMR-NB 12.2 kbps
HARB AT D, FREEIEEEA.

(2) KB EFEALE (stego sample set): it
THA AMR IEEFEA, 437Kk H Huang 58 A& H
ka5 Gely s, TR LS AR LIRS
JER G S A Liu 2 AR RS 7kl

(el S3) AER M IEEREA . Hp, WF 1s
O K HESREA, Bl 10% 45K, AR 10%
F 10093 -Ff A [5] (1 1\ 56 RS 32 1 HiR Nl 25
S EMESEREA, KT 0.1s, 0.2s 3] 0.9s K5
FREA, AL 100% i N KR FEA ., K 2 F1E 3
ST 1s KA FEIRAZE 4F T & 0.1s, 0.2s
F| 1s Bf K H 100% I N R KT, SHIERNRES
TR . MeAh, R R SR N H RS U
KR e R B E IR, AR (S B i
L3851 43 AT BEALAE B AR £ 2 SO 3R 4 A

(3) MESLIFE AL (experimental sample
set): fELLFATE RS s scierh, X T BE e 41
(RIE5E B . FEARRH . BREITERIRAZ),
4 12500 /> TEH BAARE AT BB SRR A 1%
SCIGFEAREE, % 41 MR REA L BRI 25
SRR .

ARATRGRAT LI B RE AR5, BIASCHR
05 S BE 2 M SE 86 DA K 5 LR BV B A AR
PEREXT L S248, 3 Ren AT R (GidHN
C-MSDPD) 1, Liu Z A7 E (idk pBP) B
1 Tian 25 AHI75 % (iKy HYBIRD) BH&:, Mo,
C-MSDPD, PBP Fl HYBIRD =#i%} .l 5 73 b 5
ZErh ) SVM ¥ 5T python 15 S IIFLES 2 > T
E.fu, Scikit-learn(sklearnyS2 8, ‘&4 & T Hudf ik
L OIGAARL PPN FR AR S S S, AR A
IR A S 0.24.2. #£ SVM KIS ELE H, A TE
“kernel” & B N“rbf”, FEH“gamma” ik B H“scale”,
HASHIIMEHBRINE .. A EIHT python
ES A NEHELE kerasS2Bl, T — MY
MFEFP I, NIF RIS SRR T & B R IR
AL, ARKAERIRAS N 2.6.0. Z2iSE,
PAUE A I ZRA R BN 256, YIlZR R4 20,
KA RN R, S AL R S 546 e
: LCDM #, wEEHZEEN 64, K/NAS,
HKAN 1, HEFE KN N“same”; £ GCDM 1, fifiFf
XZ LSTM 2544, 4ERE5 59 64 A1 32, 3% A1 fE ek
WRAs; 75 FFDM 1, {# ] concat #F AL #8730, 2%
FKATE LA relu FIAIERE, fH4EE N 32, 1
AU o3 2 o Yk AT A softmax i 4si&E %40 28
B, Wiy 2. thAh, AR RS R

I < I SO/ S = SO )
https://github.com/junono97/SM-MDNNF.

2 Scikit-learn: the machine learning in Python, available at:
https://scikit-learn.org/stable.

3 Keras: the Python deeping learning API, available at: https://keras.io/.

GitHub b hE
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THEMLFR

&2 1 BARRAE T RRE AR

= =] -

ERENT

=
5

585 ~ WAE (%)
- PERESRA -
i1k 10 20 30 40 50 60 70 80 90 100
s [ 5 25 i (bits) 20 40 60 80 100 120 140 160 180 200
' [ 5 7 9 (bits/ ) 0.4 0.8 1.2 1.6 2.0 24 2.8 3.2 3.6 4.0
s &5 25 & (bits) 15 30 45 60 75 90 105 120 135 150
: i 5 7 9 (bits/ ) 0.3 0.6 0.9 1.2 15 1.8 2.1 2.4 2.7 3.0
s [ 5 25 5 (bits) 40 80 120 160 200 240 280 320 360 400
i 555 75 B (bits/ i) 0.8 1.6 24 3.2 4.0 4.8 5.6 6.4 7.2 8.0
RITEHAKET 100%REANRNERE T ENBRERERH T
fas = FEAKE (s)
. VA SR AR —
WARE 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 1.0
s ¥ 55 25 5 (bits) 20 40 60 80 10 120 140 160 180 200
' e 5 1 9 (bits/ o) 4.0 4.0 40 40 4.0 4.0 4.0 4.0 4.0 4.0
s 55 75 & (bits) 15 30 45 60 75 90 105 120 135 150
: ¥ 55 5 98 (bits/ ) 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0
s 5 75 5 (bits) 40 80 120 160 200 240 280 320 360 400
¢ ¥ 55 5 9 (bits/ ) 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0
A ) 2 ek PE R A SEVE S ] sklearn T HAL  SATA 4%, LAK Linux £% (Ubuntu 20.04.3 LTS

fF ) LinearRegression i ZE#EAT S I

T ATRRRE b 5 SRR YR RS, FRATE A
K6 I HE B 2R (Accuracy,  ACC)FIEAANIE 5 BE AT 1
AU B ) (T ave) VE N T SR AR . ACC RV IR 7
KA S FTA AR LLE, & ACC i, il
PEREHLERLF, o LT

NTP + NTN

ACC = ’
NTP + NTN + NFP + NFN

(27)

Hr, N NIE#DIONIESR (RS FEARRIEE;
Nen A IER SN 698 CRIBS)D FEARMIEE, Nep
NG A RREAREER I TN IERFEAR ISR New N
B IR RNR 7 R R S .
Tave A TE S AT R (8], ot 7 fa
o AR, HitE AR T
K N S
bl
TAVG == ;‘;l;l ' (28)
Hor, 6 N5 ] AFEARTE | ANBRS J55 R A
B, S AREMITERH, N AR BRH, K
NI RE . A IRIR 2, A SCRA 20 ik
MR U AR ks s R, B K=20. AR
RIS {E— & Dell TAEy, EdbfT, HEERE
ZH R Intel Xeon E3-1225 v5 CPU 3.30GHz,
2>8GB DDR4-2133MHz ¥, 500GB 7200RPM

64 {3z, kernel version 5.11.0-27-generic) .

42 ZWMEMIR R M EEXTEE AN 547

WIHTHTA, REIENSE GBI, 3
AEMrERANAR, Wk 1FTR, /T3 Fiohd
TR BRI, 25 4 B 6 PO U A Rl -A
RraEat, 28 7 Foh =R S AT IR . FRATI7E
1 AR FER ISR R 0 Bl K T BT
Si, Sp M Sy =M VLIRS I AERG R, FLszIb ek Fin
LK AMES Prm. WHATLLE H:

(1) MBI QA IS R G, Hp
TE BB I BF 7S e HA A R D e s AR
1(LCDM) s Il 14 R 444 EAE T-#2x0 2(GCDM),
UNAE FP SCREACEE FASI 10% %2 60%iI NI S 77
VAR, HTE BRI ER Z b JS 2 0.18% & 4.36%,
Ui B B 5 45 AR X T 2 00 J= 38 A G PR 1 5 e K T
S AR X 3(FFDM) AR I 1t B 344 14 T
LCDM, UifEH SCHEAEE MR 10% % 100%HK A
R Sa VAR, HTE MRS I HERG K LL 5 3% 51 0.40%
% 3.06%, UL IRHIE LA T 1R P IS RRAE B AR
B T SR8 o

(2) FERE AR (X 4 E8R 6) 1
= £ N e e i S o e W 7
HROCREAREE TR ER AN 2N 10% % 60%f1) S; 7772
RANFA 10%Z 90%I1) Sz 515D B, XU E A
AL F A AT MU L B % 4H L FFDM $27F T 0.02% %2
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® 41 PR XHAETZENH BN =M E AR EREEE (%)

RS K A (%)
J7ik UES 10 20 30 40 50 60 70 80 90 100
1 70.88 88.86 95.74 99.04 99.10 99.84 99.98 100.00 100.00 100.00
2 69.50 84.50 94.62 98.24 98.88 99.66 99.96 100.00 100.00 100.00
3 73.12 89.14 96.52 99.08 99.54 99.88 100.00 100.00 100.00 100.00
S1 4 71.14 88.98 95.82 99.14 99.08 99.84 100.00 100.00 100.00 100.00
5 75.00 90.68 96.84 99.16 99.54 99.88 99.98 100.00 100.00 100.00
6 73.54 89.68 96.50 99.10 99.56 99.92 100.00 100.00 100.00 100.00
7 74.92 90.90 97.26 99.26 99.58 99.88 100.00 100.00 100.00 100.00
1 83.28 95.46 99.14 99.68 99.92 99.96 99.98 100.00 100.00 100.00
2 82.32 94.50 97.60 99.56 99.88 99.90 99.98 99.98 100.00 100.00
3 83.70 95.92 99.16 99.72 99.92 99.96 99.98 100.00 100.00 100.00
S2 4 85.36 95.46 99.14 99.72 99.96 99.92 99.98 100.00 100.00 100.00
5 83.62 96.64 99.42 99.70 99.92 99.96 99.96 100.00 100.00 100.00
6 85.34 96.22 99.22 99.72 99.90 99.96 99.96 100.00 100.00 100.00
7 85.38 96.70 99.42 99.76 99.94 99.96 99.96 100.00 100.00 100.00
1 59.28 68.30 74.04 81.66 87.24 90.82 92.70 96.02 97.70 98.34
2 58.78 68.02 77.06 83.64 89.76 93.20 94.56 95.10 98.62 98.26
3 60.00 68.70 77.10 83.38 89.60 93.24 94.46 96.82 98.64 99.28
Ss 4 59.74 69.82 77.76 83.82 89.88 93.42 94.54 96.40 98.60 98.56
5 60.86 69.72 78.20 84.12 89.96 93.56 95.52 97.00 98.72 99.28
6 59.56 69.20 78.12 84.26 90.04 93.78 95.26 96.84 98.74 99.28
7 60.58 70.08 78.52 84.34 90.08 93.84 95.54 97.04 98.76 99.28
5N BDRXMAET RO RN =MREHENERELL %)
Kso K BAE (%)
Trik LES 10 20 30 40 50 60 70 80 90 100
1 75.66 89.56 96.30 99.42 99.44 99.82 99.92 100.00 100.00 100.00
2 70.82 87.74 95.06 98.56 99.20 99.80 99.86 100.00 100.00 100.00
3 75.72 90.34 96.84 99.58 99.76 99.86 99.98 100.00 100.00 100.00
S1 4 76.06 89.82 96.26 99.46 99.46 99.80 99.92 100.00 100.00 100.00
5 77.14 91.90 97.88 99.62 99.76 99.88 99.98 100.00 100.00 100.00
6 76.18 90.68 97.24 99.58 99.80 99.88 99.98 100.00 100.00 100.00
7 77.34 91.82 97.96 99.62 99.80 99.88 99.98 100.00 100.00 100.00
1 85.22 95.90 99.02 99.82 99.92 99.94 100.00 100.00 100.00 100.00
2 83.56 94.50 98.28 99.38 99.84 99.86 99.94 99.98 100.00 100.00
3 85.32 96.08 99.00 99.82 99.90 99.94 100.00 99.98 100.00 100.00
Sz 4 85.40 95.74 99.02 99.86 99.92 99.92 100.00 100.00 100.00 100.00
5 86.56 96.72 99.12 99.86 99.90 99.96 100.00 100.00 100.00 100.00
6 85.76 96.30 99.08 99.82 99.90 99.96 100.00 100.00 100.00 100.00
7 86.58 96.72 99.10 99.86 99.90 99.96 100.00 100.00 100.00 100.00
1 59.90 69.02 73.92 81.30 86.44 89.82 93.84 96.12 98.00 98.26
2 59.78 68.44 78.88 84.40 89.90 93.46 93.84 95.88 97.56 98.18
3 60.64 70.30 78.86 84.96 90.22 93.56 95.28 97.74 99.22 99.02
Ss 4 60.04 70.30 78.94 84.76 89.84 93.56 93.94 96.16 98.06 98.48
5 60.58 70.82 79.32 85.16 90.46 93.78 95.26 97.74 99.20 99.02
6 60.78 70.42 79.38 85.40 90.40 93.90 95.28 97.74 99.22 99.00
7 60.74 70.76 79.44 85.42 90.54 94.10 95.26 97.70 99.20 99.02

1.88% (0.10% % 1.12%). X Ui BRI R &5 7 — 52 2
FE ERES LR G & BB BT, R R EMRIRAN R
T (60% 1 LA Refgik 2] T b s — A B 47 A
TR

(3) =Righ AR (B 7) ARG I e

I EREAL T RUE R E A A, RN LA
B, BEARNFRIIGEIN, SRR A I A 2R A
Sz $Em; T HRANEA/NT 50%H) Sp FHRA
FKARNT 40%H S, J7¥2:, FFDM KR I HERf 2 ELiA
F) 99.8%LL b, BT 2 0 a] I A AR R R I PE e B



12 TR

F &R N B, TR BAZER S f
Sp IR RN, A B H FFDM AR oA AR Y
SR, FERTI S 75, =B Rl 5 A AE & A
RN T AR R AL T HoAR Py A AR =

(4) FRATTEL 1009% 11k N 6 11 8 SCREARBE Ry 5
Bt g, B 7 A R IR T SRR A
SEIAT I ], Hgiih a5 Rk 6 s . BT,
WEE R R R 3G 2, O RASE ) AR A
SRR IS (Al 2 BE 2 B . SRTT, BRI I i 2
=R E A, LA RSP A B ) A
AT 0.75ms, HEfE AT Rk S SE I Far il .

ZREFTIR, ARSCIEHA 7 PP AN B MRS 7
T 22300 e Ao I 2802 77 THI B2 BE s B A DU 1 e
REEEHEXT T Sy Tk AR AN ZE T 1) Sy Al S, 77
ERIRTI RS, B UG SR A 1 A A
il 77 % .
43 SHEXTIERMREXTLEF 7

A TH 3 BT R VT Al AN [8] B 5 434 07 S8 A
YERE, AT A 1 BT 10% 2 100% AN
N RIISZIGFEAER 100%HAFE T 0.1 BZE 1
PPN FKC L (R SRIR A AR SR EAT X LE SR . A1iS
556f L SR IR S 0 B 07 RAHE: OA S
SRR A AR S CRIBE 7D, Ry L/ N g
4R 2 ¥ (Fractional Pitch Delay Parameters){f >}y
WMAMZREMENEBMARS o P &8
(Steganalysis Model Based on Multi-Depth Neural
Network Fusion, SM-MDNNF), ity SM-MDNNF
+FPDP; @C-MSDPD®!; ®PBPEY; @HYBIRD B,
® LA ¥ B £ % L IR 2 $ (Integer pitch  delay
parameters) /£ 24 % A 1 SM-MDNNF , id i
SM-MDNNF+IPDP. [ 7 f1[& 8 45 T & MR 5 4
P07 AT ANFEHRN R T 1K BB B FEARLE ]
SEaG el B9 A 10 A TS MR E TR
X 100%IR A AN A LS B FEAN AR I SR B 4
Fo MWHATLURH BL T 4518

(D ERAKEMREREL T, &KRBSH

T 77 22 ARG DU A 36 5 B 6 HR N 2R (R 3G I i 2 v
HIR R R E RS B IRA R, RSATER
FHORTERFAE 22 Flk oK, AT IS ANVE 2 SVM 872
PR 2 HR e S U L FR eI R R H, Bz
FEGTT %, AR SCHEH RS 40 7 RAER I C A B
7R IR G35 B2 R T . DR SOREARSE
(PsRag g R (Cansk 7 B A, TERINER S ik
Si i, SM-MDNNF+FPDP 7£ 10%ik AR (&5 5
BN 0.4bits/Mi) BRI AER 2R AIE 74.92%, Y4
RN 20% (BS54 %6 9 0.8bits/Mii) B, A
DY 2K F] 90.90% LA 1, iR N KT 70% (&
B 2.8bits/ M) B, RS W vk A R GA F
100%, SR T A% Se ka5 73 i 75 S 4E 10%IR A2 1)
FERTIHER R A 2 56%, 7E 100%IRANFR (Fa5 5
B 4 4.0bits/s M) N AL EEIAF] 77.48%, VERERA
f& T SM-MDNNF+FPDP; X T &5 J5i% S,
SM-MDNNF+FPDP 7£ 10% ik AR (B 5 5 5 Ok
0.3bits/Miii ) N AEALIA ] 85.38% A IMIERR =, 4
RN ZR T 20% (a5 586 id 0.6bits/MiD) B, I
K HER R IA R T 96.70% LA 1, Mk AR
80% (&5 5e kit 2.4bits/Mi) I, A HERG R
LF] 100%, SRTMFE GRS 78T 7 RAE 10%H A\ 2
TR AR IV i AN 2 54%, 7F 100% A 3K (&
By e 3.0bits/ M) R PRSI v A R A Bk #
76.74%, PERETNIIEAKT SM-MDNNF+FPDP; %
TS 7 Se i s, BTk R4 7 /N
FEIR T RFF RS HAZ LI T puks il v g, BRI
A FH O B 1 IR S HURRE ) = P e GRS 43
T 28 BASEDUHE f 2 AE. 55%q(5%) I X 1] P V7 3,
BRI A Rk, 4R 1 SM-MDNNF+FPDP £ 20%
WNF (B 588 1.6bits/ M) B (4G I vEE fify % I
Ak FE] 70.08%, MR AZFEN 50% (FE 5 AT A
4.0bits/Tyi) BFIA 90.08%, fE 100% AR (F&5
% 8.0bits/M) B Ak 99.28%, AEHLIR LT (A
ZRBRE %,

(2) MTHERNRSTE, SRREHHTT
SRR P e It A AR RS 3 I B s, R A

* 6 TEMGMAR Y B ANMEAR T LA NET 8] (ms)

o 52 2 0.1s 0.2s 0.3s 0.4s 0.5s 0.6s 0.7s 0.8s 0.9s 1.0s
1 0.023 0.024 0.025 0.026 0.027 0.028 0.029 0.030 0.031 0.031
2 0.199 0.216 0.223 0.241 0.271 0.289 0.309 0.320 0.330 0.351
3 0.199 0.223 0.242 0.261 0.267 0.286 0.319 0.336 0.351 0.361
4 0.222 0.240 0.248 0.273 0.298 0.317 0.337 0.344 0.361 0.388
5 0.228 0.252 0.267 0.280 0.293 0.312 0.348 0.365 0.382 0.385
6 0.404 0.434 0.465 0.501 0.537 0.580 0.628 0.650 0.681 0.712
7 0.427 0.457 0.489 0.527 0.564 0.608 0.657 0.680 0.712 0.744
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= 1 =7 - 1 3 = 0f
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FESPI 8] st 8]’ 40t
4 30f = C-MSDPD -+ SM-MDNNF+FPDP| 4 30f = C-MSDPD -+ SM-MDNNF+FPDP| & 30t + C-MSDPD —+— SM-MDNNF+EPDP|
20r —=—PBP —v— SM-MDNNF+IPDP+ 20 —=—PBP —v— SM-MDNNF+IPDP+ 20r —=—PBP —r— SM-MDNNF+IPDP-
10l —+ HYBIRD 1 10} —+ HYBIRD 1 10} —+ HYBIRD 1
% 20 30 40 50 60 70 8 90 100 % 20 30 40 50 60 70 8 90 100 % 20 30 40 50 60 70 80 90 100
mAZE (%) mAZE (%) BAZE (%)
(@ NFHZE S, NN ERE (b) MTFFE S, FIAR M A HE =R (c) NFHZE S; N ERE
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10l —+ HYBIRD 1 10—+ HYBIRD 1 10—+ HYBIRD 1
% 20 30 40 50 60 70 80 90 100 % 20 30 40 50 60 70 8 %0 100 % 20 30 40 50 60 70 80 90 100
A (%) WA (%) WA (%)
(@) XFHZE S RN ERE (b) MFFHE S, IR M AT =R (c) MFHZES; e EFEE
Bl 8 JESCAEARLE EARFIR AR T % B 5 43 BT 7 2258 = FhRa 'S 52 i ken M 1 %
100—+——+—+——+——+—+——+— L 10—
90r e 90 ,,,,,,,,r——*'*”""”’T’J’F 1 R
80 - L sof L 8ot
v g = / P— - rd
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60t 60 1 60 P
4 so0t M sor 1 S e =
8]’ 40t 8 40t f RSP
& 30 —-— C-MSDPD —+— SM-MDNNF+FPDP| & 30 —+— C-MSDPD —+— SM-MDNNF+FPDP] & 301 = C-MSDPD —+— SM-MDNNF+FPDP]
20r —=— PBP —+— SM-MDNNF+IPDP- 20r —=—PBP —v— SM-MDNNF+IPDP+ 20r —=— PBP —v— SM-MDNNF+IPDP+
10—+ HYBIRD J 10l —— HYBIRD | 10—+ HYBIRD 1
870203 04 05 0607 0809 1.0 8702 03 04 050607 0809 1.0 870203 04 0506070809 1.0
FERKEE (s) FERKEE (s) FERKEE (s)
(@) XFHZE S RN ERE (b) MFFHE S, IR M AT =R (c) MFHEZES; e EHEE

B9 thCREARSE EANREIREA A BE T & RS 087 77 S0 = 5 J7 ik R ARG v Al o

L S S o
90} L 1 90t
v
8o v R 80
= = nf e e 3 70t
~ = b 1 ~ 6ot R
™ e ———t—F———F— 35—
M o M- sof i Msol—vfw—v—FALJ—ﬂ—‘—‘—“ﬂ— 3
8] 40t & 401 E RSP
4 30F = C-MSDPD -+ SM-MDNNF+FPDP| & 30f + C-MSDPD -+ SM-MDNNF+FPDP| & 30f = C-MSDPD -+ SM-MDNNF+FPDP|
20r —=—PBP —v— SM-MDNNF+IPDP- 20r —=— PBP —v— SM-MDNNF+IPDP+ 20r —=—PBP —v— SM-MDNNF+IPDP-
10F —+ HYBIRD J 10l —+ HYBIRD i 10f —+ HYBIRD |
87 020304050607 0809 1.0 8702 03 04 0506070809 1.0 870203 04 0506070809 1.0
N NI v
FEAKE (s) FAKE (s) FEAKE (s)

BRI, BZARSR TR, AP AIRRE 7 RAEFRE K& s 777k Sy i, SM-MDNNF+FPDP 7 0.1 7
AKE B2 EF T RN MR B ERF. P B PEAKE R IR I HERR 2 7 1A 98.80%, 24iE 3%
PCFEARLE PRSI R (R 8 i) A, X4 FEARK T 0.6 F25F, SM-MDNNF+FPDP [l
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HERf A AT IAE] 100%, SR1FE GRS 430 )7 RAE
0.1 B0l & AF A K BE R 11 & £E & DU 7 1 26 N
65.12%, fE 1 B EFEAKAEL T AL H] 79.96%,
PEBEB] AL T SM-MDNNF+FPDP; %} T[4 5 75
S2» SM-MDNNF+FPDP 7E 0.1 #PFE A K FE T Refig i
F) 98.16% Mt MAEN %, MG EFEAKIE#EIT 0.5
FPEF, SM-MDNNF+FPDP ()46 i fff 25 sl ] ik 3]
100%, RIMLSRS 708 7 RAE 0.1 P EFEAK
£ ) s A A U AE A 224 63.38%,  1E 100% ik A\
R PRI AE R A L BB IA 3] 76.64%, PERETR I
fXF SM-MDNNF+FPDP; X} FRa'5 5k S 1M = »
WIRTRTIR, A R 18 IR S EURHE I = Pl 4t
B 5 o3 Mt 7 RICVEA BN Z RS ik, SR
SM-MDNNF+FPDP 7£ 0.1 FPiE S REA K N A
MIHERfZR ATk 90.94%, MBS FEAK XS] 0.3 7
Je A b Bf, RS0 R 2 Tk £ 95.56% LA I, REEA
R INZ KRS J7 ik

(3) R [RIRE A FH R 0 & 4B IR S H50MH O
fE, FELGERA BN T (24 1s B K LRARA
fIKF 50%, B BN 0.2 ) 1s H ik N2 100%H] ),
AR S H IR 3 T 22 TR B R 4 X 4 il T SR RE LTS
B2 AR R F THRBURFIE MRS 0 b 5 X T 5T
BRI IR RS 7 (Sp A1 Sy) FUF (A
Aeo i, 76 1 B SGEEFEAKEA 100% A

RIFMT, XFF5S 777 S1, SM-MDNNF+ IPDP
(PRSI TE 16 25 88.52%, ML GE b 'S5 43 BT 77 SR I e
R HER R 77.48%, HHEIZ FRTE & 11.04
NES s RS E S, SM-MDNNF+IPDP
(PRSI E B/ % 95.06%, 1AL FEba S 43 BT 77 R I
ARSI HER R A 76.74%, FILLZ Nt T 18.32 4
F oy me IXFRRERI T R R FE 22 SR i 3R 2
HG 1] (1) AH DG R A B Dy 4 T Hb i 1 2 R R

(4) SM-MDNNF+FPDP R il ¥4 B B &AL T
SM-MDNNF+IPDP, A Y 3 I £ SM-MDNNF+
FPDP A4 %Ml SM-MDNNF+IPDP TEhg N 111
Ss ik, T HAERTI Sy A S, J7 vk HAG I M R A
22T SM-MDNNF+IPDP., B3k, PLH ot
AL L IISEIG AR (A0 7 B B, K Sy(Sy)
JIERS, AE L IPEEREAKE T, MRIEHRAZRA
[ (10% 2 100% > o Il 4k s 22 52 T+ 11.48% |
35.68%(4.94%%! 36.02%); VAT SCAEALE 1505
250 (R 8 Fram) Bl Kl So(So) TR, fE
100%IR AN T, MRIEEFFEAKERAR (0.1 2
1 Fp) KRR T+ 12.60%%] 36.58%(4.82%%
24.92%). PRSI A5 R IR, NS IR S
HRE NS T I R AL B S HT S B 1E B AS A A DG M
AL .



PSS BT /NS R IR AH SGVE IR B I N 2 i R 1R S iR 5 4 by 17
K8 RUMHAE LFARHEAKETERENA R MRS F AR MEREILL (%)
a5 R 55 44 FEAKSE ()
WiRES UES 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
(a) C-MSDPD 61.50 6454  66.70  67.32 68.62 68.66 69.18 70.20 71.36 72.48
(b) PBP 61.36 6574  69.34  71.90 72.08 73.54 75.22 76.68 78.56 79.96
(c) HYBIRD 65.12 6774  69.68  71.66 72.78 73.34 75.16 75.80 77.58 79.36
Sy (d) SM-MDNNF+IPDP 62.22  76.04 7452  771.84 81.16 83.24 85.04 86.24 86.90 87.40
(e) SM-MDNNF+FPDP 98.80 9974  99.90  99.94 99.98 100.00 100.00 100.00 100.00 100.00
(e)-MAX(a,b,c) 33.68 3200 3022  28.04 27.20 26.46 24.78 23.32 21.44 20.04
(e)—(d) 3658 2370 2538  22.10 18.82 16.76 14.96 13.76 13.10 12.60
(a) C-MSDPD 63.38 6564 6888  69.96 71.72 72.72 73.70 75.64 76.34 76.64
(b) PBP 61.00 6154 6424 6494 67.08 68.50 69.54 70.28 72.68 72.72
(c) HYBIRD 59.24 6348 6424  64.90 66.84 68.00 70.62 72.02 73.38 73.42
S, (d) SM-MDNNF+IPDP 7324 8114 8506  87.04 90.58 92.22 93.00 94.54 95.06 95.18
(€) SM-MDNNF+FPDP 98.16 9952 9996  99.96 100.00 100.00 100.00 100.00 100.00 100.00
(e) — MAX(a,b,c) 3478 3388  31.08  30.00 28.28 27.28 26.30 24.36 23.66 23.36
(e) — (d) 2492 1838 1490 1292 9.42 7.78 7.00 5.46 4.94 4.82
(a) C-MSDPD 5246 5348 5302  53.38 53.40 52.52 53.06 53.52 53.58 53.52
(b) PBP 5240 5340  53.60  54.00 54.70 55.14 55.74 55.38 55.74 56.58
(c) HYBIRD 52.34 5346 5512 5528 56.38 56.76 56.66 57.08 58.00 57.98
Ss (d) SM-MDNNF+IPDP 5048 5058  50.94  51.06 51.10 50.68 51.10 51.20 51.48 51.76
(e) SM-MDNNF+FPDP 90.94 9384 9556 9562 97.12 97.84 97.76 98.76 98.84 99,02
(e)—~MAX(a,b,c) 3848 4036 4044  40.34 40.74 41.08 41.10 41.68 40.84 41.04
(e)—(d) 4046 4326 4462 4456 46.02 47.16 46.66 47.56 47.36 47.26
£ 9 1 WAREIEMAEART SM-MDNNF+FPDP 3t F =Fhia S 73 50 M ERRZRXTEE (%)
[5%5 -~ AR (%)
WaRrS 10 20 30 40 50 60 70 80 90 100
Li's 74.92 90.90 97.26 99.26 99.58 99.88 100.00 100.00 100.00 100.00
o HEL 77.34 91.82 97.96 99.62 99.80 99.88 99.98 100.00 100.00 100.00
iD'a 85.38 96.70 99.42 99.76 99.94 99.96 99.96 100.00 100.00 100.00
> B3L 86.58 96.72 99.10 99.86 99.90 99.96 100.00 100.00 100.00 100.00
I 60.58 70.08 78.52 84.34 90.08 93.84 95.54 97.04 98.76 99.28
5 YL 60.74 70.76 79.44 85.42 90.54 94.10 95.26 97.70 99.20 99.02

(5) FEMRIRAZF T, SM-MDNNF+FPDP 7£ 3t
SCREAER B A DU HE B e A AT 2 i TE R SOREAR
£ FRAS ISR . Wk 9 Fiw, T 1 IEEK
FERT 10% R N R 6AF T, XTHSTREARZET Sq (So) 7
TRIIAS I AE T 2N 74.92%(85.38%), i 7 2 AL A
2N RSN HE KON 77.34%(86.58%) , i i T
2.42(1.2) NMESH. Z DB FILS, RS
PIFNE S BB BV R A B3,
HRE R AR R, PUADUER 412 N5,
MBI B 20 AN o Al 28 Ml k. HE 2,
Bz S, PUEE RE AR AP, R, B
ANFPIHEIN, BRS /0JE PRI R E 2 Sk oK,
V5 S R B 2 BRI . BRI, 7RSSR RN
N, SM-MDNNF+FPDP {EH. JECAEALE
YRR 2 AR, I H 2GS EIBENLE 5]
RIS, 38T AE AR /R HIUE JESCREA 4R o
TR ISR T SCREA S EHER RS, (HHZER

— N ORI 0.32%),

(6) FATLL 100%HK A 22 1 H 9 SCRE AR AR 5K
X5, M T ARSI 7 S BN AR
BRI ], Hguit s RNk 10 Fos. BRI S,
B A BE R 0, AN VRS 5 S Asr ] AN A
PIBT PSR B 2 . bhah, AHEF H,
SM-MDNNF+FPDP [ 4l B [ P45 (0.427ms &2
0.744ms) Zm/NTIA K =FT7 %, 405 b
CMSDPD i R AR BT Aar il I [A] FF 85 1 2.60%
% 6.91%), PBP I [A]JF41 1) 14.03% % 35.83%, Hybrid
A T4 ) 15.08% % 33.85%. X 7873 1 W A S0 7
R 2 AL GRS 7 FATKL I S P 7 T 2 A I
R .

xR, ARSCHRH RSP SIIAR 3A 2 T AT
FUE R, Horp B = 0 B (A A R A
PEREF A . FRIIR A SO AL AR B RS T 0 /N
BB AR RS AR IR, HON T % A A
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10 T RSN 7S R0 RN AT IANESE] (ms)

il 5 & 0.1s 0.2s 0.3s 0.4s 0.5s 0.6s 0.7s 0.8s 0.9s 1.0s
CMSDPD 6.185 8.5645 10.933 13.468 15.938 18.418 20.984 23.388 25.931 28.596

PBP 1.192 1.637 2.096 2.551 3.002 3.478 3.924 4.397 4.852 5.300
HYBIRD 1.262 1.657 2.072 2.459 2.859 3.272 3.653 4.062 4.481 4.931
SM-MDNNF+FPDP 0.427 0.457 0.489 0.527 0.564 0.608 0.657 0.680 0.712 0.744

BREETFEEERNRARMEARKE TR B
A7 G Y FAT S ARSI P B AT B D RN R4

54518

FT AMR 155 IR 55 ANE /2 7£ Android F1i0S
B ah i KRG A E S FHEDIE(S APP CLfsifs A
iMessage %) HESAET ZHIMNH. HET AMR
Be 55 R FLAG N 2 224 A 5 B A 0 4783 1 — A
WF AR o B0 3 T 36 5 RSB B 5 1Y) v BRI 1)
B, PR T R RS IR S T TR %7
RRAE NG AEIB A O, IR NURE 2 2] 4%
XPRFAEREAT B 305 >3 A DL SR A5 i R AE 1 i A
DRFIE SRR, I 25 A Rk il AN L T 2R P Rl Y
ZARRIEA NS, T 2T IR R N 4
R, @i KEREEFEA, XHEH T Rk
177 PERETEAY, I SAER AT 1 BT . S
I ah MR A IR RS 7 R AT G 0, A&
SCHR H A A PR IR 350 2 T AT R 2, e it
T = R b A R AR R R M RE AR A . R
ARSCHEA TAE 1 RSEIL T X /N & s iR B 5
TERI IR, H T 5 R G IR B S T VETEAT:
BERIRANEMEAKE TR CH T RYWEAE
U PG WL R B /0 BB ) R4

EAFRHIE, RERBMITEU AMR EH
WAE RN S ATHA, BT ACELP 1iE
Tt R AL, ATy SRAE AT B T A
#%2% ACELP %ifi% (f1 G729, G723.1 fil iLBC %)
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scenarios. Moreover, it has a wide range of applications in
not only mobile operating systems like Android and iOS but
also various instant messaging apps (such as WeChat and

iMessage). This paper mainly focuses on the detection of
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steganography based on pitch delay in AMR speech streams.
In the AMR coding, the pitch period has strong instability,
and there are large differences between the voices of different
individuals. Therefore, it is difficult to achieve accurate
prediction during adaptive codebook search. It is precisely
based on this feature that modifying the pitch delay
parameters has less impact on the quality of synthesized
speech, so the pitch delay parameters can be used as ideal
information hiding carriers. At present, the detection methods
for pitch delay-based steganography usually adopt the
method of constructing manual features combined with
machine learning. Although they can achieve a certain
detection performance, research shows that they still have
some shortcomings. The detection accuracy of machine
learning-based detection methods depends on the design of
manual features, and the characterization ability of the target
is usually insufficient, which ultimately leads to defects in
detection performance, such as relatively low detection
performance for short-term or low-embedding speech
samples. In addition, since the existing schemes all employ
the statistical characteristics of integer pitch delays, they are
powerless for the steganography methods that only change
the decimal pitch delay.

Therefore, this paper proposes a steganalysis scheme
based on the correlation of fractional pitch delay. Firstly,
through theoretical analysis and experimental comparison,
the effectiveness of fractional pitch delay correlation as
steganographic features is verified. Secondly, the traditional
method of manual feature extraction is abandoned, and the
correlation of coding elements is captured by using deep
neural networks. Accordingly, a local correlation-based

detection model, a global correlation-based detection model
and a feature fusion-based detection model are respectively
designed. Finally, based on the above three models,
combined with the idea of multi-model fusion based on linear
regression, seven detection modes are given, i.e., three
single-model detection modes and four multi-model fusion
detection modes. Through a large number of speech samples,
the performance of the proposed scheme is comprehensively
evaluated, and compared with state-of-the-art works. The
experimental results show that the presented various
detection modes are feasible and effective, and the
three-model fusion detection mode has the best overall
performance. In addition, the work of this paper fills in the
blank of the detection of steganography based on fractional
pitch delay, and for various steganography methods based on
pitch delay, it has better detection performance and lower
time overhead than the existing steganalysis schemes at any
embedding rate and sample length, thereby realizing more
real-time and efficient detection.
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