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Abstract With the increasing complexity and scale of software, security issues have become more prominent
than ever. Fuzz testing has emerged as a crucial technique for ensuring software security due to its ability to
automatically generate and optimize test cases, assisting developers in detecting and identifying vulnerabilities
within software systems. Compared to black-box and white-box fuzzing techniques, grey-box fuzzing achieves a
balance between these two approaches by incorporating both the external behavior analysis of black-box testing
and the internal implementation details assessment of white-box testing. This hybrid approach allows grey-box
fuzzing to combine the advantages of both techniques, striking a compromise between vulnerability detection
capabilities and testing efficiency, making it a highly researched and widely adopted technique in the field of fuzz
testing.
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However, conventional grey-box fuzzing techniques primarily focus on discovering as many unknown
vulnerabilities as possible within a software system. While this approach is effective for general vulnerability
detection, it lacks efficiency when applied to specific target-driven exploration scenarios that are becoming
increasingly critical in modern software security analysis. These scenarios include verifying static analysis
reports, regression testing of software patches, and reproducing software crashes, where a more focused and
target-oriented testing approach is required. To address these limitations, the concept of directed grey-box fuzzing
was introduced in 2017. Unlike traditional fuzzing techniques that aim to maximize the overall vulnerability
discovery rate, directed grey-box fuzzing emphasizes the targeted triggering of specific code regions or particular
types of vulnerabilities. By directing the fuzzing process towards predefined targets, directed grey-box fuzzing
enhances the efficiency and effectiveness of security testing in targeted applications, attracting widespread
attention from both researchers and industry practitioners due to its orientation ability.

To gain a deeper understanding of the effectiveness and challenges of directed grey-box fuzzing, this paper
explores its technical workflow by analyzing three key components: the selection of testing targets, the
preprocessing of target-oriented guidance, and the performance optimization of directed fuzzing execution.
Through this analysis, we assess the capabilities of directed grey-box fuzzing techniques while identifying the
key obstacles that remain in this field. We summarize and synthesize relevant research advancements from both
domestic and international studies. These advancements include various methods for selecting fuzzing targets,
which can be categorized into manual selection, automated selection, and multi-objective optimization
approaches. Additionally, we discuss essential techniques for guiding fuzzing towards target-specific code
regions, such as distance minimization strategies, input reachability analysis, and sequence-based code path
guidance mechanisms, all of which play a vital role in improving the overall effectiveness of security testing.
Furthermore, we examine performance enhancement techniques aimed at improving the efficiency of triggering
target vulnerabilities. These include global energy scheduling strategies, adaptive seed mutation techniques, and
multi-level priority queue mechanisms designed to optimize the fuzzing process. By systematically summarizing
these advancements, we provide a comprehensive overview of the current state of directed grey-box fuzzing
research, identifying both its strengths and areas for future improvement. Finally, we discuss potential directions
for further research in this domain, including multi-type crash detection, multi-metric fuzz testing, support for
multiple programming languages, and leveraging large language models to enhance directed grey-box fuzzing to
further refine fuzz testing approaches.

Key words  directed grey-box fuzzing; software security; vulnerability detection; selection of testing targets;
target orientation; fuzz testing performance optimization
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int foo(){
usigned a,b,c,d = parse_input(); H ﬁl
int flag; a>5

if(a>5){

1i
2
3
a
5
6 if(b>1){
7

8

flag=0;
}
9 elsef{

10 flag=1;
11 if(...) {.}
12 }
13 - E::>
14 if(flag){
15 targetl(); // Hz1
16 }
17 else if(c>2){

Z BiRRB

H l B2
a>5
B B
i/ \ ? H#71 H#52
b>1

18 target2(); // HR2 B H#53
19 } a>5 d>3
20 }
21
22 if(d>3){
23 target3(); // B 473

}
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ORI R 4 N R SR . Wistholz 45 A8t
YRR EY), R T MBS ETIE T, it
3BT 3T 2B BTN (1) 66 25 1T 48 o ) T L 5 e B IA
HFRARRS, TELRSCn i JEA A R AR AT 4R, DAkE
GABERIR, M B VULSEYEM 4}
SRR L), Wit T — PP TR 1 8 ) K SR
a5, el ERAS T UM IR U A0S H AR, R
FH 30 ) 23 i 22 B8 5| R IRIR & 2R H AR, A
TR AR AR £ T v] B8 S BUR TR RS B AR, #a
TR X IFAR R Fir S B B VIR B G-Fuzz N i 1)
N R N A% gVisor, JEIdERES BT BRI gVisor
(R A s, RS R B AR SR A
PRAT, AT AR AT, AR R e Rl 2
ARG RG], 3 S ORI )
BN AT IE M



14 DA 1=

BUA B FE AR, B4 N IR 7R A
AROUPERE DGF R . AN B TAEHHT 3
FIPEHAT T i s (R 4, R T eIt
W, ot JE A TERIERINACR . HtE AFLGo

FIPERESR TR SRR A I RE . o, 128 4
S T T3 I R e U, JEIRANHT 3 SRR L
RTFEAR AT A RO L, I AE R B A AR B

R4 RN A MBI BUE T AR EE

CVE %
nea . . HERA (M | RERR
PRI FEFE Hime AA AR . S
Wik k. AFLGo) R
&
#N | FuzzGuard™ TR B SRR T TR 45 MR T VE 65.19% 1% 5.1 % N/A N/A
ik M SR AR 2 T Magmal'®®! N/A 134 1% 15 4 N/A
PETR S B bR AR A 5
" Halo!") " Magmal*®®! AL L2 57.0% 28.9 f# 10 4 N/A
bl (f:
H % BEACONH! ANH] ik B A B FEIEE 51 MR | 1287 82.94% 3T IR 1% 115 % 8 10 4
Fox i Google &Y 98.04% I AAH I N
A SelectFuzz!™ AR B 10.69 f& 144 61
A fuzzer-test-suite**®! Ak
25 TOPrL™ B9 H AR 1 BT EL FEhikHUK 24 M T N/A 1.08 f&% 24 A4 N/A
S 2l HARA AT AR
SieveFuzzP it Magmal*®! TBR /L 2996 IR Vi Bl 1.42 N/A N/A
IR
Wb CONFF! BIENAY SUR/TIE S Lavalt9 N/A 27.3 1% N/A N/A
Tk FGot®! MEER F8 B LB s FHIEE 4 NIEIH N/A 1.06 1% N/A N/A
B2 , b3 3 B 2 O 78 i 2T
B PDGF RIS X 3 7 s A UniBench**"] 1.34 94 61
fZ 427} 5.63 £
BB FRIC IR A
DDGF®! . Magmal'®®! N/A N/A 44 24
e

53 ETFIISENFGE

R DGF fE eyt PRI, (HHAEL
PRREE i R 7 8 IR TR AT SRAEAE A R, RS
] Cuse-after-free, UAF). XUE R (double free)
SR B BRI (R, AN Bk B bR B T
ASRECRUEIRTA (il e, T 2 75 2806 2 — 2 AT 7
Hlo BN UAF Y, e PAT WAFREERAE
FRHET AR, A ReRTh 3 R R, i
R, — LU T AR R T 515 ) ) SR R I B AR
B2 IR TR A R BE T L A BTl H bR R 3L
FHRHARE 2%, FRR e G NT IR, B
75 S 1m0 77 25| B AE PAT o

EEXTAT R B ik B bR i sz e, H RTLE
F 8 S0 75 ) _E R TAE R EAHELLR 3 2K

(1) B[I5H%F UAF JRTFEAT A Bl . X2k
JriEiE o i WAFERE P S AR ABLIRES, DRI
UAF JR IR R 202 . UAFUZZBOWE Sy i A5 1 TH
TR UAF iR € 18] K BRI 2, T8I 3has
BTN SE . BB, RN AFHE

R, FRX P51 5 E A UAF it
ATEOXS, AR XTI . ISR P AIAE
RLEEVEAS LA, fReEBES T UAF 741 & BT
Be @) Fl 7 0 AT K, FReR A s 5
UAFUZZ R, UAFLBLRFIRADRZS 41 N &
S, XETEEREF TN NG EETS
(malloc->free->use), LAk vtk A B RES fish &
UAF il sl B o 3% 07 VR 2B BUIR 25 20 #r
(typestate analysis) >R 51 ] §Eid R R ALIRA R 1
AR P A, B B ERERR T AT T AR RS 1 AR
b, PR X GOIRAS e A Y, AT A fff M Al 42
FNEAEN UAF JRifilR s Wl 6, JATAH T
CVE-2018-20623 ] UAF J il & £k S 41 1 7 41 51 5
R, M UAFL BIZEBLRAS 70 M 7 iE e A S g 4T
fEHT, A5 B0 BT 7 FRE T 9 4->7->10->14,
B AN S N AR AT 5 . ZEST P 21 5
SR, UAFL ARG, 1250 7 51 S ik
K6 78 IR ; MDFuzzP® ISR ] £ J2 Uk A 37925
A ERS T UUN AR E R O E, JRiT R
FEARBRBIX L HARMIPE R, 45 G MRECE AT ik
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FEoRng, BB IR b R TR AR,

voidmahn 0 {
charbufl7];

1

2

3 read 0, buf, 7);

4 charkptrl = m albc®);

5 charkptr2 = m albc®);

6 ifbuf5]== ¢&)

7 pt2 = ptrl;
ifbufl3]== &)

9 Fouflll== )

10 free ptrl);

11 ifbufd] == &)

12 fobufRl== 1)

13 ifbufld]== f)

14 ptr2[0]= of %
15 e
16 }

UAFRIA LS CVE-2018-20623) RERE T

R T AR R R 2 UAF IR .

#r\ :firseen”

FEFIR I BRI

6 UAFL 5515 SfRed

(2) fURET WK B AR RPATFES], A
X4 BARRTARAL . AR AT B AR AL SR s
B AERVERE 1 B ARTAT P21, 1T AN e I vl () 2
TREAL . LOLLYPOUE Iy 1 A7 31 3 1] 1) K St by
&, R SRR P I AT I H bR AR
mE, FIHLEANALEPATIE, FARPERT
)7 5078 22 AN A IO Re &, NI AR s 5 Jod =2 P
REIN; NS LOLLY fEREHLISAS T M LA i
JRERAZ 1 B, Berry® it — R Y T — R S 40 E
FE AT 10 53 o %77 108 I e 4 o A T RN S S
B, $R TIEARHEFS, FROIE 9 H R A
(Enhanced Target Sequence, ETS), #iff I fE2iE
H b5 59 BATAT— R R, D205 U A 3K 81T
Berry ] LAfEAHIAI T LOLLY 37t F, 4Tt
T BRI A R S R

LTL-Fuzzer® % F £k ¥k i /73848 (Linear-time
Temporal Logic, LTL) k5| 4 N4, @i X}
FEFFAT RFITIUE LRI P @ 20, i ORAE )
NFF R IR R T feidi ) LTL J& 1t AT IR AR . B
F A BUohi BN IMAE RS A H LT, A
IR R I B ) N AR %, B Rt N R T
PENGFE IRIRR ;. DeepGo8 3 it 45 & 7 50 Bk 1243
BAREE 7 A, &t 7RI R IR 77, i
MAR B AR 4, DMRAGERARIERE. S T il ok
K AT BRI BE AR I 4 S ORI 22 il %R T
— PR EERER S (Virtual Ensemble Environment,
VEE), I FH I i fh £ ) &4 5 4000 T 01 256 42 2 e ot
o Zyiakim i E S s, R T
— PR X AR ) B A 2 STAR R, KR g sk R T
MB35 5., AR R 5 17 51 22 Jah () % 4%

BB, SRTHROR B A & H BR (130K ; SDFUZZE
et 7 —FhEE T HARIRAS WS 7%, R A%
fi R SVF TR B s o0 b7 10 48 SRR BRI fi %
IR EPAT P H . Bl XHE R L] CHFRIR
A AT S ) PR B R S A, VPl 2 A A
%15 B ARIRAS BIFRALE R R £ F T ee e, E3)
51 SR EARE A AT R I TR ) 7 1) 34T

(3) UAFNRERE R F M, XREZFHRE
FIIRRLE TR . CAFLPOMR T 281 S 19771,
BT IR SR () 7 S R R 38 AT 51 50 2Tk
Wt T —Fh R B e g Aeh T H & B 3 A ey
WITTE, A BCRAR ) H AR A A 2%, TR —
RANTEW A MAR T @il BB RE EES
SIS R, ZIOTIER M T — MhERE T s IR A
G B EE B R, A B ddt ik H
Frifii, o, $EHRE RIS bR
FEEE, HRmAS SRR 2 B AR %1 Re
CAFL RERSAS I HE use-after-free. double-free.
use-of-uninitialized-value . stack-buffer-overflow .
heap-buffer-overflow . assertion-failure DL &
divide-by-zero 3t 7 BRI HE R .
5.4 Ihgh

ARG LA 3 Bl H AR E 17 A FIAL BT VAR
5 7 Hill DGF H AR FALBE it 77 5, i —Fif
BOR AR SRS AIPEREREAT 1 B a5 AAg, BAR IR
5. MBI HrIX 3 MhALE IR S AR SME, AT
X 3 MBI TR S5 9L 4 AN T5 T -

(1) DGF [ Hbn A PR fi A 4 E i 5t o 2k
TR A MU AT N FTIE R B TR B B B



16 it Bl R

THREHE AR, T F8IS RETE H B2
SE HIPAT 7 91 ik R 4 R 15 o
(2) TR E /MU TTERE R A U
BI7%, oI SR E I HbrEEr. EREERERH
PRI A HAAT 8T v BESIRIA IR F b 5t o
(3) TR N ATIENE (R 77 1506 Tl Tk Ak
BEAT T X050, LS PAT EA NSRS HARKIHIA o

2 B SEAE R I BRI R R HARTE R AA
RTHRAREE .

(4) Fe T3] [ 1 7R H bs 3 5t 3T
FPUREAT o34, 51 SR SR AT 7 81 3k
it e B ARRAE R H AR KA HAT 7 51 A A
WA, 8 o AT IR AR AN AT figh A (R BRAT 1 A R ) AT B
IR

%= 5 DGF F4IEMERiib 7 %

RN FEHE Rt T FERA FEGA
i o ] B [52]% ‘ B . B . .
- i Risie e Hawkeye CORHER ARSI, RBIGA B | (1) R TS s P 8
7 lﬁ%
I X% H bR ParmeSan*14 (2) SRR B, ShASTIEEIEK | (DFIRIA B AREAR—E B 2 &
MR
3 S 5 N FH AT DirectFuzz!"™% KT o
N AT T FuzzGuard"®4%
e ; (1) AT A
BT GREEESINEE BEACON'S | (1) fish F kA% S 038 o o
e i (OHEA HFREA— 5 R Ko 4
IEPERY 7 Wb TS B IRE SieveFuzz™ | (DFEARISEARHORIOIAEI® |
{0t
S T AT A PR AL G-Fuzzo1s
£t UAF SRIFRI UARUZZBs | (D XEFRZRGIRIR, STOAEHT | ()T Bomin C A i K A
ET IS A s e
KIE B ARAEI AT 51 LoLLY®elz A ‘
7% (2) TR, FERLE A | () RFR R IR o] i 7 250
DU R 215 51 CAFLPME | s shilin SATIE

6 EEMEHMXAYIEREMIL

FERORII BRI PAAT I B 5 1A A G A 2 3
F T H AR BN FRAL B B ) o M SR, T
TR BCFIAR AL . DGF FEARTHI I N B 2 2
M7 B AR5 RN, E B B PR AT %
RAREAAL, SIS A # %, DLSEBUERH
PRARIAER R, 32 m I R RCR AR HERE

FEE B IRE A AR T, A 3 MR LR
(LI 2),

(1) RERIAE. ERBEMAEL T, h
LY E RTINS, R UCGEIBA S (58—l
TREATIC . RER SRR E T AT R AL IR
H, WS R] Refd R F bR AR I R4 T BRI e
Ho

(2) Py RA. X R OB R,
BEHLUS A R IR AR AR PP R 5t o A R ALK
W R BETE F AR, 0 R A A 0t A AT AT AR
(I i RS, R Aoh ik
H b A 352 o

(3) MRIAEHBIIHET . RAL G R T2 A

MR BIPATRE R, T U5 AR A& H AR 7 35 (1 e
T W EHENGE PN 2B I e
e IAZ I I AR Ak A A RO BE T, R L)
P 7P R e e, AR R SR RE AL S i
17, BRI RR T IR

LR EPTA, IX 3 MO AR R e R TSR
AT BUfih & H bR 5L RE TG . ASERRE I
i DGF LAFhiamatEIHERE. BIERNA T
RAZFME AN 22 AR NBNIX 3 B AT I A AN

=

6.1 2FEEFAERE

RIS AR, RER A e TAREM T
ForBei R GHIE, o H 2 R, #k
A BR A BIRRE S = AT A, DL R A R IR A Gk
PR . X — i B R d 48&  (Exploration)
AR (Exploitation) B/NUTEL, &N BT 1)
H brFl SR AT BT AS[F] .

o WRERYB: B 2 A R A A PLK
BB RAERR ORISR . X —F B, 150
o R ATRe AR R FEAL IS B, DL R R T
REZ IREFPAT NAIRAS . REE AR/ BRI Be & 5
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A0 7] T~ 350 50 1 4 T B2 4 SRR A () A N BRE T
DL G it 5 SR AR T 3 B 8 M R4S BN, AT
e JH A R A X
« MHBrB: —BARR BRI TER3H—
TR I ERAS, B AR B B fEX—
BB, fe U B ) B AU IR NFZIR AT T
J1E8A%, PRI IIRE 7. e RS SR m 2>
IF] T4 B8 22 () R I AR TR AE IR 2 2 o s i )
HIFR b, B S SRR 27 LB SR AR R AT 1)
¥ ko
EBA Y DGF TAEH, e i LIEH K
FAZNZS TR EE N, HR P ST s 4 4 B2 Y5 0 Bic 5
W&, A RmBeE RSN EAFELLIT 2 25
(1) MHRZEAR Y BRI R 5 BT RIE
VAR, 8RR e A O SR I SRR AR
BLHIMAARR , AR5 A e 843 B i R s AR
Sdedh FAME. AFLGOP B N T BEHLLIE K Bk
(Simulated Annealing, SA) P22t AL Fih -7 1) BE B
30, ATITEE AR Rtk H AR AL E . BEHLER K
i F AOME R A AL ST, e R BSRUE T Rk
Bl (PR G, 8 I 5 R R I A PRIk 2]
MR BRARRER, B2 H IR m 4 m i R g Il
S FERDRIMIATF UG, AFLGo ¥5AH R 1 RE = 7 IiC
SRR EARIR M. B RS, B A 2 fil
R H FRACRS AL L () ol 43 B R B 22 ) e .
AFLGo il i & AN B] A, BB KO 2 2
21 TR IAREI B, W R A R B
Bt. AFLGo i FHBLAGR K IRE, % 58 2 [ I ROT 4
P E AR BA i m A b, EEIRL
CaBn Hbr M B R 128 R, DIILER R AT e
FERRTFHRN BRI . JFERIEZ DGF AH%
Iﬂ; [45—46,50,54,56,71,78,82,86,87]HE“IIDL)EH T AFLGo EP%;‘F
BEADLIR K 4 Ry e B T R B
B 7 AT LR KA B RS, — S TARIE R
T A [E S e& F T A 3] B B ) e &2 0 B2 .
GREYHOUNDPY 5% i f 7 B % A1k 7 3 41 4k
(Particle Swarm Optimization, PSO) &, il &
N A AR Canimii g RS A
MAAEAR A58 k5| FReE I, AR
WORAE T AT RE A AE ) R R B A
FishFuzz"®" | 5| A\ 2 BE 55 5 B M 3h & B3 b5 HEF 56
W, JE I P AR 2R 7 2L B E) A R KR e KAk H
Frfid, LR BOUARE H bR 84056 R 7 Bl F
THEE. 5 GREYHOUND A, FishFuzz ] & T

X B bR 18] S AN S A HE T R AT R 1
H, HSE TR KA H bR IR 7 55 AR 1A ROR
s AFLRUNYOSE i s Pyl i e e i, 1
AU IS % P P 8 P B AT HE 7 SRS . 1% 7 R )
To i e B 57 Bie SRBSAH G T, A H bR ARG 4
e AR [F A AA AR, (RIE S H e A1 15 2015
XA HREE A FCHL SR I H bR A E AL 3R 4
Bl KHERT5 B bR 8 A St AT B0 A5 1H
%,

LeoFuzz® R F T — 7l (38 I R B4 (1) R B 20 1
Fng, BFEIRESFI M BP0 CEE (coordinate
exploration and exploitation stages) #1122 2% fE & &
% m% MES (Multiple Energy Scheduling). ANET 1
R 75 118 I ) 2 1 R A N 4 T R R 1 22 R
2TV T T A AT E AN B B B R D) 6 R0 1 R
&2, YRR H E bR, ASBEE KRR
BWP RS & AR B AR, SCI T HE AR Z H
FRALEE ; Prospector®ZE R R Iy Bol i A M H
PR PRI RS SR AR B AR Rl -,
IR FH 2% A5 78 5515 2P0 A0 R 0P A0 1R DG B B AR AR
% TERI Y BOUAE gt Ak ok R0 B AR, IR
AR BIE HARIRE -, FHmid S48 m AR I 1) 71
1% 2 REAL IR F 461, SAFuzz 37 4R & b B 58 T
RIHE M AE &5 Bbr, EIEER . Hbrg mdk
A E VL B bR SRR A IR R, R
WAL 2 Hbr. (EFHME, WEN CE S B s
PEAR IR NFZHE, A0S il H b I T 23 T 5%
Ui, Ieh G BARE s R T N O R IR R BRI
AERIR Y.

(2) BEMHTHRRE, EXFTFHEE, R
2R LB TR E R E s k2. DAFLP AN
UAFLP3E i 75 W0 A% 2 (K B A5 R AT SR AR AL T 1 e
A, DAFL FIHI € S B TH ST SO SR R
55 DAV FI 75 HARZ [ EEE FERE, TR %
FhF RS, HIREEE IR TE; UAFL W)
LVETAN UAF JeiF, @i s aRES o s
BIREERAEF S, KT 2R/ Bish 78 a5 X L7 41
T, DRSS R s T AL

UAFUZZPFI Hawkeyel®, ¥ 8 1) 1 fl T3
AT BR AR MBI R sh A PR B R & /0 ic . UAFUZZ &5
A HTSH FRARRUE . P21 H bR AR 0 EE 55 A1 2
BaEE, SHHEFTFIE, JHRIEIX SRR
RIGTARRESN, DIEA SIS RE) UAF
Jeil ;s Hawkeye DI i 15 R A B PR 25 178 56 bR 24



18 it Bl R

FALEE, RS 4h R0 H bR R L RE

VvCov®, ODDFUZZ®#I Directruzz!™, &
T3 T B AN B RS BT REE M . VCov
ENAS /BB, R A 2 R B P 7 2
I, 380 AN DLE— 2D R R M R B AR
ODDFUZZ #i&Fh -y s B S %, FH
AFLGo II#H & 5k 5E1T H b, FIBLS A0 38 78 55
B2 IR, P T R AN B MR R
DirectFuzz i PG5 H bR (81 290
EPEIE BOR AR =, RIS SR BE AL N R EE ML
GR35 B ML, R AR IR R A 2 R
M)
6.2 BANMTRILRKRE

Foft 1 9 A & 3 3o 0o i N B A (0 R As R
KA R BRI F B P AR I VI8
FEXH EUAR T REAT RSV . BENL A A U 1 e
3, UIRRBAEMARFEPITSHRZ. 1o, FhrRds
XA it F5 B 2 [ BN B A 9 T %o Sl o o4 B8 b
BN AT AR, AT A At i3 A 3 R A N\ B8 IE
B, SESRER A (B A e 2k

HARSRUL, AR 5 R 28 4% SR ms
THEAFELLT 6 f7 B

o URRRIEE (Bit-flips): SC2Rdm N B 1 HAS
PEE, Bk 0 A5 1 806 1458 0.

o TEEHLGEHE (Simple arithmetic): XF4iA
HARPATEAMFERIZHE, Hllnik— e 5.

- 7B (Over-writing): 5 FH T B 78 75 1%k
5E HIEHR -

< H@A (Inserting): 7E% ANECHE oA B i 7
T EHE .

« MIF& (Deleting): Ml kx4 H i — 4.

« PHE (Splice): WA M FHNEHE
HIEEM, HAHHEA.

(B XFhA N BEML IS 1 TR AR SRS, AT g4y
A R B ARVE SR A I B, SRS DGF
KRR R R HARI 5 T . IS FEUH
FEREMITHE VIR, I8 R REI INFR 3 Sz B T 1 A
6], sz AR 2R . Bk, DU DGF
TAEER T RAS GG LT T oG, AN
Ja R AR T RAEFNE 7 AL T 3 2K,

(1) SHREZAR I B2 BIHEAT 2222 SR s AR
o TRZFOFIF I B 110 TEAR S s e 138 3 7 AN e
TR BRI A [7] 0 9 A8 T v SR R v ARORT Ik ) 25k
FAHRRIAE 1. Bk, HawkeyePd$H T

— i EE NIRRT AR T, ARIE R BRI A TR
P R 0 BAELRL AN GHRL R SR AR SR G . FEIR R Y
B, &7 A ARDRLRE 9848 (4 Mixed havoc
Semantic mutation 1 Splice), PA{EHUEY EHR %S
6], ibFhFEE R H AR ERIFHMEL, SR 4h
FREZEAE (N Bit/byte Flippings 1 Arithmetics on
Some Bytes), & FEMAM ¥ LU &8 75 0 H b
% WindRanger™\EIR RN BOvRC T 54 R &
RN T S, mERANE, W
T R A% FE AR P2y SR AR B A OGN 7715 . TG
WAERBANBT B, A Se 1 AE B LR AR A R #5A
BRMIRANL S Ak, %07 IR A BE S
AT, WX A E RE, B
ARG BN LR A LE R R, DA A RO R
ZRITT % B FRER A% SAFuzz ™ IE R R W BOE B R 4%
() BE, I g3 SCBUR T BT RN 20 22 SRS B A
2RI 491 DATE 268 B A% . 7R F I BB 5
FEIRARIREE, RO RAR B DUl H AR T
HANZAS TR T B ERAE LR IR

(2) ARGPATH B Fr 1 R R . —
S AR FE AR 2 AR B B Al FH 40— 1 5k R AR 5
W%, FRTHBDRIINRROR . Titan™ R F 7k e Mk
RAF T SR H b ()40 57 AR AR G 2 A7
AT, FE T T G AT SN A HERT AT B R ST AR
Je RS B R N PO b AR i s Y
o RHE 2 B LB/ (K 58 A8 3 T % H AR s UAFLEY
W2 T — R TE BRI AR RS, 8 i
AN N SR AR B R A S R A e
YRR RS B, H— i H & R A
2, 5 BRI A R s, T
X R X I 1 K7 = 2R s CONFRIOLR s 1k
RTTE, T E B LR S RN 745 B ¢
Aa, POE R BALR . 2GR EL R
R AR RN 2 B AR LI, I AR R B A 2R
(  fixed-to-fixed fixed-to-mapped
mapped-to-mapped) AR RIS AZ SRS, B
Sl AR AR S, DA R
Prospector® e R & AR B B, AR A T4 775
fik B % AR BRIA B bR I RE I AT RSy, I
K AFLChurn™ gy w158 5838 M S5 i 1
FA

(3) EFXRHRIBRIARFTFR, RITHFR
ARG o TEAS R T PR I 75 SR A B AN T
— 8 TARER X REE ORI T 5K, WAL T AR K
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RIAFHEM . G-Fuzz oM F T 22 45838 F Skt Ak
MR RAS TS, S5 FA T A& KA,
ARG HH N GEFEME, DI R IR %
Mo, FEARHE Z: g8 U FH 18] 140 0C 22 1 B 4 AT
WARE BE B IERIRIHN ;. SyzDirect™ I\ R 451
R RS E A YEE A TRAS TN, B R A A=
FS I F B BE AL N T R GE T, s AR AR
TE SIS EL R A, I #ERf 2 AL Linux N
(9 H A747 B : GREYHOUND YR Wi-Fi #03 frR
AUV RSRHEN ¥ 2ORAS s AR R SR A i s 60,
BE & 6% xR A B 6, A = HiE PR,
DL S & il R AEAREAT B, R ERIE AR %
4RI ; ODDFUZZIPIR 15 3k F 1 5848 77 2,
FIFH JQF HERIHE S 250 58 4y A iy N W g T 2 7R
WS, EFHRATRAS, FRiEE LR
P78 S B APAT IR EIR IS R E, (HRRR
AT e AR S A, SRR Z U R A
1fe
6.3 ZRMFHT

BSRE M T RE G, S RERAEA
FEFPATHI B, MRARPAT 1 25 S AR+ fi 2 H A
BRI RE T, WA RO X e A1 1R 4T A B HE
ltt, RIEHFI B R, RAEHNFE T =%
EEANHR, BRI R 5 EFRE
B A H bRl aAMESE . @l IX R 2, RO Ay
AMAT Lk B A S IR AR AT, IBRE R L
HAEAL I BRI A, Tl S TR RTR SR AETC AN L.

KB4 DGF TAE#SE FH 1 B th etk 772,
SRl T I S BN T BEAT T B GRBA B HERE, 76
&, eHEEA ek B AR . BRBAI
175 AL 7R E AR, A 2% rT DA
F B BRI BT R AR B A TN B,
T 4 Ak R A 2

WA —TAE, fEMREHIFIRRE b, {EH
T Z2HHIIE R, LD i A (0 BT ik
PR 2 BNI RGO 0T AR L8 7R AN BT i
R 205, AR 4 B i 75 SR Bh 2
PR RMT IR, AP AS R B 7
R, IS R BLE &2, $2 s 4T
PEFRNAE o AHT AR (1) 2 AR S BB J7 1855
HNULT 2 2%,

(1) fERARERIEBFIKIRTFA T FH
F I % . WindRanger™® i i % 45 AN f 2= 5L A He
(DBB) A:pi—AMn] LA 1% DBB IFh 1413,

FEARPEF T3] DBB R B X HIR AT
WAL R FINAR Je g m g, k7
TN BAF, LR (R e AT e fik 8T % AT b+
fsetzik s, ODDFUZZPLR FIZEMN Sems, K
5 A [FE7E 55 0 R B ) A RO s e e BA
AEAF T b T-1E S AR S FE P RSB, TR
MR

FishFuzz"®"3d i ¥ it A SIS BR 50, sh AR
AR Z, 020 Ak 35 00 e 1w A 49 7 S BRAR R L
DHTE bR XA FERE AR H AR PR 2 RS B 5L 43
M, BHAS RN T IR, PRI E S AR R A
B A W i BT IR 4 X 8K ;- DirectFuzz 4t %
RTL BEit e (s el oieidk 7N A B B, )
&7 AR S H BN T R AFAE Y e % BRIk 1R
SEHIMRE AN . ZITVE e s i e g A B Hh i
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Background

As software systems grow in size and complexity, and as
cyber-attacks become more frequent, the challenge of ensuring
software security has intensified. Recent data from
CVEdetails®! reveals that over 119,000 CVE vulnerabilities
were disclosed between January 2021 and January 2025,
emphasizing the critical need for robust vulnerability detection
mechanisms. Fuzz testing, a widely-used technique in software
security, generates diverse inputs to test programs, aiming to
uncover vulnerabilities by causing unexpected behaviors.
Among fuzz testing methods, grey-box fuzzing, which balances
the external focus of black-box testing and the internal insight
of white-box testing, is particularly effective for identifying
software vulnerabilities.

Coverage-based Grey-box Fuzzing (CGF), the dominant
approach, seeks to maximize code coverage to detect as many
errors as possible. However, CGF is most effective in
undirected scenarios and less suitable for targeted exploration
needed in specific contexts, such as patch testing or
reproducing crashes. To address this, Directed Grey-box
Fuzzing (DGF) was introduced to improve testing efficiency
and coverage for specific targets, such as known vulnerabilities
or certain code paths. DGF has gained significant research
interest due to its ability to focus testing efforts on specific
areas, enhancing vulnerability detection.

DGF is a fuzz testing technique that aims to efficiently test
specific areas of a program to identify vulnerabilities. The
process begins with selecting specific test targets within the
program, such as known vulnerabilities, critical code paths, or
high-risk functions, to focus the fuzzing efforts. This selection
often involves using static and dynamic analysis techniques to
determine which parts of the program are most likely to contain
security flaws. Following target selection, target-oriented
preprocessing is conducted to prioritize paths leading to the
chosen targets, reducing the exploration of irrelevant paths and
concentrating testing resources on reaching the desired areas
more effectively. Finally, the fuzzing process is optimized
through various strategies, including energy scheduling,
mutation strategies, and the use of priority queues, to enhance
the efficiency and effectiveness of the testing, thereby
increasing the likelihood of discovering vulnerabilities in the
targeted code regions.

This paper focuses on the current state of development in

DGF, exploring its application scenarios, challenges, and

various research approaches. We analyzed and summarized
existing work within the DGF workflow, concentrating on three
key procedures: the selection of testing targets, the
preprocessing of target-oriented guidance, and the performance
optimization of directed fuzzing execution. Additionally, the
paper provides insights into future developments and potential
research directions in this field.

This work is supported by the National Key Research and
Development Program under Grant No. 2021YFB3101802.



