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Abstract Wireless sensor networks, as a fundamental infrastructure of internet of things, have
played an important role in security-critical applications, such as environmental monitoring, personas
health and smart home. User authentication can guarantee that users securely access real-time data in

sensor nodes, and it is the first line of defense to ensure the security of wireless sensor networks. In
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addition, forward security can be regarded as the last line of defense for the security of systems, which
can greatly reduce the loss of information security after the system is compromised. Therefore, it has
been regarded as an important security attribute by academics and industry. The design of a multi-
factor user authentication for multi-gateway wireless sensor networks has attracted intensive
discussions in the field of security protocols. However, confronted with a powerful adversary,
resource-constrained hardware and an impressive list of attributes. it is full of challenging in designing
a secure user authentication scheme for multi-gateway wireless sensor networks. Recently, many
multi-factor user authentication schemes for multi-gateway wireless sensor networks are proposed, but
most of them are found insecure shortly. Specifically, most of them cannot resist smart card loss
attacks, insider attacks and cannot achieve user anonymity and forward secrecy. In 2018, Ali et al.
proposed a multi-factor user authentication scheme for agriculture monitoring under multi-gateway
wireless sensor networks. In Ali et al. s scheme, a trusted center (base station) is required to
support the authentication between users and sensor nodes that are not connected to the home
gateway. In the same year, Srinivas et al. ”s also presented a multi-factor authentication for multi-
gateway wireless sensor networks., their scheme does not need a trusted center, and it builds a shared
secret key to finish the authentication between users and foreign sensor nodes. These two schemes are
typical representatives of multi-factor user authentication schemes for multi-gateway wireless sensor
networks, and they represent two types of authentication methods for the authentication between
different gateways: 1) based on the trusted base station; 2) based on the shared secret parameters.

In this paper, we analyze these two recent typical user authentication schemes for multi-gateway
wireless sensor networks, hoping to take these two schemes as study cases to identify the common
weaknesses of user authentication schemes and providing corresponding specific solutions. We find
that they both are vulnerable to offline-dictionary guessing attack, insider attack and fail to achieve
forward secrecy and user anonymity. To overcome these weaknesses, we propose an enhanced multi-
factor user authentication scheme for multi-gateway wireless sensor networks with forward secrecy.
The proposed scheme adopts Srinivas et al. s method and achieves the authentication between users
and foreign sensor nodes by using a shared secret key among gateways, including two typical
authentication scenarios. We prove that it achieves mutual authentication, provides secure session key
agreement and can resist to know attacks via BAN logic and heuristic analysis. We compare it with
several typical relevant user authentication schemes for multi-gateway wireless sensor networks from
the security and performance. The results show that the proposed scheme provides better security for
the applications of multi-gateway wireless sensor networks that have high security requirements, and

thus it 1s more suitable to resource-constrained environments.

Keywords multi-gateway wireless sensor networks; password-based authentication protocol; offline-

dictionary attack; impersonation attack; forward secrecy
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M, = IDiIQh(lQ”KZ)
EID; = SID{ @ h(ID;||K;)

MSG, = {Ky, My, M,,EID}} MSG, = {S’D/Z"KI'M&MMMS};

i‘l—ﬁ:
15 = Mg @ h(SranlISID} ||Ky |75 | TID;)
Mg = h(F11P||Y:||Syanl ISIDF |1 Ky |11 |1TIDY)

WHIESID? & R EHARFE

73" = My @ h(SranlISID? 1Ky )
TID{ = Ms @ h(Syanll7y’)

M; = R(SIDZ' 11Ky I|Sranl g ITID])
M3 LM,

BN
Mg =12 @ h(SyanlISIDF 11K 1175 ITID;)
Mg = hGZ||Po| 1Y 1S ranl 1SIDZ 17 1ITID])

 MSG; = {P;,Y;, M, M7}

M LM,
TID] = My @ h(K; |1K,11X5,)
77" = My @ h(K,|IX5,|ITID;)
Miy = h(d*|ITID; || Ky || K2 Py |12 11X5,)

My = TID; @ h(Ky||K;|| X3,
My =17 @ h(K;|| X§,1ITID;)

M;y LMy, Myy = h(ZITID; 1K || K3 || P2 ||V 11X,
TN E P MSGy = {P3,Y5, Mg, M9, M4}
Ky =1 P, -

Ks =151,

Mz = h(SIDF||K4|IKs|ITID; |75

MSGs = {Ky My,}

i
Ke=K, Y, V.
Mi, = h(SIDF|IK, IS || TID; I75")
M{ziMlz T3 =M, @ h(ngN/v”S[DjZ”Ka})
‘ » My = h(Xy, |ISIDF 1Ky 1735)
SHERHHL e, M, iu,,
stz'v,. = h(SIDjZVHXEWN) e —— "

’ 7 1 Bt 112 T T
My =y @ h (X3, l1SID? IIK,) AR,
My = h(X, 1ISID] 1K ll73) Hoom g ik,

Mie = h(K,||Ks|ISIDF||TID] ||Ks)
. 2

Mis =M

K7 =112 Ke

v

Mys = h(r2511K, 11Xy, |ISID? 1K)

MSGg = {K4 M1z, M14} )
" SK =h(K4||Ke||K7||Sle)

Mis = h (12, 1K I1X3, 1ISID 11K, )
M{S ?=M15
My = h(K4||K§||SID;'2'||TID{||K5)

¢ MSG7 = {M5,Ke}

MSGg = {M16, K¢}

A

SK = h(K,|IK |3 1ISIDF)

3 ARSI A 2 AR R

M, =rDh(S,.ISID?|K,),M; = TID,Dh(S,.|Ir}).

V3. GWN, > GWN,: MSG, ={ SID? , K,, M,
M., M;}. GWN, ] & MSG,, GWN, J| Wi SID? & 15
7 A B IX P 88 5 X S A T R

V4. GWN, K4 SID? X i f) 755 S w7 3 &
X B, 3 5 ) =MDh(S,.LISID!IK,), TID,'
=M:Dh(S,.lIr; ), M;"= h(SID} |K\[IS,...[lr; | TID, ).
P M55 M, #2554k 252 ) 1 0 315505 &0
LRz

V5. GWN, & 8 BEMLEL 7, SR 5 iH 5 M=
re@Dh(S.ISIDI|K Ir, I TID, "), My = h(r{|[P.]|Y-
S,uISIDIK [l | TID, ).

V6. GWN,~>GWN,: MSG,={( P,, Y,, M, M}

V7. GWN, B 5684 2 =MDh(S,.|SID? | K|
I TID, ), Ms'= h(r||P.| Y [IS,o/ISID; 1K, [ || TID. ),
SRIGXT LG M "5 M BRI AR WIARSE S TR
A, L %o

V8. GWN, it % M,=TID.Bh( KK, |X}),
My, = ri@h(KNXSITID,), My = h(r|TID|K]|
K P|Y]IX ).

V9. GWN, =~ U, ' MSG,={P,, Y,, M, M,
M)

V10. U' it % TID, =M,Br(K|||K, |X}),
re =M, Dh( K.||IX}||TID;),M, = h(+Z||TID,"|K, |
Ko[IP||
YLIIXE). HeA M 5 My B R/ #5 A4 4k 25
Sy aa s I, 2k 5

V11, U & LA re, 35 Ki=12- Py,
K:=ry-Y\,M,,= h(SID}|K,||K; ||TID,"

V12. U,' > GWN,: MSG, ={ K,, M,,}.

V13. GWN, it # K{=K.'Y,, M=
h(SID}||KJK; I TID, ), b3 M1, 5 M, #5 #55
VUK B8 J T PR B 5 A 0], 26 1R

V4. GWN, & £ ri, i B X§=
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h(SID; | X&wy), Mz =r2Dh( X&|ISID] K,), My =
h( X3 ISID; 1K ]l ).

V15. SN} il 5 r2=M,.BDh( X |ISID]IK.),
M, = h( XS ISIDIKIr2). W8 My 5 My, 45 A
S RS ; ] 20k 25

V16. SN/ #EFEBEHL 7, 157 Ko
ry Koo My = h(r KX S ISIDIK), A K223
SK = h( K,|K4|K/||SID?).

V17. SN} = GWN,: MSG, ={ M., K}.

V18. GWN, it 5 M= h(r2l|K.||I X5 ISID; |

Ko), SR J5 X5 L M5 5 My RN 25 A 4k 22 Je
TET AR T s A5 0], 25 1024l
V19. GWN, I8 My =h

:r 'P?,K7:
i 4]

( KJIK|ISID? || TIDY|
Ko).

V20. GWN, = U.,': MSGs={ M, Mj}.

V21. U,'#58 My; = h( KJ|K,||SID?| TID]||K;),
PO M s 5 My B R/ A0 55 W ARS8 J T ) 353
A, Az

V22, U8 K. =r, K, LA ] 5 SN2 2 |H]
H 2% 8] SK = h( KKK, [|SID?).

7.8 OLEHME

Ul. U, A{ ID!, PW/, Bio,, Bio,"}.

U2. & e K il # 6 = Rep(Bio,, m,RPW.*:
h(PW/} |0illa), Xt = B,Bh(RPW,||ID!), h(
IDPWH0,"1X} )mod n,. AL A5 A, E’th/J AT
A MRS s 500, 2 k%230 .

U3. g R K, BN S 8 RPW,
=h(PW!6,"la), Bi“=h(RPW!“|ID}) DX,
A =h(IDPW X )mod n,, 8 J5 & +
{ALBYEH A, B ).

7.9 RAREIMHE

MR SRR B BSORE 2o — o E, AP 2 F Bl
IRES P K P uﬁ%&ﬁzﬁ%ﬁzﬂiﬁiﬂm@?ﬁ%% n
FH P A5 B R4, Al 3E o R 25 BRI

RR1.U,"= GWN,:{ ID!, RPW/, B HHEK ).
U AN ID:, PW/, Bio.}, T HEALE o', 1T 5

Gen(Bio;))=(6.,,t;),RPW/!=h(PW |6 /la").
RR2. GWN, ¥4 ID! & e BE Evp . 5 A
f s @}ﬂ: ﬁ JI_UJ Tl‘%: XU,:h ID[HX(;W.VHTrg, s

Bi=h(RPWID!)DX( , ¥ { ID!, T, ', honey-list=
ORI A, T, 2 2 i N T 38

RR3. GWN,= U, &EEK{ B}, Y, P..

RR4. U 8 — LR a, R 58 X =
BIDh(RPW,|ID!), Vi K A, = h(ID{[PW}0]IX()
modny,, RPW, = h(PW/|0/la), B, = h(RPW,|ID")
DXEL I AL B as T, Yo, PAERERIERE R
7.10 FNEREET S

OB AL A Y 2 SN A AW 5& GWN,,
SN} T 7. 3 frak ) 9 56 K i v MHd R . SN
WNTEM G , GWNL ™45 { SID;D( S, ullre), r) 5
TR, LI 8 SN/ Y By 3 FR IR SIDY.

8 ZEMLHMH

AN R BAN 2 88 5 Wi 0 22 e e A 7
ST, BAN 12 85 AU A5 SO Gn ¢ 3 FiT s

*&3 BANZERFS KN

P,Q WAE T
XY ZH
K A
P<X PIE) TA& X BT A
PI~X PR%ET S XHHE
PI=X PHfEX
PaQ PHIQILTERLHE X
2(X) XOEHr )
P&Q PHIQL=HYIK
{X}k fdE R X EAT %
<X>, XUEHEY
P=X PHIA X X IE#05 75 1 AL
P\EP«iQ,P<{X}sz
VRN P=Q~X -
TH R SO v
P=P=Q.P<<X>,
PI=QI~X
A PI=X,P|=
{5 2B P=(XY)
T A PI=%(X).PI=Q~X
L i ]l
BEALES e AL) P=Q=X
. PI=Q=>X,P=Q=X
S PI=X

8.1 FE1IHNREMDR
WUERSE IR PR RS S BLLL N H AR, B4
P M SE 0 S0 T A BN IE S 205 3 A U -
G1: SN/|= U, |=(U,' <55 SN/})
G2: SNA=(U,* < SN})
G3: U/|=SN/|=(U,' <55 SN/
Ga: U =(U, %5 SN}
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SN/|

H A HAAIE
MSG,: U;* > GWN, << ID, SID}, K, >

1

MSG.: GWN, >SN} << SID!, U'|=K,, r} > .

MSGu: SN/ = GWN, < SID]. Ky, rf. Ki >
MSG,: GWN,—U,* << SID', SN}|=K,, SN/|=
Ks > X4,

PR R 4G A AR -

Al:

A2:
A3:

X[jL
GWN,|=U,*«——> GWN,
GWN|=#(K,)
GWN,|=U,*=<ID?, SIDf, K, >

s]\f;«|zGWNk<i>SJ\ff
SN/I=#(K))

SN/|=GWN,=><SID!, U =K, r} >
SNA=U'=(U'«>%>SN})

Ad.
AS5:
A6:
A7:

xéy
GWN,|=GWN,«—— SN/
GWNI=%(K;)

A8:
A9:

AL0: U= U s GWN,

All: U =#(K,)

Al12: U/ = GWN, =< SID', SN/|=K,,
=K,>

A13: U= SN/ = (U, <5 SN
MY B MSG,, Tj 11753

GWN, =< ID{, SID}. K, >,

FRPE (1), AL, W B SCREE) 7531
GWNJ|= U /|~< ID",SID!, K, =

R (2), A2, N HREFLECEEIERL] , 75 5]
GWN,|= U/|=<ID!,SID, K, >
FRPE(3), A3, N FHAPE AL, 7521
GWN,|=<ID},SID/, K, >

I E MSG,, 1551

SN} <= SID, U =K\ rt > .

HRAE(5), A4, Ny HITH 2R SCREI , 75 3]
SN/|= GWN,|~<SID!, U |=K,.r! >
HRAE(6), A5, W FEALE S0 e, 15 )
SN/|= GWN,|=<SID!,U,"|=K,,r! >

HRE (7). A6, W FH AR FI , 15 2]
SN/|=<SID UN=K,rl >

B (8) . L % SK = h( KK, K,ISID?),

(9) SN/=U/|=(U'<«*>SN})
HRAE(9) , A7, W FH AR AL, 15 2]

(10) SN/|=(U,*«=*—>SN})

I B MSG, T AT1153)

GWN, =< SID} K, r, Ko >

FRE(11), A8, N FHIH B = SR, 7551
GWN,|=SN/|~<SID},K,,K; >
HRAE(12), A9, I HTBEALE S UERL I , 753
GWN,|=SN/|=<SID!,K,,K, >
M B MSG4, T 1155
(13) U/ <<SID}.SN/I=K..SN/|=K: >,
AR (13), AT0, R HITH B SCREI , 7531
(14) U =GWN,|~<SID!,SN/|=K,,SN/|=K, >
MR (14), ATL, i HIBEALECERIE LI , 75 31
(15) U'=GWN,|=<SID!,SN/=K, SN/[=K,>
MRAE(15), A12, N A E R, 15 21
U,|=<SID!,SN/|=K,,SN/|=K, >
MR PE (16) , L B SK = h( K |||K,|lr;- K\|ISID}),
153

(1)

(12)

(13)

(16)

(17) U/|=SN/|I=U,'«=> SN}
MG (17), AL3, BEHIAPEN , 745
(18) UM =U/'«*>SN}

8.2 FE2HREMEDR
WS A E DML BE S SEILLA T H AR, B4
P UMM A SE 0 T A0 B AIE S 25 S U -
Gl: U/'|=SN/|=(U,' <> 5N;)
G2: U'|=(U,'«*>SN})
G3: SNA=U,'|=(U,' <> SN?)
G4: SN =(U,'«->SN?)
HER AR
MSG,: GWN, > GWN, << SID? K,, r.,
U'«—>GWN, >

MSG.: GWN, —~U," <%, U,
GWN,, K, > .

MSG5: U,'l g GWNZ <SIDJZ, K4, rf* > TID,
MSGq: GWN, >SN}/ <<U,'|=K,, SID?,
ij>

2
XSy
SN;

MSG7: S]\]jz - GWNZ < 7'5_;, K4, SID]Z, Kg > X2,

MSGy: GWN, —U,' <<SN/|=K,,
SID?, SN=K; > 1,
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PRSI RT IR A AR -

Al: GWN,|= GWN,«—=>GWN,

A2: GWN,|[=#(K,)

A3: GWN,|=GWN, = U,'«—— GWN,
Ad: Ut GWN,
A5: U/'[=#(K))

A6: U'|=GWN, = U,' «——
A7: GWNJ=%(K,)
A8: GWNL|=U,' ><SID* K,, r* >

«—>GWN,

A9: SN/ |= GWNﬂi)SNf

Al0: SNY|=%#(K.)

All: SNYI=GWN,=><U,'=K,,SID , r’. >
Al2: SNI=U,'=(U,' <% SN?)

Al3: GWNL= GWN, s SN
Ald: GWN,|=#(K,)
Al5: U'|=#(K,)
Al16: U,'|=GWN,=><SN=K,, SN/=K,,
SID? >
Al7: U'|=SN} = (U, <% SN?)
M B MSG,, 311755
(1) GWN, <<<SID?,K,,r,,U,'¢<—— GWN, > _
AR (1), AL, R HIH B SO, 7539

(2) GWN,|= GWN,|~< SID? K,,r}, U, «——>
GWN, >

HRAE(2), A2, W FHBEALE SR e R, 15 2]
(3) GWNJ=GWN,|=U,' «——>GWN,

RHE(3), A3 T“FHW%&%HLW' 153
4) GWNJ=U,'«——>GWN,

M B MSG,, 3 A 1455
(5) U/'=<rU'«——>GWN,K, >,

1

W (1), A4, I a%ﬁx%mmu 1
6) U/'|=GWN|~<r;,U'«—GWN,,K, >
WA (2), A5, N H BEHLACS I KU , 752

TID,

(7) U/|=GWN|=U,'<——GWN,
HRAEC3), A6 FFWP%J&M"J,«%J
®) U/'|=U'«—>GWN,

MIH B MSG, FAi 14535
(9) GWN, <=<SID},K.,r? > m,

HRAEC9), (4), W T B RSO, 755

(10) GWN,|=U,'|~<<SID? K,,r> >
HRAE(10), A7, 5 HFEHLECS UERL] , 753
(11) GWN,|=U,'|=<SID},K,,r? >
FR4E (11), A8, b Ak A0, 75 %)
(12) GWN,|=<SID},K,,r? >
MIH B MSG6, Al 1455
(13) SN/ <=<<U,'|=K.,,SID} ,r’.> ¥,

MR (13), A9, W FHTH B = S, za@u
(14) SN/|=GWN,|~<<U,'|=K,,SID} .r%. >
MR (14), A10, W FHBEHLECES IERL ] , 15 2]
(15) SN/|=GWN,|=<U,'|=K,,SID!,r> >
R (15), AL1, W FARE R, 155
(16) SN/|=<U/'|=K,,SID},r%:>
G (16) , LA M SK = h( K,||Kq||r;- K,||SID?),
55
(17) SN=U,|=(U,'«>*>SN})
MG (17), A12, 5 AR AR , 155
(18) SN|=(U,'«=—SN;)
MA%EMSG,,M] G|
(19) GWN, <<<r%,K,,SID},K; > .

FRAE(19), A13, W TH B & SO, 75 2]
(20) GWN.|=SN/|~<r%,K,,SID} K; >
FRAE(20) , A4, W BEHLECKIERLI , 75 51
(21) GWN.|=SN/|=<r% K, SID} K; >
I B MSG, & A1155)
(22) U,' <« GWN, << SNH= K, SID?,SN}= K; > 1,
MR (22), (8), W HVH B 5 SCHRN, 153
(23) U,'=GWN,~<SN?[=K,,SID?,SN}I=K;>
HRAE(23), A15, 1 F B LA IE R, 755
(24) U,'E=GWN,[=<SN=K,,SID?, SN}=K;>
R (24), A16, 5 AR , 15 51
(25) U,'|=<<SN}=K,,SID?, SN}=K; >
HRAE (25) , LA M SK = h( K,||Kq|lr; - Ki|ISID}),
155
(26) U, |=SN/=(U,'«*X>SN?)
HRAE(26), AL17, N PPEAL) , 755
(27) U, |=(U,' <> SN?)

9 BEEREZREMESHT

AR AR K oA 77 2R I — LE E 2 Y
KA =L 7
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9.1 BL&FHBMRE

TR RAEprE R ik, Bk # AR HRE
BRER RO SE FAS I 114 R B AR IROR A 1
B UE PR, 38 ) b A 1 A 35 E R 5 B S BRIE
DR~ F4 {1 50 36 SAE 75 00 £y 10 4> ) TE A . 76 ek i
W i AR R T A YIRHE Bio, L R e Ry
B, R B 6. 1A IR, T 4k B T R AR
(A, =A)DW (ID}, PWH) B T A& Bk 5E Ay
14 FN By AU 24 2 A A BRI o 28 1% 5
RN . T T honey-list ic 5% T IAUE SR WA IR B,
ATELR 22 UCECA BR (1 an 10 ) AGE i 10 AE 2k
I A5 31 11 A BOARE R AR /)N

TR T AT 2 S - BURS I X 10, ks o 7 2
F1E IR UE I M, = h( X IDYIK|IK,). H X(
A A (IDY, PW R R (0 K, 2 il ad 2y
AR R SE B TP USN, RAA
TR Xwn I A RRE T3 X - K 13 8] K.
T A (4 ML BB IR 18 4 - M il g o 1.
9.2 AREZR

FH P 44 BR W 3 J0vA T H B F P 1 B0y b
P TCTE AR 2 1) 231 P BT — e e FH P I &
WL B SCR A BRI P 4 —
D5 T, B B O bR R IDE S 5 % 5 5 AR AN 5 18
T A A H B R R R AR B KRR ID!
wmo. LAy B A P Ah , BT S A RV I I A fig
W KO K, e # ok 5 D 5 —J5
I, K, K, A M, FE RS 2305 R ERAS ), 20k 5 e vk
W MBI U 23
9.3 FIEARE

R S0 T 8 il £ 19 Diffie-Hellman %5 41 22 4t
R R AR BETT T e B s e s . et
(9 IR IS A £33 25 4] SK = h( K\||KS||K,||ISID?), Ho v

Ki=r-Ks=r;-r;- P XK v, b HRENZ 8
A IS AR 2] K, F K, VAR P, T B ATX 8
SRR, & — Ak 5K 1 Diffie-Hellman (DDH) [8]
M [n) E, T 3 TC v e 22 0 X ] A Ok
TR A PN RE A ST 1) 22 42
9.4 X [EIAIE

DA 1R, I 5GP 2z Al 3 2xk ik 285 28K
Ko XS AT A G . Bk, 9 56 i 503k T
B M RS ST P RE M, R IER P Y
B0 s FH P G B0 E T Ok MR T ek
T M RN UE R C ) By . NG 5 A5G 2
[F1 388 3o b 2 50 XS FBEAILE rf AT A ELAIE . R
PR, 0 G a6 UE A3 HE ok MR 75 4 T A% JK
AT R IE I M RN AR IR T 5 0 By 5 AR A
A 5 G S0 UE TR ok ML R A T S5 R )
M R NUE W 56 B B 403 i P 45 4% g 4 o5 =22 1]
A AT 3 6T 195G A TATIE SE A
9.5 WHEBEH

PN BT i P A 1 P G T A e A it
THURE B M WO R e A R Rt T 4
e B IcGEE AR TR P U B
HE{ID!, RPW iR RIBERIL T U A= W R ik Al
e RS8B4 4R, AT
RPW/,[H RPW/!=h(PW}|o, |ld'), Ak i 75 5 5] o’
e . B EERERERE, Cald B R a,
Ueit AR RE R S BOTCIEE S & T
TCEPAT A5 I ) ik

10 S5t BI3TEE o %7

AT BRI RE WG4 7 T R AF 56 8 BIMsLE
X Ee T, g5 R 4 F 5 i

x4 WX THRPIMED LA SR LR
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AR SCR R 5T+ Ty+2Tp 9Ty + Tp 4T+ 2T, 416 704 288 832 1696 256

Ty Ts R Tp 43 313 R W A 38 58 R BRI 28 A0 104 it 24 ST A A P R ARS8 AL DR A I ], D7 (|7 T 220 .
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