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Abstract  Electronic voting is regarded more flexible and efficient than traditional paper voting,
which can save a lot of manpower and material resources. It plays an increasingly important role in
various election scenarios. The solutions for electronic voting can be classified into three main
paradigms: mix-type, blind signature-based and homomorphic tallying. Homomorphic encryption
technology played an important role both in cloud computing and remote electronic voting system.
Combining multiple security technologies, the electronic voting scheme based on homomorphic
encryption can effectively protect voter’ s privacy during the counting ballots process; at the same
time, it is simpler to be constructed and more efficient than other kinds of e-voting schemes. Microsoft
SEAL based on open-source homomorphic encryption technology, provids a set of encryption

WCR H 1. 2019-08-26 5 2648 H AR H - 2020-02-06. AEIAS B+ = 17 [ R &% & 3 4 (MMIT20170110) ¥ By . 45Tk GRIEVEED .
Y R RS AN (5 B A R SN L B IR . E-mail: yy2008@163. com. X BR A 5T A L 40
WA RSN A5 A . REWK LA RS AECA F AT A DA W f Bz U 5 B2 S
L= T -~ i e ol [ S8 S R BT W (=95 8 ol < R



712

L
&2

12 N ) 1

libraries, and allows homomorphic encryption computations to be performed directly on encrypted
data. SEAL enables software engineers to build end-to-end encrypted data storage and computation
services. In order to solve the problem of privacy preserving and working efficiency in electronic
voting, a weighted electronic voting system with homomorphic encryption based on SEAL is
proposed. By using ciphertext calculation, all the ballots are counted with encrypted status, which can
effectively resist the insider malicious attacks, guarantee the privacy of voters and ballots. By adding
voting weight to the ballot, proposed voting system can realize the weighted voting. In this scheme,
the information of voters and ballots is encrypted by SEAL and stored in cloud databases, and
homomorphic tallying is completed by the cloud computing service. The security of the core
encryption algorithm in our scheme is based on the hardness of RLWE problem on the lattice, which is
able to resist quantum computing attacks. The evaluation of performance shows that it only costs
1.867s to complete the tally of 1, 000 ballots in our electronic voting system. Compared with the
at ICCCRI2015, the runtime of
homomorphic tallying is reduced by 32.73%. Compared with the electronic voting system based on
Helib proposed by Wang et al. in 2017, the runtime is reduced by 96.26%. Compared with the

electronic voting system based on Helib proposed by Li in 2017, the runtime is reduced by 91. 81%.

electronic voting system based on Paillier proposed by Will et al.

This e-voting system can satisfy multiple candidates voting and weighted voting, it can be applied to

many kinds of voting scenarios, and the efficiency of our scheme can meet the requirements of

2020 4%

practical applications in large-scale election.
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Background

Electronic voting, as an alternative to the traditional
voting schemes, has become a popular research topic in recent
years.

A weighted electronic voting system with homomorphic
encryption 1s proposed based on SEAL. The main
contributions include:

(1) A weighted electronic voting scheme is proposed.
Based on the homomorphic encryption technology, the
homomorphic ciphertext calculating is adopted, which is able
to avoid the risk of privacy leakage in traditional plaintext
tallying, and to prevent inside personnel from maliciously
tampering with the ballot data during the tallying stage.
Homomorphic multiplication operations were used to achieve
weighted voting, at the same time, this scheme could support
multiple-candidate-voting, which is applicable to many kinds
of voting scenarios. In proposed solution, the ballot’s secrets
were stored in the cloud database, the counting center is
deployed on the third-party computing platform, which could

achieve efficient data processing by using cloud storage and

security.
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cloud computing technologies.

(2) The scheme is implemented by using SEAL. Based
on SEAL library, homomorphic computing operations in
electronic voting system were implemented. The evaluation of
performance showed that our system”’ s efficiency in tallying
process is much higher than other electronic voting systems
based on homomorphic encryption technology. Compared with
the electronic voting system based on Paillier proposed by
Will et al. at ICCCR 12015, the runtime of homomorphic
tallying is reduced by 32.73%. Compared with the electronic
voting system based on Helib proposed by Wang et al. in
2017, the runtime is reduced by 96.26 %. Compared with the
electronic voting system based on Helib proposed by Li in
2017, the runtime is reduced by 91.81%. The working
efficiency in our scheme could meet the requirements of
practical applications in large-scale election. The core
encryption scheme in our e-voting system is BFV, and its
security is based on the hardness of RLWE problem on the

lattice, which is able to resist quantum computing attacks.



