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Abstract Due to simple deployment, high scalability, and many real-world vulnerabilities are
successfully detected, fuzz testing has attracted the attention of many scientific researchers and
industry engineers. Among them, Coverage-guided Greybox Fuzzing (CGF) has become one of
the most popular fuzzing techniques. It uses coverage of the program under test as feedback
information., which can perform adequate software testing automatically and ensure the quality of
software effectively. As a result, researchers have invested considerable efforts into improving
CGF, resulting in numerous achievements. However, there is still no systematic survey of the
existing CGF research work. For this reason, this paper analyzes the critical research
achievements of CGF in recent years, divides the CGF process into four stages: preprocessing,
test case selection, test case evolution, and test case evaluation, and systematically summarizes
research progress in different stages. Furthermore, to address the inconsistency of evaluation

settings in existing works, this paper provides statistics on the commonly used benchmarks,
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experimental settings, and evaluation metrics in the CGF field. Lastly, based on an analysis of

the current research progresses, this paper discusses the limitations, potential solutions, and

future research directions of CGF in different stages, such as preprocessing and test case

selection.
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AW TAE @B Xy PUT 47 #2354
Br s AR BT WAL 1 5 45 5 Ok i 3 T80 A 3L A g
AT AL i AFL Team'™ 58 i # A 4 A2 L PUT
B eRHOE K LR T CGF RS B 35 R S 8 18
£ 35 18 19 B8 ) s K-Scheduler-* i@ it # 4 43 7 $2 B
PUT Y42 il Ui 1 o I 56 T 7~ 45 1) O 1) 320 2 o
B H AP ECRE B, DUSR TR 52 . SAEI it 7 b
Xf PUT #4730 25 53 B A Ee o 72 D0 3 TF 46 1i7 28 47 #3
BT A I AL JE CGF T H A I 3k 2 A2 v A P75 22
HABTH R SIS PUT #E47 3h 2840 #r  OTiKE 31 55
BER A e X PUT #4701 3 HonT LR A
TN T RS TR B o O o AU B Wy e D
s i e DN ) e %o

HRAE A P #3250 e s Ry B Be A\, & TAE
AT O3 NP s — 2 2 e 0 25 20 A 25 R T I T R
FIT A F00AL B B B, oy — 28 2 0 A A A 45 R T
i A A 3R 5] 32 A L 3 497 i A s
I FAk B

O3 AR 25 4 B 8 SR P T 0 T 4 i )
Ab BB B, m ] S O B 45 2R 98 500 1R B D
FE A RS, B et 1 A R 4. 41 W Brennan 4§
N5 25 T AR T s 285 4K 8 43 2 (Secret-
Dependent Branch Detection) , 4ff B 4 i & Bt &2 19
90 3 T == D T 451 o DA B 0 R HBAZ 4 Java B2 7
TEAE M E 1 (side-channel) i ¥ ; FuzzGen-** i@ i3
A g 1 B 1 4l % APICApplication Programming
Interface) 4 #i & ( Abstract API Dependence Graph;,
A’DG)  FFFI T APDG AR R A I 38 9K 3l 72 7 LA
T g 280 425 A P B TR 1 U R 5 InstruGuard*>
30 Ao A 0 A R AR G N e T A e A AR A R O
e A R E S ARG R DT CGF 1
MR P24 5 22 R 1 R I 5 RIFE* R4 T 4% il
iz Vs PR N 1 o T < 1 = N S R W 4 S E 2o
M1, FFH 53 B 45 2R B A AR AL ool 20 I 3t R v PRI
BB AR B R TT 4.

T3 — ¥ 3 AR 0 285 0 B 485 R 0 T ) S O
W AR 5 b X PUT #4730 28 40 #r
ALY o 3K J5 1k EOORTE 4 B MEW B2 s A L% fHm]
DLAE $ i I X6 1 190 ) B A R I 5O 2 — A
PUT 75 B2 [ & 47T 3B, 35 ol R X 4% 5 43 7 i
PRI AT . NEA TAERE S i
g Rl DL T4 5 D0 ok A% b g ) 52 91 i 5 )

I s A A A P AR R D B A B
Be. 40 ; Cerebrot™ F| FH # 25 43 B B AR+ 55 54> o
HOry 52 2% B o3 B, A ORI G R b T R S O
SR EM TR MU R R AR AT
5 FEAT AL S A5 0 8 B R T 0 G £ Y RE
i DUAE S 22 0 AR 3 451 o DA T 7 A B A 10 4 s
lia) A 2 o A T O 22 30, 42 4 B 22 T R s PATA P R
FHES TS A A B 7 5] (Representative Variable
Sequence) , TEBUM M i 7 rp 2 5L AR AR 17 4
0 7 18 DGR Y, O N G RE E  HEAT A DL
ERIF I HE £ %42 DIEMY | Token-Level AFLS |
LawBreaker ) 45 T H 1| ] # 25 43 7 45 5 i 5 452 4]
I3 A S SO B 5 45 A 10 R R B g A AR K
FHB) A 3 R R PUT MR Z S s Razzer ™
) 2 AR A0 0 2 0 A R A 0 TR A R B A 0 L R
BRI 7R AT A i PP 2 4 B0 5 4 D T

S 0 B 30 R o AR AL BB B AN s AT — K,
A FR IR T 8 22 52 2 2 B D R B2, i PUT
AR | 52 2% B A MR SCHRC69-71 IR N 25 T L
PUT RN #0285 53 A BT 7 A= i I 1] ] 8 A5 L
TrER LA PUT MUBLECK #2520 i 9 10 ]
ARE S T LA/ SR AR S UE CGF J7 4 4%
P AOR I 12 1) d A7 I ) 3 R D 24 /N, B
SXH LGB AT SN 22 R LA D BE HIL A BT T Ok 1Y R W
SO WU 2 7™ £ 1) I ] O 5 3 32 22 T 28 0 T i
Az RN TR . FAT 0H #6285 0 T i 7 A ) A T i )
CGF # A VERE 152 W B0/ L A O 58 38 R X 1 25
3 AT B IR T) O B R AT Se 0. AR TS AR v T AR A
PUT By MRS I2 J0 2 0 25 03 BT 2 5 2 4 Ok A THT 2
M S5 A 3R R 2555 7% 6 2 A5 A T 2 03 B ok 42 T
CGF LR
3.2.2 REFFHE

FEFFAAE S CGE S A550R 1€ 4 3t e 1% 1l
(1 —A~EEZE L BR L H H Y S 58 o 1] g AR T P oA A
— SR AME S . O CGF #248E s f5t, i 45 5 CGF B
i 2 0 PR AR BT AR 38 X B A AR B ik
Fr AR PP A pE . DAk 3 58 8 1 B2 55 B dst. SR L X B AT
FEAR YR A7 40 Bk T RE 2% 5 SO 3 R0 AR B AR S R)
Pt CGF B4 AE B BEAT 0K S0t 23 6], 1 4 Chen
S5 NFHURT Dinesh 88 NS 58 i 06 Ak 4 A 55 0 ok 2 e
ORI 1 P R

EEA R CGF HOC T AR, A2 5 4 Ak e 6 75
T AR B P AL 2 Be kA7 . AR i ol i i P54
S5 Al HT AR R L A Shy i 1 AR A 1 gk o
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Hl

2 R 2024 4F

SO AT AR .

BT HAC AL i b 2 AE PUT JEACHS AT FH i A7
)R A BB R, AR 38 o X A O AT DA AR i
CGF $2 A5 o 1Y S 05 1 5 SR 1% Ty 5 7 S 78 v] 3k
B PUT JEARAS 945 B0 A B 47, Mk LA A FF I8
F B 350 H 3E AT 78 4 A L e A, TR AR
()2 3 47 A T 7 2B I T B R AN AT Z Y, Zhou 4§
NS R W 5 R L fAE R PUT Mt 20
AR PUT &880 71. 85 X M is 17 FF 85 . 7 H.
Wil 5 R BB A 184, PRI R A B T AR 1 32 AT T
B 2 R B B S & X I ) B, Hsu 48 AP R Lia
S NDO TR R 52 i) 7 i SR SO 1 () B 3 st G A 4
R U /D AR 0 ok R v DR R A A 7 A Y T
B BT CGF i a8 3, LA 3k 30 26 AH [R5 5 (]
A O 22 B AR A2 B T 2 R Y H Y.

BE T A SO AT A A D A A TR 1
BUR X PUT 0y 0] $AT S 3 47 4 A LA ] 5 A5 4
M. #1140 Honggfuzz o] F| F QEMU"™ X ¢ I %
(R P HRAT SCAF AT 20 25 4 Bk 5 Wig B 2 i 32 1) 3 A5 bl
MK, WinAFL f# Fl DynamoRIO® 4 4 ] J5 72 7 i
AR AT 55 A5 BT W A K. A, Gao %
NI kS H AR PUT 7 EHE
L E A 46 A 2 PUT b, 52900 5 56 T I AR 4 Bk
R R R 5 35 T R R 1) 478 A A L 3 F — 0k il
SO A BE BAR AT PUT PR A A4 75 3R A BT b
A2 58 CGF By Ml &0R ik — 0 BE K. & A i
YTV SRBT BT R A4 i 5 T R AR Y A
AH HE 2 5 SOOI 19 32 A7 T RS 35 0. 25-100 £%,
XK MEREAR CGF A9 IR 2R, [ L, Dinesh 4§
AN Nagy % AU 78 B al X — 3k il 5 H R
HEATOLAL (A5 7E T IR A% 15 I R AR AR AR 8 PUT
A LLIR 8 5 AE PR AR b Ad AR AR 1 PUT HA AHA
) A7 i i

B 35 R A 1 4 k55 88 0 S S A A
Hb S EB AR FE TAEN T R 25 8 R 5 i AR I 3K T
L 35 R L A4 T . 1) PUT hidi A %Sk 48 4
P WO B 22 ol DN 3k P 491 BRUA T 1 S 2 T 4
il 3 5O Ak AR I 3 R B 40 Memlock! ™™ i)
PUT i A48 4 S Wi 48 B — i i F 481 74 73 A7 3 6
St TS AR I A B PN A o TR 1 3 491
HAZ 5 W AE IS FEAT SC I I TR ; CollAFL X AFL
TR P J A S W 1 A7 A L DA i D AR T 3 7 i 4
i A5 B R A A A oh o€, R A5 T UE A 1Y R
15 B sdatAFLow " 2R PUT Hoxd 4% & 117

SCECAE A0 R T X K B g A R AT A B B B I 3K )
191) %) K54 Bt i o 2 T A OB D A B i 10 B
3.2.3  HAbFAR

B 1A S o3 A A BE D7 T ACH Bl b, E
A B FE AR I 72 Al 5 T X 5 AL BR B Be AT T
PeAl . il HWEPS 8 0 B 326 1 nT LA w2 1% L B
1 BT BE AR 24 00 R BB, IR BT T AR T
DU e A il e BT 0 e AR 0 P ] LS X A
TFHEAT 2 RO B DK s FuzzGen' Y | RULF- 4§
T8 I A s R ) 1K 5K 2 R T ok 42 v CGF Ay il
AT XL A X f o T PR T R AT A B A
5 TR et 0 B A 0P B 005 R A SRR
IR gy i o 8se -

46 D0 B CGF iR K, — A4~
Jo i B0 e b 0 3 ) 2 5 B CGF R 7 502
HCIRR R P B 2 AR A R, — IR B )
L A -0 3 ) ) 25 A CGF FE 2 45 22 9% I 7 3 i
2 A ol R o G O @3 i R e [ R P 1
CGF 2t —A> & Bt (9 %0 46 A 7~ 00 38 491 02 4
KR AL BR N BT ) 3 o3 0 3 P 407) 2 3
Z NI TER R O 3 B 28 30 5w 1 T R O A 2
& PUT 5450 (17 B0 T A . X it 0] 8, BF 5%
A Gy 22 i A 3l A p s B i 40 16 A I R 191
e dt i CGF %0%, il n . JFS e 4% PUT f [ il
7 Sk 18 RSCHE 288 AL A i R R L (I NaND Fl AR
FREBAA W RS IR 5 ARG 45 b g 9 25 04T 4R
SN G I BEAL AN — 2 B 1 T 51 R0 46 b
HE— 25 3 SO I 3 1 B 55 % HotFuzz R
FRUE SE 4K (Identity Value Instantiation) £/ Hl
3 9 52451 46 (Small Recursive Instantiation) Sh 5 #
DA 16 P A DL R A2 38 Java i
FETERY SR 5 2R P T T

TERRAETT J it B rh, X8 A~ PUT #4700 Y
ORI BAR R, I & N B B A B0 — >
BRI BCHEAT B 00 1 A 0 3, R rh — i o 7 R R T
i e BRI 3 3K Bl AR . Bl 4 AFL 1Y persistent
mode A BT 1 T3 9 5 KB T AR &
BRECHEAT I 3K, SR T 3l G 5 R I 1 5K 3 7R )
FEM XN 0L PUT WA (10 4 &8 2 4, X BE 25
SRR LN TITT RS AL TS By 00 3 53 7 A A
10 1 5K Bl AR 0 A R v B R X O ot 4

@  https: // github. com/DynamoRI0O/dynamorio
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PELSSO 3 3ok 1 Bl AR N 5K B R T ok B v A
I 38 1 A X P RN AT R S ) 0 - FuzzGen'™ 76 -
THREMG AP MM B VR B K ) B 0 B Al 1 A AL
BRI 1B s A 7 DA 80 Ml X R R P A S
Z 1 PR R BCHE AT BORIIN ;.  IntelliGen™" W 5 52
SE— A eREC PEAR B AT B U R AR R L R R
AT 2 WAL S B0 e 2 R B R 48 ok B0
RROA I3 9K 0 AR 5 DA e 2 N T G A 3k
9K 2 B T A B O R L BT A B R EK B R )
) T i

3.2.4 N 4

CGF 2 e A5001 I 328 T 4 w7 % 4 i 351 © 3E 47 7
Ab 3 1 G0 I H R AT RS A BT R T A b L 2R
A B Tl - 03 1) 45 T A L L4 SR I 7 o
W2 W T AR SR R 2 R R SR, H AT
() CGF T-AF o 7 il ik B3 B Be AP A7 78 35 40 Ja B, B
BT,

BRSO Hr T DA CGF e # i aloR .
W Z AR EROR . RSP RES T A R IR
SR, X T BORRAS J0 HT TC A T O B A R T Y
fron 528, dEim LA CGF 2 40A 2wl 515
B e, BEE R IUBRN A AL B A B, FRAS
BT BT 5 4 e ] R 2 ()t 2 3 . EE e g o i ]
DI SZ S .l CGF 78 140 2R [ BE = A2 K 1)
I [] TF 4.

FEF AL LA CGF #2407 25 05 B B DL K&
T DU B AT 15 B, (H R R T A A 58 R 43 1)
B RR P PR AR Ar 48 A LI Z 1T MR B Y&
WAL Z AT BB AR SR a2,
PR BT R . SRR Y BT RCR T
Bt o B ALK 4 0 P 32 7 ORS00 4 A 1 48 4 AR
TR P AT R B B vT RE S gL A BT Y A 1R 51
B B 7 b A A TR S B0 CGE it 25 SRR
CIETS

A 3h A s 46 R 7 05 B B SR R L CGF
FEE P FR A D AR T v ) R 2 X (P Y k) A
Jp Xt fi A A A% 3L SR de 8 5L T BE T AR 2R K R Y
i T8 A 8 A9 s ol 0 5 481 32 T 48 o 90 Ak 3 )
() B (B . 1 20 i) AR 0 3K 3l R O B AT DL
RN B2 08/ T 3 b 3 0K o B e D/ A A L (H
H AP E TAE & %5 A [R5 00 A 7 00 5 5 0 DA
SRy AN [) 2 0 174k 0 R I 2 AR 0 3 BIK 3 R
3.3 Mk AGIEE

CGF 3 # 26 i A F 7 003X 61 476 76 Fl 7

Rl R e AT SR S R U i i | i < N e 0
CGF TAEh , F - 3t 3 5 25 e S — A BRI, BA
G rp B — T A — DR AR B GEUTT IR
o A I T L 5 2 AR A o BA B L A b 1Y
BATMR B 515 855 N 2 g b 4 Fh 2 i T A
Tl —F. SR AR U B A 51 o (4 b 1 iR 47 A8 S5, An 2R
— AR AT I8 4B A K AR
PR BT AR 5 B0, 25 BN R SRR B B R AT
AR S BAF Hh i R 0 D7 6 B R ASDRI K T L
YRR BRI 1) P 25 o WO 2 o 2 o8 5 o AR T, JF
MR 3 B BB N AE i R T, T IR T —FR kAR

R Al 0 32X A N TR 0 7] 35 9 O s Al 2> 7
P — 5 28 5 AN [R) 0 32 56 5 W 2 (BSOS 3 ) A A8
[ AR . CGF 388 23 F1 W Bl 702 75 A 48 5 i 1R
R ] B 5B T AR ] O S T ) I 4
JEYETE S B B A AT DU R 1 Ak, DA gk )
tPUT #4778 40 4k i H 19, I b CGF & 8 16
PUT Wi 2 i #4%. DGE W] 2 76 B8 0 38 5 72
S S P 95 46 2 B AR s, B4 DGF BF 58 L
FESTSS SR BT 5 E bR A 2 8] B RS P A
BB Al F 217 Ak LAIK B 38 2 H s AT 7
3003 TP A2 B4R E TR B Y. B, BAR
DGF A—ERE L CGF E3% PUT i Z 1 42,0
JES e CGF HA W3k (5t nf xd PUT o (1 45
S DI HEAT 78 430

SRAT o ZEASTR 0 38 3k i v, 00 5 s 0 5 5 A B
v o R T A A B R AR S ol A S5 A A Rl
T AEFR L 2 1 I3 BE U 2 IR ) 4t R
U A B KRR B & ORI IR g, © o TAE @ &
et ASORY I 335 28 T R O o Y D R AT R S RO
o P A AR I ARE R A e T ) AR
B N AT AR R PUT MO 2R, H ag & A %F
T 32K 081 32 436 A0 R 0 A et 1 0k R A Bl R
b 18 77 225 460 RO £ T 7 1) 32 488 OFR s 1 2%
3.3. 1 Tt A7 i 245 4 it

KA -t 8 SCR 2R R 5 7RI LA AE I ] Y
BN LT BERE— B, SR X Rk £ O XA
FE— 5 R B 191 Gl 5 B8 42 BRAE 6 LT MR 7
b P PR AR, 4 A 0 R T A TE AR I L 2
LT B i b R AT AR 55 Y BAS B R i
FB 1] BB 2 5 BOK A L 08 B 8] X =5 5 it Fb -
PR 5 NTXE CGF 7= A T 52 ). B X i 26 ) 8,
V-Shuttle'®) | SLIME" ¥ Ff - b 1) 17 i 25 #4 i 17
W S DNERLBA B 0 Ry 22 BRI I AR 40 AR 0 3 ) B
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Hl

FU%
&

i 2024 4F

118 B0 A 38 (Y BA B o 8 % b 1 #4728 55, LR &
CGF M %¢ . AFL-Hier/AFL + +-Hier") | J& i
Tk B OR 1t B A AR A R R BA S S O AR IR AR AR
Z R 2 RALE Bk F e M it A LA BB
1o ) 7 5 R

3.3.2 FhrikeERm:

R P ARG TR BRI R U — A R
FI AT AR S R AR FE B ) — Aot /&, Bk, CGF
38 2 PRIt 8 BT 5t 3 i 1 o b - 4
BT RS XS AE h R R AT AR R 9
AFL 2R 4EF T s e | 737 8o f 2615 8
17 1 125 O A Skyfiret " 8 3 43 BT 2 A< B g 25 1
0 ARt b Pk 3 5 BT A ) AP . Bk U, AFL
oy P A O w0 i, R TR T
AR T R T R D R AR e
Pt Al . A6 3R 5 2 b, AFL A B8 i Al HE 5 ik %
Pt ef = e AT AR 5 PR S RE ) Bl AT LOR R CGF
(A it L SR EL A AR AT T P Y Rk B R W L
Beam Ak, O A WF 9T R W is 17 3R P a7 A D
(R I R BEFE AR R B PUT 3k 51 AR R
PRI S 38 49 T A 23 el itk A 28 B 3R g LU+ CGF 1)
R Bl a1 Memlock' ™™ 2 MR 48 Fh - (1 78 35 R S N A7
A0 E W Fh T, 5248 PUT W 5 INTEINAE R A
KRR 5 Truzz'™ 25405k 86 7= AL o 2 97 il B 35
A, LR E O PUT 8 40 6% 8 5 %, K-
Scheduler ™ M| J2& 3 33 31 8 A A b7 16 o Mo
T3> A [] £ 40 28 36 ABE 58, I S 2ok 49 v Jo & 1) b
WEATAE SR LA 38 PUT IR 213,

3.3.3 gk

1 CGF By 0t B o . CGF 2 M Fh 7 ith o 2
FE— Bl 5] I 6 I AT AR S A8 AR R AR
PLA AR5 . A s ] A BR A L R L
T R RLR R Ay BB A i
o B bR 8, R SR X B AT AR S A ] R
e A ) AR B KT X PUT 9 #2 7 =5
B AT 7T IR R

SR PR - Y R A T B e R Y sk
=8 e 3=y IR RN G 1 N A AR o L e e N B
FA 0 6 A 2% IR AR B S5 40 5 15 B A B s 1
— & W RS BRI, AT BE S R AIR CGF Y fa e PEFn T
PR BN CGF R[] &2 44 B 25 8] 52 22 3, DA
MR CGE IR % R, bbb 5 i Fp 1t 25
Ty 5 L 5 RSO TN 5 | ) AR R A 7 3 R PR
AT RE 23 T ORI I K 14 e 25 1 A 4 B AR

/N

AT W 5T 1A v %) o = 2 436 5 W 3 2 3 U
RV XE LUAE AN [F] 69 8 37 57 N 4 B A A%
APt v i 6 2 R M i T AR AT AR L AN R
-3 4 SR Wt = % I 5 491 A o R e AR Y AR
AT Zh A Bt s RO AR AR S5 ok 72 v AR 4 AR S AR 1Y i3
A7 18 10 3 25 b R 8 - 2 BRSO AT RE S 2 1
28 5L 53 TE 4 B AT 7 A 0 ] 441
3.4 MXAGIEK

W ) 3 Ak & CGF i # b & PUT IR
A7 B vk U V) F — 4 B S B A I 49 v Ak
AR E A R AR I AT Ol A A R A
FRAGHEATVE 43 JoT o B g 104 o~ 00 3 P 4] 25 15 3]
= B IEAr s R 5, CGF T B 23 AR 4 3F 43 % - I 3K
FA A FH 25 A A2 S5 07 5K, AR AR o7 50 a 1 A T X
FH. SR 105, CGF T B op 5 37 40 4 o 38 8 48 4 56
&, T RE 2 S SO B IO AN A B HLW T 2R AT
BEMLAS 5225 CGF i LUl o 3 0 B 1k 7 2 2
Gy SRS BRI e (] B, I T AR A
3 b 1 R B v RO I 5K 1 7 5 R, m0E AR B
3P 1) A2 85 s ok 3 8 CGF s 24 B 2% 14 17
T AREX PUT (05 25 5%,

3.4.1 REEAE

TER Z 80 CGEF AR, 2 191] 7y 38 Ak 25 5% HY
WAL Y. BAKE L. CGF 2 4 47— A Il 2t FH 9] b
BE FORE v g — A 003 B8 R A B O iR
N . Y3k 8 A RE R — AR S S AR i e A
1R 385 17 J3E AL Ry JHG 43 B AH O 0 3 55 . 7 CGF vhid
BRI B FR R BE B (Energy). X4 Fh 1 4 43 it 4
[HER 0 S RE Y R 08 T e e A G D WA 91
AR 1. — 4> A 03 461 4 T 3 1Y g it
Wz WA e LR, Rz, —
A -0 3 FH 480 9 4 T 3 14 g it D IR 4 AR R
18 AR 0 3K 9] ot />

O TAF 1 B 2 40 i 5 s 3 3 32 Je & Uik
T B AFL 23 2 3088 w6 $0as 22 HL AT 3 R8P ) Fil
T B 2 I RE &, libfuzzer 2% £ 1 BE = /0 i
25 TEASOR I 12 2o A b A e DR A7 B A L SR TR T
KT Y BE 1t 43 TC SR B O FE AR Aol 1% 50 F AR e ik
2 PEAR RO, AT BE 2 N A B R Bb 70528 P 45 2 1D
e, DA, 3B 40 TVE 3 a8 = 43 T O e 147 el
DL B CGF 78 AH [ A 0 38 B (] Py 3k 310 00 8 A 78 o5
B Cerebro ™ 2x AR Bl 1 AT B3l 1) & 7% FE
FVERAT I8 B 30 R B o AR Y 52 R BE T R Rh T 25
1355 AR 2R 6159 20 5 T8 2 19 58 1t 43 T 45 7T e ik
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R RBUE 3508 30 AP F 3 AFLSmart™ ] 23 115
T —F 19 001 LR, A S5OE R R W R R 2 LA AR
PR BEAIC A R4 TG 2 8 2 9 RE AL AT T 2 Y
BIL2x 7= A A R0 AR I ik 431

WAL, E AR E I AFL fBER D RCHE I &5
SR 6 5% 45 22 1 IR B VR TE AL AR R
BT A= B A ] R 3 4 5 BRUE T o AL B85 A8 T e
DAPHAT AR % A%, 24 17 A8 A5EH0 0 3 B A — il ) 38 A
PR XX AN [P, EcoFuzz!' 4 —Ff [ 38 N
{14 R 2t 43 T SR % o 12 5 W ] 3 3k DT A SE i Y BE iy
A 5 s Sk R TR YK A i R 43 TG Y gk, AT 34 3
A SR PR 78 AT R A FRAT R T P 5 3 B A 7 T
e RAE R H 9 s Entropict ™ $ Hy — B 3k 905 1 58 it
Sy BOSE L R A AR Ak R A Ik 1 T
L IR R BB R T 45 A T R AR 2 T R
FlF, DL S CGF Xt PUT BACADS 7 35 3R e 4l &
MEET].
30402 TR ) A

TR0 51 1 Jo Sk e TR A R A 5 R A
ST A i 2 0B o et DR o AR R ) R R
CGF Wi b i 21 20 B8 22— AR i A8 I 38 H 1)
A L FE B [E], CGF A 143 o 3 7 728 S5 10 B4 )
TR BE A A AR 3K

BE AR S (0 ASOR D a1 R B AR Rl R
FL DU A8 e i 0 A R B BE LS S H L LA
248 00 R o i U L (EXRR VR R T B A R
(R B AL L 1T RE 2 5 BT A ] 9 A A AR
AT — 55T B WA i f Gnpur==23), 1l
FE A2 — A 32 bit BB BEPLAS S A R R
input VI IR LRSI HE RS 1/2%, K A2
—~ 64 bit BEEE, BV S inpur DL R IZ AR
FAFRIRER R 1/2° . Ak, 2 PUT X A HAT 58
F1R) &35 ) 2SR B 48] o SR A A %) 08 SR TR R S B
A SC A 3 B AL AR S A A R i ] 1Y
M 2 A PRk A B ) I 0 AR A T RE AR AR R
PUT 52 JZ U DXl mi gt 3 oy 1 LR sami ¢ PUT
A 4 BT o DTS SRR I 3K s AR 5 B RS A
XoF O ) R 3 4 A 3 ok 7 AR S 5 sy T 4 AT
2B ) AR 3 ) LA B A R A
Angora"* BRI FAT R M AR 203 L X X s
W HEATAS S O R BE T B AL I i e B AR 24 R
GreyOne™ W3 33 Wi 2 X6t B 7 30 38 1) 0F 47 48 52
J& PUT w78 A AR fb 1 00 Sk HE W PUT 5
RUE R IR S 5 Bl CGF Az il T8 A 2y il

.

FE T A AR T (o Bk Ry 5 T 3 SR R
30> D) g AR 4 K A A8 Al AR A R v )
1], 3 2 FH T 03 5 2 v B A Ak A B R TY L A1)
WIS I Gk g A i g X A 7 2 AR Ry i
Bl 2 A ] BE S ik PUT (% far A A B By B, LR &R
PUT W% IIfE. 5 5 T 48 S5 09 SO0 1A L, ik
TR AR RSORS00 3 AN A A DR R RO
It L 2 AR A i 2 A3 0 A Al A 45 4 1 1) I 3P
f51]. SR T3 o 7 V5 AT — 7 1Y Jag BR A L 491 G e A= B Y
D S A e v 2 B AR B AE TR BRI RETEAL
i W3 2 — N 1k B IER R C 3 5 SCHF,
R B TR E AR L IR A 2 T3
PUT 45 4 %5 W 491 328 47 g Ar. 53 &b, 38 5 28 A
25 30 1) DU T AR U s A T AR T 2 o T AR AR L X
25 3 B KM N ) JF 4. B R X 2B Ja] i,
MoF uzz""" 3 3 45 & 56 1l 15 25 1 B8 I 38 A 3 1
70 S 1 8 i A O 20K CGF T 0 A A
IR 5 B A4 T 72 (Model-Driven Software Engineering,
MDSE) T. H EMF2GraphViz®?, UML20WL® %,
T 5 B BORA I 2 T LS R BE PR b B o A J
AR A [F] 75 T 1717 2 1 728 S ) A o e SR 00 4K ] X
W ] kA7 Ak . AR R MDSE T B H R JE R
(42 s DIE- 3l 5k 430 A TS 4% =X 0 Bl 7 SO0, AR i
5 HORE XTI () 4 5218 1 B (Abstract Syntax Tree,
AST)  JEFEM IR 72 v il 1 72 AST w4 A SR
5 R A BRI 2 T 5] AR B ik ] 9] A A2
i A B S A AN B IR,

3.4.3 N4

FE 03 B3 Ak B B s CGF 23 AR 4 F 7 1) Ji
Shy H 43 AR R 1 BE £, o1 S B 1 A 1 23 o0 TG B
Z R B A 2 AR ], O ik
PUT DAAZ 3 e o8 7 1 T 71

e B AE B A 1 CGF BF 3T TAE b A7 £ Ff
DR S R TR 1Y RE B 43 O SR M OC TE By A1
032 A BRA T A5 B A /b 3 AT R 2% S B0 o Y D
-0 3 A9 4 22 g i JB R A A 0 4 ] 49 e ik
JEORTE. & R 2 AT (5 B2 58 CGF 7EfE
G BC B B A ik Z2 B FE A L NI REAR CGF 8l 3%

@ http: // emftools. tuxfamily. org/wiki/doku. php? id =
emf2gv:start

@ https: / www. eclipse. org/atl/atlTransformations/ #
UML20WL
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BB AT B 7R HE CGF MR RCR 1 [a] it o Ff 1
I3 451 53 T B 5 B BE . A, 3 Y BE B 40 TID
RS K e R R 2 A S ME LR — A Y
ZALA3E A [ 1 Ik 37 S5 sl gl i o H

B I 3R 91 A A A 1Y JRy B L H R AR G BF
S TAEC 38 1 IF S B0 1 A 0 09 Atk 2. R B T
TG IRAFAE —BEA I B 0 A 6 728 S g SR T e
Wi 4 B 2 I 401 B AT AR RO Rl s HOG 7 2
S SO 3 A9 PRA T TR 0 5 A T AR R A T
B T AR 2 Y UA K G S A AR, O ELATI AR T
AE 23 Az B AR 5T 1) 0 3K P 491, S BOBOR T 38 R 3
AR 35t T VR TE 19 22 4 T T
3.5 KA BT

PR A R - CGF TR 204 740
W Ak 2= ol AR OF A/ AR B Y oz
A1 00 » Aok B H AR B B0 2 35 g A DEAS B Be]
53R WAL IR 9 BRAT RN R A5 43 . #B4r CGF L
Herb g I 2 13490 Sk AT 75 20RT BB E L T TAE AT 3
s, BB AT 77 B B 2 0 Ak B X ax 26 ) BT, 3
A A R ) 9 32 47 5 2R THE A [+
Y& & CGF py At i, sl oo ok 5 45t 15 O i 4G 4
B B A R A8 7 AR 3R 0 AR R DL
Fofr B v ol ) R A B g, HE AT HR T CGF i A o
0 I TR 47 4 fE
3.5. 1 M PAT

Az I ] 25 T EK S PUT #4047, LA#E
4 DU R T A AE 0 T T R B AR L ORI
TRz A7 AR 1 i O 28 h 1] B8 R s AT
— AN B3 8 — UK eacecve O Vi BORH K
FB K% 28 PUT. X Fh 7 U7 232 2 1 0F5E A5
) Bk, KN BT S PUT 1Y N &R 2 58 5t
B SCRY a7 BR b g 0 3K 9] ik 22 PUTT $huAT BT,
A P execve O pRELUE % [ T ik PUT 7 — 1>
B R R AR TR as AT 9 HLAE Ak — A0 4 iR
SEHA S AL PUT, 3 Fp o A 20 48
O PUT BYAT O 2 52 Wi AR08 I 3 T 2 A B Ik
AR AR AT T AR AR — R 1 R R A L 91 4
FEOR I 32 R v & TE FE B 2 B [B] 7E execve O PRET .
4 % R PE I AR Ak e L BRI I AR

BEXE XA )8, AFL % F B fif o 5 28 02 {1
“forkserver”, il & [n] PUT o i A — B RS, ff
PUT Wiz IR S4B AEA B AL, 4575 2 iz 17 X
Bt AFL £ 8 6l (fork) — {53 A 8] () 37 2 5k $h A7

R X AR CGF iR LR TE 1.5
T2 AEAEAT . SR RN O T A AE A 3 A B AR
7] 0, 38 H A S FE#E Linux F 5 b 52 8. Winnie!™
EEXF I ) B AE WinAFLY sz Bl T fork I fE ok 2
= CGF 7 Windows “F- & L 3 47 Ml 3 1% & K. Br
forkserver 4, #43 BF 38 TAE 8 F 7 H Al 3 AR Sk
P ik %k %, 1 40 UnicoreFuzz*® i 1 fif HH
UnicoreEngine >4 i % #27E 3 Gt P9 A% i 47 I i isf
8 32 481 R AT 280% , Niy < A1) hy percall ¥
R ] % 3% 25 08 LA L2 S B R DL AL W A 2
P18 5 AR DU 3K
3.5.2  RAREER S

FEPAT 588 A= A I3 49 )5 CGF T HL 75 22
Xof 003 FH 48] B 3 A7 485 SR AT 43 B L O AR 48 S 15 43 B
S5 S A IR, 7E CGF My 17 B, 4 5158
W Bk % 7 PUT ARt .3k PUT 4547 B (]
F L aT LA T PUT 9% 1A 8 55 3R, % 1z 038 A
T4 2 Bl PR 75 DU o 1z 00 3 461 4 2 Bk 25 5

K280 T AR 5 2 3k 3 0 U i 78 5 0 Ol %
CGF #EAT RSl T P Ay 3 ast 3k b oy X 45 b 3k 3
AR PO 5 WO B 2 0045 5. AFL A T8t 4% 55 F
F o i 0 B S AR I 3K L O L 2K 5 2R
il G 340 1) D X P 461 £ A7 22 BA ) 535 AR b, A i
R 2 5 B 55 20T 0 05 B T A (bitmap). B
Ak UL, AFL R 3 Bed i 64 KB A7 KR A7 6if
fi 2 Rt 5 0 00 3R 9] R e 3 3 R 490 R e
R ] 0 B 55 18 O AL B P R — A DR R —
il S 00 B4 5 . DA I3 45 Sk 8] L R DR — 2%
T3 0810 2% 75 7 24 4 i A A B LA AR A R 3 T A
AFL S EGREMEREGE P E RGBSR
T 3 AT R, Rz M E ) T 2
A B 7 26 0 i B 7 36 0 A B T R B & T AN
T 4 S K0, T i A b 1 A 37 L 3k B G
B AFL #R A AT T 2004 #5428 Cunique path). [ 2,
Xof T ik & R 15t 0% DU 8RR PUT R S 0
IR ) AR 2 0 e L 5 A B 5 0 T A (BT R
e 7 7 P AT B, 2 I 6 s TR 0 B
i YT BN e AT 23 0 B DR AE R Ok X R
3 B HE AFL w43 590 4 FR S flsh 2 T 1k 4 g 15t

O execveO) BB TAE Linux 38T T HUAT 4 E 19 7T AT =
HE ) S

@  https: / github. com/googleprojectzero/ winafl

AFL X3 0 AT R E04% IR 9 AR 6] (4 T HO i A7 g2 1, BD

0.1.2.3.4-7.8-15.16-31.32-127.128-255

)
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(unique crash) F1'5 2 45 8 B Cunique hang).

A AFL Jr 2k AT 83 56 545t -5 07 5 72 4% T
WFEH E IR 1 88 R ROR B HAT) £ 78 7] 42 T 25
). B 4n Memlock "™ &1 Xt PUT K7 36 Al P A7 T4 #E
17 00 ) S AR DU KL B 1 o B 300 i 1A
W B AR5 BAF 51 38 23 45 B R N A7 T #E
) A0 3 91 e A K 8, U2 R T 2 5
PIAF T FE B A 58 IR I s DIEY &1 X TS 515 1 4F
R I T L R TP A 3 B A B Ok ) e
— BT 25 L I DIE AT LAZE AR A0 3 3505 B2
AFL 1y 8 fif s MTFuzz""* W 2 % 48 S5 14 iy A #6417 R
FE K P U 145 B T B R I R B, LA A
CGF 353 01 iy 1) B o 3.

3.5.3 /N %

AW T4 B B CGF 230 AR i 4]
Rk ZE PUT iz 17, JE ARG 5 A0 3 491 19 55 17 45
RYLE K AR

G HAT CGF #F 58 TTAE g il i H 4 A7 2
R TEATHEA JL  AH AT A AR T PR 2R T BE 2 PR
HAGE M 1m0 32X 1 9] $RA T e R v H B PR B A
b FR GE G O I A AR R 3K 2 A2 B 5
T JC 72 Ok 0 3K FH 48] 7 P o A

FE S 485 S o B ik B v AR 8 B 3 s AN [
CGF 237 Z A 35 5 ds . 4 33k S8 80408 19 it pr ik
TIN5 S W) 55 B2 8 R K it 1 B ) 55 % U, 52 i)
CGF M. b = 25 3L 43 B 8 75 2235 1 A [A)
MRGMG 50, BRI ERAE RGeS 5,
XL Z G M B A A R E A T A R Y o3 B
Tk AR AL R RS A R ik 2 RE M S R
CGF J7 X LATE 1 22708 0 5 oK 2 11 52 o JH 3 .
3.6 B %

%2 BEATS i BB CGF TAE ST 1) &
45 JF O % U RO U 47 4T HEY B 50 AR
HR A i %] 53 1 4 A B Beati AT S 4. Ak il — &R 41
JH T X0 R DG AR #E 47 4 3 09 Al A5 2 491 4n i 551 1
PR A IR 2 5 SRR 7R TR AD 1Y 15 00 T 24T B
M AE. ER L5 1 PR P IR TAE M 28 5 2
24 BN A I T AR FE T A0 35 B B 1) IR 6y TR A8 ek
HE A9 G e S 43 BT Al B AR I 3K 1 B R
PR ) BE & A6 38 BE SR U T PUT 1948 47 3
A A ORI 3 B B AR T DA e 28k 47 4 T IR
S350 5 6 51 iz T A 2 A5 A I 4 H 9] 32k T
T AN e 8 3 An s P IR 4 1 5 4 A7 il R T DR R
M e PN T AT S LA Bl T I B R g DL TE AT R

FR 00 3 e ] P BT 2 i R R R ST A PR AR 5E 7 & 8
B A T 2 5 A D3k 813 B Bt 1) B R ) i
I3 81 A B T i kL B n 3 T s & s
T BE 5 43 L SR s L B FH b, 5 900 3k U L 1R
TR SCHE T LA AR AR AR U5 9 & 10 81
T A 2 75 2 03 490 97 A4fs i BE % 300 3 481 R A 7
R A5 43 B 7 TG A o S 461 An B £ 03 461 AT
77 20 DA R 0% AR Bl T TR 22 17 {5 B U
il AR A 55 11 2 17 18 & 30 T 4F A Ho Al
5B AL B I TAEARIE & R TR O AR
FEAEPE ) fork R star BT L J2 5 3245 JC IR A5 R )
IR R R TR 8 S AR BT TAE R T
WL L2k T H..

TESR 2 210 B, & TR 5E TAETE 45 By Btk AT
WU B UE D AL TR B2 T HL 51 r JR R i T
fE 40 FairFuzz 3£ F AFL 78 932 1 ) 38 1k B B
FA 00 3 FH 491 A S 4 R AT T Bl k. MR SO R 4R K
R T AR 2 75 16 20 i 58 100 T4 (0 2L 6l b S ad sk, )
Gy AT 5T AR 5 S5 vh T ) B2k T HL AR
Lo, e Al By B i A7 1 ele i, 9 4. Angora 5 AFL,
FUZZER.SES. VUzzer 1 Steelix #H kb, 7& I i FH
(51135 £ 9 B B4 I 4970 A St 3 43 30 4k 48] A+ B
B0 RO A 4 HE AT T Bk, O T 5 3 T e Er
BT AR MBI ST R AT X A3 FRATTAE R A% o ol FH ke
TR R R IZ I 5T BT Y S 4 T L.

MR 2 Al LUE L RATTHE LR CGF WF5% i
e, G 83.87.86 WA 5T Ak AR 7E T Ak BRI
JH 503 A R0 3 810 Ay B B 2R AT T gk i AR
120 FH 18]35 % i B AT R 1) T AR L A 30 L AE
W IFIR T 1 CGF T AR I IR 2 il o — Fh ot
P AEPTIA BRI AR b AT 102 35 AR X £
Wb AT TR R 5 Heik 64. 15 %0, FE IR Y CGF
TR il Tl LAkt PUT #4788 5643 B9 I3 L 0
WROR SRR A e LR, AFL + + 78 fiF
AW CGF T.H k15 T £ 1 fork fl star (K
B, o0k 802 AN 3944 YR, HoYk A Echidna, & H
T HAG AP R | AT R B e R TR A B R A A
Bz B T X R A 2 kA7 B K, fork AN
star IRES 0 292 F1 2312, M Ab, Fuzzilli, Angora
ST HAMH T 5 00 0 42 6 58 1 808 55 e A
£ CGF Gl th BB /), fork Fl star IR
Bt L. 015 R ICURAS I K 1f . H A RE X HE
To U5 RS ORI K Y T HL B D AR PR B T AR AR
A 39 W TAE L, I 24.53%. TEFFEETHEAR
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FairFuzzl10] J A 2018 </ 49 231 AFL
PAFLL101] N N F 2018 AFLFast+ FairFuzz
Per{Fuzzl10?] N J 1S 2018 </ 10 128 AFL
InsTrim!58) N N 2018 </ 5 81 AFL
AFL+FUZZER+SES—+
Angoral?] N < S 2018 </ 167 876
VUzzer+ Steelix
MoonShine 7] N/ UsS 2018 Syzkaller
Matryoshkal 103 N C 2019 Angora
Cerebrot?%) N NN/ F 2019 FOT
FUDGEL4] N N F 2019 libfuzzer
JFSks3] N/ F 2019 </ 18 232 libfuzzer
SLFL105] N IC 2019 AFL
Superion 196 N/ IC 2019 ~/ 20 103 ~/ AFL
DeepHuntert07] N N/ < 1S 2019 DeepTest -+ TensorFuzz
Zest!108] N/ Vv IS 2019 < 97 578 IQF
PeriFuzzl10%] N N N 2019 </ 12 62 AFL
Redqueents9’ < N~ N N 2019 < 59 341 kAFL
Janust®3] N N S 2019 < 26 190 AFL
NEUZzZz[1ol NG S 2019 </ 103 374 AFL
ProFuzzer 11! N S 2019 N4 AFL
Razzer 3] N N S 2019 < 59 344 Syzkaller
UnTracert57] N S 2019 < 29 119 AFL
AFLSmart#3] NG TS 2019 ~/ 92 480 / AFL
Agamottol5t) N UsS 2019 < 28 114 QEMU + Syzkaller+ AFL
Firm-AFL12] N/ US 2019 ~/ 88 383 </ AFL
Grimoirel113] N Us 2019 < 21 117 < Redqueen
ptt1® 0 .
MOpt[15] NG US 2019 </ 45 184 AFI
nicoretuzz 019 35 9 _~Unicorn
Unicorefuzz %8 N UW 2019 </ 35 289 </ AFL-Uni
BigFuzz[ "] N < A 2020 < 5 11 JQF
oFuzz7 020 5 )
MoFuzz 97 N A 2020 < 2 JQF
Zerort™] N N A 2020 AFL+ InsTrim+ UnTracer +MOpt
reeDom!!1° 020 5 Dharma-+ Domato
FreeDom! 115 NG N C 2020 < 25 121 +
Squirrel 52! N C 2020 AFL
rFuzz-° 020 FL YM -+ MOpt
CrFuzzl116] J F 202 N AFL+QS +MO;
Entropicl??] N/ <  F 2020 libfuzzer
Harveyl4% N/ v  F 2020 Harvey B 74 [ it &
AFL—+ AFLFast+ FairFuzz+
MTFuzz!'6] N/ < F 202 +~ 10 33
Angora+ NEUZZ
Ankoul 7] Vo IC 2020 </ 12 55 AFL
Brennan &¢ A [63) ~ NN N4 IC 2020 Kelinci+ AFL
Memlock["™] N N <o IC 2020 o 12 61 AFL

sFuzz[118] N N N IC 2020 </ 26 73 AFL
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|Fuzzer120] N/ IS 2020 ~/ 4 32 pFuzzer
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HotFuzz3!) N/ < N 2020 HotFuzz B A F it &
TortoiseFuzzl 78] < N N 2020 </ 17 80 AFL
DIE[ ] N/ NG v S 2020 41 196 AFL
IJONC122] NG S 2020 < 37 171 AFL
Kracel*®] N/ N N v S 2020 QEMU
RetroWritel 3] N S 2020 +/ 71 580 AFL
CollAFLL™J N/ NG TD 2020 N/ AFL
EcoFuzzl ") NN/ Us 2020 ~ 12 38 AFL
FIFuzzl123) N/ N/ < US 2020 AFLFAFLFast =
AFLSmart+ FairFuzz
Frankenstein!2!] N US 2020 </ 65 394 </ QEMU
FuzzGenl54] N N/ US 2020 </ 56 275 libfuzzer
GreyOnel 60 J N < US 2020 AFL
Muzzl 7] N/ NG NG US 2020 SVF+ AFL+ClusterFuzz
USBFuzz[ 27 NG < US 2020 +/ 19 96 QEMU-+ AFL
AFL+ +[126] N v N UW 2020 </ 802 3944 ~/ AFL
AFLTeaml®!’ N N NG A 2021 </ 10 68 AFL
E9AFLIM] N A 2021 < 21 261 AFL
InstruGuard5 v N A 2021 <1 8 </ AFL- FairFuzz+MOpt+ Memlock
RULFL82] / A 2021 / 5 34 FUDGE
VisFuzz 1?7 N < A 2021 </ 10 61 AFL
HexCitel 48] N < C 2021 < 3 18 ZAFL-+ AFL
V-Shuttle8 N N C 2021 < 16 75 AFL
SoFil*2] N NN/ C 2021 AFL
HeteroFuzz!128] NG v v~ F 2021 AFL
bonsai-fuzzing2%] N N IC 2021 ~ 1 24 Zest
IntelliGen ") N/ IC 2021 FuzzGen-+FUDGE
Luo % Af130] N/ 1IC 2021 FiRAENAEEE
Ratelt?! J < 1IC 2021 SQLsmith-+SQLancer+ Squirrel
Gramatron! '3 N N/ IS 2021 ~/ 3 51 AFL++
QFuzz132] v IS 2021 1 13 Kelinci
AFL-Hier
P NG NG v N 2021 < 10 49 AFL/AFL++
Winniel 8 NG NG N 2021 ~ 74 479 WinAFL
DifuzzRTL!33] < N S 2021 12 58 RFuzz
PATAL2Y] NG N S 2021 AFL
StochFuzzl134] v S 2021 < 9 175 AFL
RIFFL66] NN UA 2021 AFL
TR Fag T J J UA 2021 AFL+ Syzkaller + boofuzz—+

Fuzzotron-+ AFLNet

InvsCovl136] v N Us 2021 </ 6 65 AFL++
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SyzVegas137] N/ US 2021 ~/ 10 21 Syzkaller
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Chen % A [138] AN ~ A 2022 AFL+ AFLFast
Chen % A 1139 N < A 2022 AFL
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HTFuzzl 1) Nj N N/ v A 2022 2 11 AFL
LawBreaker %) N N/ N/ A 2022 Lawbreaker K7 [& Bt &
QATestl142] N/ N/ J A 2022 MT4MRC+ QAAskeR
RLFC143] N/ < A 2022 ILF
Jit-Picker[ 4] v N Co2022 Fuzzlli
glibFuzzer 45 NN AN/ F 2022 libfuzzer
Minerval 146] N F 2022 Domato+ Favocado+ FreeDom
SEDif{[147] N N/ < F 2022 AFL
BeDivFuzz 4] N/ < IC 2022 20 12 Zest
FreeFuzzl 119 N/ N IC 2022 </ 13 56 LEMON -+ CRADLE
GraphFuzz[ %] N/ < o IC 2022 o 22 7 libfuzzer
Havocuap!? N IC 2022 1 7 Havoc
pAFLISY] v N IC 2022 50 36 AFL
Muffin[152] N/ < IC 2022 < 3 23 LEMON
PreFuzz2) N/ IC 2022 NEUZZ+ MTFuzz+ AFL
- J J IC 2022 1 ) NEUZZ+ GreyOne+ AFL+
AFLFast-+MOpt+ FuzzFactory
EQUAFLL N IS 2022 AFL
PrintFuzz 86’ N/ N/ N/ IS 2022 9 42 VIA-+QEMU
SLIME23] N v IS 2022 2 17 MOpt
SnapFuzz o1 N/ IS 2022 AFLNet
Unicornt1%! J < IS 2022 SQLsmith+ SQLancer
dat AFLow!$%] N/ v N 2022 < 8 89 AFL++
Dr. Fuzz156) N/ N 2022 < 2 21 QEMU + Syzkaller
EMSL157] N/ N 2022 ~/ 4 31 MOpt
FirmWirel 158 Nj N 2022 < 72 659 AFLA+-+
MobFuzz 199 N/ ~ v N 2022 AFL
Entropic+ libfuzzer+ AFL+
K-Scheduler[6?] N NN/ S 2022 < 19 102 AFLFast+ FairFuzz+
EcoFuzz+ TortoiseFuzz
CSI-Fuzz! 16" N/ TD 2022 < 7 4 AFL
SNPSFuzzer! 6] N N T1 2022 AFLNet
CAGF uzgl62] J J TS 2022 FGSM -+ DeepHunter -+ DeepXplore -+
PGD-+ CW -+ ELSR+ CutMix
HashFuzz!16) N TS 2022 AFL~+ AFLFast+ FairFuzz+libfuzzer
UltraFuzz! 1% N/ ~ TS 2022 < 0O 2 AFL
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Morphuzz-] N N US 2022 QEMU
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SGFuzz!165) NN/ < US 2022 < 14 57 libfuzzer
SGXFuzzl165] N NEEING US 2022 kAFL-+ Nyx
TheHuzz#) N N/ < US 2022 DifuzzRTL
MOTIFL67] NG A 2023 AFL++
GCMiner! 1681 N N/ IC 2023 2 23 JQF
JITfuzzl 169 NN/ IC 2023 < 0 4 Classming+JavaTailor
v Fuzz[170] N/ < IC 2023 < 0 12 FreeFuzz
TypeOraclel!7!] J N < IC 2023 </ 0 1 </  Gramatron+ Favocado+ Cooper
GDBFuzz!172) N v IS 2023 o/ 7T 76 W/ libfuzzer
GrayCL173] N/ IS 2023 < 2 32 libfuzzer
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LEMON-+ NNSmith
Iciclel175) N IS 2023 < 9 140 Fuzzware+ AFLA4-+
ItyFuzz!176) ~ IS 2023 N/ 48 385 LibAFL
TitanFuzs 177 J NERNERN IS 2023 0 9 FreeFuzz-+ DecpREL
LEMON+ Muffin
Fuzzillit178] N v N 2023 </ 304 1677 Superion
FuzzNGH7) v N 2023 & 1 10 libluzzer
SegFuzz180] N/ v & v S 20238 0 2 13 Syzkaller
UTopial 18! N/ N S 2023 < 16 118 0SS-Fuzz
ViDeZZo!18%) N/ S 2023 < 2 13 libfuzzer
Witcherl 1831 N N/ < S 2023 08 40 AFL
IR-Fuzz1$4] N/ NG NN/ TI 2023 </ 5 31 sFuzz
ConfigFuzz 18] N TO 2023 AFL+ AFL+ -+
pFUZZ188] NN/ NG US 2023 < 0 27 AFL++
AIFOREL$7] NN v US 2023 N VUzzer+libdft+ Angr
CarpetFuzz!158] NN/ < US 2023 < 8 27 AFL++
DynSQL[8Y] <~ US 2023 AFL
Fuzz] ITH90] NN/ US 2023 < 5 41 Fuzzilli
Fuzztruction[ 9" N/ N N/ < uUS 2023 10 82 AFL++
Hoedur!192) N/ < US 2023 ~ 4 13 QEMUlibfuzzer+ AFL
KextFuzz19] NAEV us 2023 v 1 26 Syzkaller
MorFuzz!191) N/ N < US 2023 1 7 DifuzzRTL+ riscv-dv-+riscv-torture
PolyFuzzl 195 v N Y US 2023 ~ 3 12 AFL++
Rubick[196] N N/ US 2023 FuzzGen
SafireFuzz! 197 NG < US 2023 </ 3 70 LibAFL
WinFuzz 198 NG < US 2023 </ N/ Winnie
HeapAFL%) NAENG NG < OHHEE 2023 0 2 2 AFL

“A: ASE, C: CCS, F: FSE, IC: ICSE, IS: ISSTA, N: NDSS, S: S &. P, TD: TDSC, TI: TIFS, TO: TOSEM, TS: TSE, UA: USENIX
ATC, US: USENIX Security, UW: USENIX WOOT, iI#f. i EHLIHR S L@
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BE SR BAUB S8 R B AL A S AR R 5 1T S
B RE A 20 TT & 5 R DN R 36 L EE A L 4 R 55 S
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FEAR T R F 7 50T, AR 98 N B 06 I B Al
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FA, Lt PUT /% A A& BT B B, XF PUT 1Y #%
O DIREHEA TG, W N 517 2 A X LAk R F 3 5
VEHCAE B9 CGF T E, LA AT 784 H AT 2% 9 3t
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R FELE T H LU R A O A TAE R &5 nA
R SR, BAT B 58 25 38 PR X CGF J5 i 19 L H 3
SCEATRES  7E CGF ] 1 T H AR O s oL T,
RN BRI ST N B AR RS Y ) CGF T B kAT
D 35 51 55 B A7 A — 22 PRI ME.

EF X R &, FATIME T 159 5 CGF TAERI L
M5 Lok RS CGE T AR Al T 5L A9 38 B it
S W% 3 Fin. N 3 il LIE L EITER
CGF #F58 TAE 4 C/CH + 72 5 BE A7 A0 0 42 A7
SR E AR WL T 3 5 A6 159 T CGF #F 98 T4/E
A 51 W 5E TAERN T C/C+ + R 7k, 4
32.08 Y. o S Xt 45 ¥ Ak iy AR T HEAT AR I K
R CGE R T % A 85 B 25 0 AL 2SR i R T
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AR K 37 5 % CGF #E4T 7 40 Ak Fndg i, o5
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I 13 5 WFoE T AR Hdt /5
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@ https: // github. com/cesanta/mjs/blob/master/ README. md
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Binutils 38 https: / www. gnu. org/software/binutils/ ELF
libxml2 23 https: // gitlab. gnome. org/ GNOME/libxml2 XML

libpng 21 http: / www. libpng. org/pub/png/libpng. html PNG
LibTIFF 18 http: / www. libtiff. org/ TIFF
libjpeg 15 https: //libjpeg. sourceforge. net/ JPEG
tepdump 14 https: / www. tepdump. org/ PCAP

LAVA-M203] 13 http: // panda. moyix. net/~moyix/lava_corpus. tar. xz FILE
NASM 12 https: / www. nasm. us/ ASM
JasPer 11 https: // jasper-software. github. io/jasper/ JP2 .PNG %
JHEAD 10 https: // github. com/Matthias-Wandel/jhead JPEG

Har{Buzz 10 https: // github. com/harfbuzz/harfbuzz TTF
FreeType 10 https: // freetype. org/ TTF
FFmpeg 10 https: / ffmpeg. org/ MP4 ,MP3 %
SQLite 9 https: / www. sqlite. org/ DB
OpenSSL 9 https: / www. openssl. org/ PEM
libjpeg-turbo 9 https: //libjpeg-turbo. org/ JPEG
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libarchive 8 https: / www. libarchive. org/ TAR
Exiv2 8 https: / exiv2. org/ JP2.JPEG %
Bison 8 https: / www. gnu. org/software/bison/ LEX & YACC
Xpdf 7 http: / www. xpdfreader. com/ PDF
RE2 7 https: // github. com/google/re2 TXT
PCRE2 7 https: // github. com/PCRE2Project/pcre2 TXT
NCURSES 7 https: // invisible-island. net/ncurses/announce. html TXT
MuPDF 7 https: / mupdf. com/ PDF
libming 7 https: // github. com/libming/libming SWF
ImageMagick 7 https: // imagemagick. org/index. php PNG
fuzzer-test-suite 7 https: // github. com/google/fuzzer-test-suite XML,PNG %
cflow 7 https: / www. gnu. org/software/cflow/ C
A% 6 https: / v8. dev/ JS
m]S 6 https: / github. com/cesanta/mjs ]S
Libav 6 https: // github. com/libav/libav MP4 .MP3 4

JavaScriptCore 6 https: // github. com/apple-opensource/JavaScriptCore JS

catdoc 6 https: // github. com/petewarden/catdoc MS-WORD

ET G 428 A Kk BB T AR it B
I G B B R 28R 6, RIGE i 6 4> A [A]
X GOk K IE CGF J7 ik B A 280, SR 1, 78 5 70 I
P37 50T e £ 0 i A 3k 2 AT P Al B R S B
{14+ 491 A P9 A A K T M A R B 22 A
XF 4 (RIHRAE RGN A% K DA CGF J5 ik YA R0

IR o B A G0 G2 R AT PEAG A 25 R R R LA —
MZ% M.

Hazimeh %5 NP2V HE 2020 4F 51 % © A #00
ARG Z 58— B9 468 b5 5 ko XE DLIEAT IE AL 5 1L
By, IF &I kAR T 4 Magma. Magma H
i NSRBI B 7 A B S H 2H AL, Hazimeh 55 A



71 TR T A RS S AR R AR I U S 3 1685

B 7 A3 H Dy s RRAS TR 118 AR 1R A B AR
Hh, I [ I Ay A Al 5 A AT = LG 00 SRS T
WTHESAEN KSRk 78R 5
Hazimeh %5 A ) TAEAS [l B9 J2& . AT I 4F 2k CGF
WF T TR P 00 D 3% G ) e A7 7 B kAT T & Ak
IS X G 00 B iy 44 5 B U AL TR
5.2 XLWiRE

e O 38 i BE 4R 05 T RO A ) S
BUE L LLXE CGF Jr ikt 473974, H AT, CGF TAEh
F18) S5 6 5 A 455 N 6 0 B 3K (] P T
A 3 0 G SR I K s ) A B T 0 b T A A
A i 22 1 I 5 5 o A A 0 4 B ) B R W LA
KR CGE o # v A B AL 7 A i 520, (H L 2%
s I 5 0o A v 0 R 3 I ) A SR AR SR s AT b
a0 0 A S B e R I 3 ] R AR S AR SR AR D
R R T L 1 A S s AT I T L (H ) RE 23 92 90 25
SR g I e .

EA I CGF A Hham R X 92 56 35 B 5 it
B OF H S50 3 B A — B ) B WY G 9
Angora ™ U ITE FH Y S0 R FHE 5 K 5 /i
5250 5 CrFuzz " Tl I i SE g i B /R A 5
W 48 /N Y S 5 1 Gramatron™ ™! W i fifi i () 52
EPE N R HEE 10 K 24 /NI R SEE. SE IR E A
— S0 ) AR AF 58 N B3 3 DL ZEAS [R] 138 3C 22 ] B 42
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@ https: / groups. google. com/g/afl-users/c/fOPeb62FZUg/
m/CES5lhznDgA]J

@  https: // gee. gnu. org/onlinedocs/gee/Geov. html

®  https: //llvm. org/docs/CommandGuide/llvm-cov. html
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@  https: // github. com/mrash/afl-cov
@  https: // github. com/google/sanitizers
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Background

This research belongs to the software engineering area,
focusing on the

Greybox Fuzzing (CGF).

research progress of Coverage-guided
Fuzzing (or fuzz testing) is a
reliable software quality assurance technology. Its core idea
is sending randomly generated test cases to the program
under test (PUT) automatically or semi-automatically to
improve the robustness of PUT. Among them, CGF has
received extensive attention from scientific researchers and
industrial engineers because of its simple deployment, strong
scalability, and discovery of many vulnerabilities in real-
world software.

In recent years, many research achievements have been
made in the field of CGF. To enhance the code coverage and
vulnerability discovery abilities of CGF, researchers combine
CGF with other technologies, such as machine learning and
taint analysis. Additionally, the application scenarios of CGF
have been expanded to include kernel testing, network
protocol testing, and IoT device testing to improve the

robustness of various software. Unfortunately, although
CGF has developed rapidly in recent years, some problems
have also been exposed. For example, the evaluation settings
in different papers are inconsistent, leading to contradictory
the selection of benchmarks is

conclusions. In addition,
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relatively random, and their names are not standardized.

which confuses researchers about benchmark selection.
Furthermore, there is still no survey that systematically
summarizes the research achievements of CGF, which also
makes it difficult for researchers to keep abreast of the latest
research progress of CGF.

For this reason, we review the research achievements of
CGF in recent years. First, we divide the process of CGF
into four stages: preprocessing, test case selection, test case
evolution, and test case evaluation. Then., we systematically
summarize the research progress of CGF in different stages.
Finally, we provide statistics on the commonly used evaluation
settings in the CGF field and discuss the future research
directions of CGF. Compared with existing works, we summarize
the research progress of CGF for the first time and discuss the
contributions and limitations of the current CGEF techniques,
which can serve as a reference for future CGF research.

This work was supported by the Jiangsu Provincial
Frontier Leading Technology Fundamental Research Project
(BK20202001), the National Natural Science Foundation of
China (61702041), and the Beijing Information Science and
Technology University “Qin-Xin Talent” Cultivation Project

(QXTCP C201906).



