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Abstract  The reasoning and sentiment analysis capabilities of large language models (LLMs),
particularly those exemplified by GPT, have introduced unprecedented risks of individual privacy
breaches, necessitating a systematic evaluation of their privacy inference capabilities. A primary

challenge in this research lies in the scarcity of appropriate datasets in the field of privacy protection.
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Existing English-language datasets are limited in both scale and authenticity, while the shortage
of Chinese privacy-protection datasets is even more severe. This gap means that the performance
of LLLMs in Chinese privacy inference tasks remains largely unverified. To address this gap, this
paper introduces the BiliPrivacy dataset, the first of its kind, comprising over 50,000 comment
entries collected from the Bilibili platform, a well-known Chinese video-sharing platform, covering
40 video creators. The dataset was annotated by ten volunteers, ensuring a rich and diverse information
set, making it one of the most comprehensive Chinese privacy inference datasets to date. The
BiliPrivacy dataset is designed to capture specific user comments and linguistic variations within
real-world communities, providing test cases for evaluating large language models. Moreover, the
dataset includes implicit and explicit personal information, allowing for a thorough assessment of the
model’s inference and reasoning abilities under different data sensitivity levels. Based on this
dataset, the paper employs few-shot chain-of-thought (Few-shot CoT) prompting to design three
key tasks: individual identity information inference, user profiling, and fan profiling. Few-shot
CoT prompting enables the model to generate step-by-step reasoning, enhancing its ability to
identify subtle hints and implicit cues in user-generated private content. In addition to exploring
the inference capabilities of large language models, this paper also enriches the defensive side of
privacy protection. Additionally, the study examines the impact of data anonymization and
differential privacy techniques on the reasoning capabilities of large language models. Experimental
results show that the large language model can typically generate inference results in 37. 46 seconds
at an average cost of 0. 82 yuan (around 0. 11 USD). Specifically, the model achieved a 90. 91%
accuracy in extracting implicit identity information, and demonstrated superior keyword extraction
and summarization capabilities, with enhanced intelligence and efficiency in diversity, word
frequency correlation, and sensitive word identification. In terms of inference prediction, even
without any prior information, the model could make reasonable inferences based on its general
knowledge, achieving an average cosine similarity of 0. 946 and a mean squared error of 0. 024 in
predicting fan age and gender. Finally, a comprehensive analysis of data anonymization and
differential privacy techniques revealed that while privacy protection strategies somewhat restrict
the model’ s reasoning capacity, these limitations are relatively minor and produce significant
negative effects on the utility of user data. These findings underscore the need for more sophisti-
cated privacy-preserving techniques capable of protecting the privacy of user-generated text on
social media platforms. Future work will explore adaptive anonymization strategies and more
efficient privacy budgets to enhance protection without compromising model performance. In
conclusion, this paper provides a systematic evaluation of large language models’ privacy inference
performance in Chinese comment data, contributing to advancing privacy protection research in
the Chinese language context.

Keywords privacy protection; large language models; attribute inference attacks; data anony-

mization; differential privacy
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Background

The convergence of big data and artificial intelligence
technologies has exacerbated the risks of individual privacy
breaches. More critically, the reasoning and sentiment analysis
capabilities exhibited by large language models, particularly
those represented by GPT, have heightened these risks to
unprecedented levels. The frequency of such privacy breaches
has significantly undermined users’ trust and acceptance of
technology, severely hindering the advancement of digital
infrastructure in our country.

Currently, research on the privacy inference capabilities
of large language models is still in its nascent stages. While
some scholars have conducted preliminary explorations of
these risks using English datasets, analyses of the privacy
inference capabilities of large models remain insufficient.
Additionally, the wunique characteristics of the Chinese
language present further challenges in privacy inference
tasks. Specifically, as a logographic language, Chinese often
omits subjects or predicates. with each character potentially
conveying richer information. This complexity may hinder
the ability of large models to capture implicit information
during privacy inference.

To address this gap, this paper introduces the BiliPrivacy
dataset, which consists of over 50 000 comment entries
collected from the Bilibili platform, covering 20 video creators,
and annotated by 10 volunteers. Rich in both information
and diversity, this dataset is one of the most comprehensive
Chinese privacy inference datasets available to date. Building

on this dataset, the study employs few-shot reasoning chain-
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of-thought instruction fine-tuning to design three core tasks:
individual identity information inference, user profiling, and
fan profiling. Additionally, the study investigates the impact
of data anonymization and differential privacy techniques on
the reasoning capabilities of large models. Experimental
results demonstrate that the large model is capable of
generating inference results in an average of 37. 46 seconds at
a cost of 0.82 yuan. Specifically, the model achieved
90.91% accuracy in extracting implicit identity information
and exhibited superior performance in keyword extraction and
summarization, with enhanced intelligence and efficiency in
terms of diversity, word frequency correlation, and sensitive
word identification. In the inference prediction tasks, even
without prior information, the model was able to make
reasonable inferences based on its general knowledge, achieving
an average cosine similarity of 0.946 and a mean squared
error of 0.024 in predicting fan age and gender. Finally, a
comprehensive analysis of data anonymization and differential
privacy techniques revealed that while privacy protection
strategies do impose some limitations on the model’s
reasoning ability, these constraints are relatively minor, with
notable negative effects on the utility of user data. In conclu-
sion, this paper presents a systematic evaluation of large
models’ performance in privacy inference tasks using Chinese
comment data, significantly contributing to advancing privacy
protection research in the Chinese-language context.
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