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Abstract With the rapid iteration of drone technology and the continuous emergence of various
intelligent algorithms, drone safety issues are being faced with ongoing challenges. In recent
years, the issue of semantic safety of drones has gradually attracted attention from the academic
community at home and abroad. This problem goes beyond the traditional scope of software
security and sensor security, and focuses on whether the behavior of drone systems is consistent
with their expected semantics. Semantic safety issues are highly covert, easily exploitable, and
have unpredictable consequences, so they urgently need to be taken seriously. At present, the

research on semantic safety of unmanned aerial vehicles is still in its infancy, and the existing
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research results are not sufficient to comprehensively solve the semantic safety problems in
unmanned aerial vehicle systems, and there is a lack of relevant review studies. This article first
introduces the flight control principles, system functions, and tasks of drones, in order to clarify
the research object of drone semantic safety and define the new concept of “drone semantic
safety”. Drone semantic safety refers to ensuring that all expected behaviors are accurately
understood and executed, and maintaining system stability and reliability under unforeseeable
conditions. The root cause of semantic safety issues usually occurs in the design phase of software
and algorithms, requiring protection throughout the entire lifecycle of drone system design,
development, testing, and maintenance. Furthermore, based on existing research work, this
article summarizes research support tools. Commonly used open-source support tools include
ArduPilot, PX4, Gazebo, AirSim, etc. These tools are used to simulate real flight conditions,
generate test cases, and validate system behavior. Then, this article proposes a research
classification method to break down the semantic safety research problems of unmanned aerial
vehicles into three categories: (1) safety detection, systematically identifying and mining abnormal
behaviors of unmanned aerial vehicle systems at the semantic level; (2) vulnerability repair,
implementing effective repair strategies for clear semantic safety issues to ensure that drone
systems follow correct semantic rules; (3) real-time protection, preventing potential safety threats
by designing and applying various defense mechanisms. This method is further subdivided into
eight key research stages, including semantic target determination, test case generation, abnormal
behavior judgment, error attribution localization, repair execution, repair verification, runtime
monitoring, and real-time recovery, to construct a complete semantic safety research framework.
Finally, based on the established research framework, this article systematically analyzes existing
research, focusing on exploring the challenges and possible solutions faced by semantic safety
research compared to traditional security, and summarizes future research directions: (1) exploring
semantic safety in new scenarios, (2) artificial intelligence semantic safety, (3) semantic safety of
drone swarms, (4) construction of unmanned aerial vehicle semantic safety assessment system,
(5) strategies for addressing semantic safety threats posed by drones. This article introduces and
summarizes existing research work to help researchers in the field of drone safety understand the
current research status, conduct exploratory and innovative research in semantic safety, promote
the deepening development of semantic safety research, and meet the overall safety needs of

drones in increasingly complex environments.

Keywords unmanned aerial vehicle; cyber-physical system; unmanned system safety; protection

system; semantic safety; functional safety
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