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Light-Weight Neural Network Repair for Edge Computing Scenarios
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D (Department of Computer Science and Technology, Nanjing University, Nanjing 210023)

Abstract  The continuous evolution and progress of deep learning technology have ushered in an
era where neural networks play a pivotal role in various fields. This is particularly evident in edge
computing environments such as intelligent transportation systems and next-generation power
grids. However, despite the widespread applications, the reliability of neural networks remains a
significant bottleneck, restricting their full potential in real-world scenarios. One of the primary
challenges arises in complex edge environments, where pre-trained models often suffer from
performance degradation due to the inherent difficulty of covering all possible edge scenarios
comprehensively. Consequently, the need for an efficient repair mechanism for deployed neural

networks has become a paramount focus of research. Traditional methods of repairing neural
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networks typically involve the cumbersome process of retraining the entire model. This approach
presents several challenges, especially in edge scenarios. Firstly, devices located in different
geographical regions may encounter unique natural noise, making it a challenging task for a unified
model to seamlessly adapt to all diverse environments. Secondly, the large-scale parameters of deep
neural networks contribute to substantial resource consumption during training and deployment,
and the potential for service interruptions during updates poses a threat to system availability. To
address these challenges head-on, this paper proposes a lightweight patch-based neural network
repair algorithm. The core objective of this algorithm is to augment the robustness of neural networks
against natural noise and corner cases prevalent in different edge environments by introducing
personalized patches. The fault localization phase is a key aspect of this algorithm, drawing
inspiration from probes in program instrumentation used to detect, improve, and analyze software
behavior. In the context of neural networks, the paper introduces neural network instrumentation
technology. This involves strategically inserting model probes into the neural network to observe
its internal patterns, facilitating the localization of faults in error samples. During the fault repair
phase, customized patches, obtained through an innovative unsupervised search, are seamlessly
integrated into the original neural network to rectify its output. Additionally, a fault prediction
module is introduced, capable of predicting potential errors in advance and activating patches only
when deemed necessary. In a series of comprehensive experiments leveraging 2 datasets, 15 distinct
types of noise, and 4 diverse neural network models, the proposed approach yielded remarkable
results. Performance improvements ranging from 6. 64 % to an impressive 20. 00% were observed
when compared to existing repair algorithms. Furthermore, the innovative approach demonstrated
its efficiency by drastically reducing the required quantity of training samples by over 90%. The
highest reduction in required updated parameters reached an astounding 91. 94 %. This effective
and lightweight patch-based approach not only addresses the reliability concerns of neural networks
in edge computing environments but also sets the stage for more resilient and adaptable applications
in the complex and dynamic real-world scenarios of the future.

Keywords neural network repair; deep edge computing; fault localization; fault prediction;

neural network patch

2024 4

1 5]

][I

DRIEE 27 > L U R 2 M 28 BR TR AR PR
PEAEFE ) N T S8 PR AR 7R BB L AR 05
S 2 B T A AR SRR T AT R T
Mg R 5 eI HLAL AL L 3 AL 2 o) S5 U A 6
A PERE - FLAE R A S B B R o 55 i 2 015 S 37
Sr HRA G TR P RS SR L e 2 0 4% 14 T A
TFa) R AN AT 22400 A B L S A A S S A
A A SR AU L v R A T A B iR

TE 0 S THE A5G v ot 22 [0 208 5 TR 5l 5 A 4
HR (o 5T MR 1 T 5 B 0 2 AT N 2 R ) A
B SRR St E SRR OO B 2% Pk R0k A T
We 8 1) 800 T RE G ik W6 S T A OO . S BORE B A 1

I I 1911 F 2809 Cedge cases) T AT R BUAAES.
X 61 A G2 1 Ay S A B e R R Y 1 A R A
CUnR 55 AR LIZ B 3 A A0 25 . X B B S Ak B
A B WP R Ol AR IR Rl il 28 R 4%
{1 VA T 3 4 I 3k 40 00 1 TR AT T A St 3 R
{OpuE 377598 IPSWNCERS i = - N TR A E 7 e
s R T B A A A [ M BLRL e T AT R T I A
[ 119 19 9K W 7 2 i) (A 3 BE R A 9 24 IR IR R 55
1 T XY T 4 L X ROR I N 1R R A A )
JEE . DRI e e DR B M A 5 T 0 2 A 3 i 114
22 o 245 Y B — A T 4 F 5 DR

5 GBI 22 I 2 4 52 J 00510 R D A DR R R
oK Xl i 22 10 2% 1) 2 B AT B0 (fine- tune) . JX 48757
TR B H R B DR AS TN I B TSGR I 2R
o BEAT BB IR L B2 MURS ER AR AR 2 U SE A AR



6 3] TR A - T S E T B R e M A e Rk 1415

FFAE » FFRF 3 SR AL A A6 I 25 B8 v LR i
e BRI S X BRI 2R B R I A
FWITEAED G 5 T AR R PR,

T IR VHT SCR IR, 1 S i AR E 1Y B 2 I 4%
AT AE 2 B LA TR Y BB v Tl A [R] 2R 85 e A
8 Bk A5 3 AR R b 384 I 1 I g S — TR ) X B T
N EEAS T G B 55 I 25 E ) B4 R Y L2 0 0 T
AIAES 1 T 8. LU TR L i 22 W 45 B T i o R
EL R A B 6 B 2 s o R i B U
IFi) 2 T R KRB UR AN 7= 2 KA B A2 38
(carbon footprinO"". e Ah, T ifs B ¥ & )5 1Y
i 22 1 2 A5 R 7 U A% Hei [ 300 5 g AT AR X Ok —
AN T RAR . TR IR A SR S0 ()L R TG Uk Ak 2k
PEAEAR 55 » TR ARG 1 AR S804 mT AT

TEBC VT B X 1 2% 3 5 (0 i 22 W 28 48 52 Sk
TG LR 2 (D G MR 2 1 %9
S ) S A M TR 36 A [R] 340 % i 1T RE 2 1838 A () XS
() R P R A 2 091 L T R A A
JEs () NG S IRREFEZR A G b
T A PR T R IR AL A b TR A B A A
W2 e ROM T SR BT LA I 5 R 2 Y RE
(3) B IR AR T A 5 « 7E 30 ZR BRBE i IO A 5 4
{1 B 3 5 Ay DR L B e o O S B0 S i Y
R 28 SR AR il Bk (7 45 1 0 1) KA A 2 B
Y 148 52 75 1 M LA St

BEXS EOARR AR SCHR Y T — R R A AN T
U Y PR RPN VA R T BuSE (LR A
APEAR A RS Tk 8 5 b 25 I 46 08 A [ 10 xR 5 R
SRR P I A SR A B . LRI L R L TR Y
A6 A P SEUREL 7 b 2 T 45 U 2 o B AR SR T
— iR L PR B R B A b 2 6 2% 14 A6 A L LOUL I Ao 22
W45 A2 AT 16 DL XRE . ERL LR R L
P 245 P BE T AR ST 1) DA 28 8 O 300 A T g B )
AR BRFEAS b (33 A7 1 D0 o A X 4 4> B R A AR 47
WO E L. O T B A M 45 AR SCAS B R IR AEAR
e 28 0 245 1) it B A 3T A — A 8 A 2 R 4%
KT RN TR AN/ B 2 2R e T 2 R SRR
ol 25 00 255 1) B D TR T 4 9 R 2 B o TE T 2% BR
B R A S B i dl b AT O B A AR R AR R L
M HE AR B SRR RS T U b T i e
[7) 250 i e ol 22 I 8% 1) 5 A7 280 5 A SO T W 4 31
P18 A TR A AR T 2% R B I 5 1 — A Tl T A e
oK B A7 I A il A A 7 2 O fo o 2 1 4% 1 B
DR . SR BT 18 D T B AR A Y A

T AE L IE A AR TR Y 5 B DT S G IE R AR
{912 SN T BT R M I R OK 2 e B R ) 3 .
18 3 3 b7 2 B 1 G K0T LB — A TR
(10 A0 T 45 kg R X a0 S ) SRR [ T AN T
AR TR A 5T D s o 22 0 45 B AT A/ R AL LN
HR A FIAE 3 AR KK R AR, A SO B wtmk A DL T
JUA.

(D FEH T — B2 T4 T I Hi2 F 45 18 25
I GZFRE R A HLA YRR R T O TR i 2%
TSR AL TP HE il A i 12 52 i 55

(2) $2 7 36 b 2 00 2 455 B R 2 25 5 8 1
WA 07 3 o T 0 5 S R AR 9108 T ) 3 2 . ot
S FATR YNGR T — AR T [ YR L5 | S kb
T AT TRAE G _E A ARE Y4 B, DA TG sk S X 1E A
A i 33 e P ] A

(3) BT T & Ry VR BE 300 S v B3 T A Ak 1) 48 235
B R R0 SR S A B v S A i 5 i 1Y
U S UL SA L SRR IR N
1 AR ] S

(4D 38 2o 7 P A~ 052 T 57 008 4 L A e A
TR B 2 0 4 A8 T 3 A7 22 L0 EE S B BRI T A
SCPR I 5 I AR BB A ORI B S AR T A D
T AL A RNE T T Y SR B

AT 2 WA GRS AR 50 3 WA G TANT
MM 2 M 28 18 SRk 5 A T e 2 5 1 A
B E LN S B AR KA T A s 5 5 il A X
PO S B B0 AIE 1 BT R U7 UA A SN s a4 4L

2 HXIE

AR TN A G A 00 G it 30 T Al 2 T 246 1 A O
A B AR A 8 A R e T T I M 2 ) 2
PEPE R - [R]85 9 B 31 2 A B 1 28 N 4% 1 52 A O
TAE.

2.1 RELGZIHE

Pk s 2 R e Rk & BRI A7
i 0% A0 R T R A 1R 32 P TR O bR 2 I 4% A i 4%
Ui 14 505 58 BB AT A6 A EL A i AR . R T SR
P AT VF 2 TR 27 8 i DR R A5 Y
RE AN B0 T i 0o B A e S Ty 3 4
BRI RN, I — 26 A 2% A1 T I [ 44 34 0k fie ke
3K — R A R S e R R 2 I 45 A L )
o3 RAT TR AL 2 A B 5 Z (8] BEAT & . i
F FURHAJE G BT 1 38 40 A 68 A0 H 5L OF it 5 1



1416 it "

Hl

2 e 2024 4

by 15 B 110 3 A 6 1) 58 A B AR SR T, T B S
S I AV DL K30 2 150 2% It Kb B 05 1Y) 22 R M T A T
JE T P2 N 28 A T 8 S R T BE 2 I A R o Y
15 O AAeT P WSCER 2 1 58 R A ) ) b 22 I 2% R AT i
R S 5 ol 2 O 288 A 0 5 i B 2 110 i S DR
2.2 HEMKEEN

Pt 25 19 25 A iy 52 B W P I T 00 DT A S R
(10 25 L. 3 S Mt R AT DA A R B A X g s
AT DA B S S A Y AR M R e A
XTSRS B ST L BE ST N B R BLTE B 3l B
SO 55 T AR R B % A2 Ak T LA A% 7E Udacity
B 30172 3k R B o e AR R A B DA T B R
i H TR A 2 T % A AR 45 ) A I S A
T R A S0 — S 3 I P2 T 5 A L 45 4
R T 384 i o 2 ) 245 ) T L B IR S (BT B g Ty
2.3 HEMEKEE

P25 I 2548 O J A Pl 2 X 2% 7 A A R A A )
R PR R A 1) % 3R AT 48 52 1 R . CutMix™* Al
AugMix" & TR AT B T 18 56 A5 A0 0 o 1) Bl 3
ST AT E A BT | 5 D) A T A R
HEAT — R AN ARk, 3% 28 07 2 AT DAAE T T W46 B0

I B B B

TRFEG] A L T 0 R G ol 2 0 4% DTG 48 5
B HE M. FSGMix* R AL AugMix [ J7 i X i
A G AT 38 5. HL ) A R A AR I 2 — A = T TR
AR DT 48 568 I 2 AR 0 A7 B 0 e o i 4%
R BORUE. Yu 48 N0 3l RS B A R0 LU 2
2T BGRB8 AR IR 1R R A 11 XURS 3 A5 3
YIRE B DL I Bl I 2 . — 2 A 2% ki 3t
BRI 2 B5CTE S 1 AE B01) 11 e s e 2 31 ) 4 PR R X sk
FTAE S (P 5. Zhang 25 A6 JE G4 B 42 4y )
B — RGN FH I BIAE T4 ISR T — 4L M R 45
A P 1 2 T 28 8K J o At ] 3 30 2 i 2 I 45 11 S 5L
{18 - 245 {1 A ] 4 50 78 2 8010 K /N ) 1] Sohin 4
NEOT ) P AR RE o A A A AR 4 22 G O A R T
FEOR AL 0L EL e 0 L HEAT P 4. SCHRE30 48 8 17—
Foft 35 T 0 T 5% ot 2 0 44 0 A7 08 R 1) R T AR SR
TP e 0 R I Y Y
Z W A . 5T T AR R % A AR
T D A B AR AR AT B4 1 e LA F T I 2 R R R
AU Pt 20 T 2% . 2 B 12 A e iR A AR 45 e 1 [ e
G T B3I S B T O 10 2 0 3 0 2 N 4%
I,

pro| o EdE

== A

ﬁf‘ i oy
i

mol i
R~ == RS > Gulrg i

/>
V.
Yy = o

P 1T I AR Y I 4% 18 A R TS HE SR IR

3 REEBEHEZE

FE TR BE I ST 5 i & e 0 e 22 R 45 0
TE B A AR 28 B £ D, B b AT N 45 28 )5 H
HIE I EMUNPUE S8 R SV - 35Sl sy pili R L
Ze M4t 2 WOk B S8 PR AR 7 3 BT AP 0 AR 4% 2 3
D fE R A T B S 2R PR R L X
SERICE r AT RE 15— S8 B 1 8 00 2% i T R

(31 F B ERAE B D, 33k LE5E SR FE ] T BE R h 2 Fh R
R i PR 3 B A R R RO A L 52 T 1 A S
A PRI B BERIL O SR AR B Bas 4 A\ PR HEAT
AL IR 55 S5 ik A D00 R 48 47 B BE % I — T S kR
AR HAR A X S B i ok B 2 C g i &
St #8114 A 22 1R 285

AR SC LA 22 I 45 o i DL 1 B8 03 AT 554 A
17 3CHE AR (Y FEMEAT 55 SR T o5 2808 R 2 AR S0
B ST R BR T R 0 RAT 55 B AT AR



6 3] TR A - T S E T B R e M A e Rk 1417

FH 7 Al 5050 R0 AT 55
3.1 #FEEM
311 PR LA AT

TE A AL B8 40 A 3 1) 3 S LR T 1Y
EAR A B8 8 i AR 478 A BRI ) AR R S 4
PG5 B EE” (probe)) s DLICEE A1 115 &, L ok 52
B FR P32 A7 B A W I R B R e AR LR A
A DATE SRR 2 031 w8 — 0 ) ) kA7 7E AL 2
s TR N D3 AT LA e AR AR R AR v 4 B S Y R
HO ] v ) BT R A R 2O A A R A
S BORE Y 1 AT HRAT S DA A 5 AR i
A, FF A N 53 AT LA & R e RUA T I T L P9 A £l P 1
B0 AFEPE BB AR SCHE AR 3B B R 7 I $A T U AR L A o X
FHA 2 A5 55 5 AR 1) e A7 38 43 G 0 A ok v T 22
AU R AN Bk A ATz T A T AT
UL R TR A SCIR IR E R 2 M 48 R T A
BAN AR BT« DT B2 Ak A 28 0 28 7R AE B iz AT I Y
TR EIIB AT BL » LA A JE Tk Ol G2 A7 Al 22 ) 5% A 7
EH BT 58 LT AL B AL

AR A 28 0 2% A5 1 3 SR T JZ B4 1 (stage)
B AR AL B 7 T 2% )23 B T )2 B AL
# T IE5 2 (ayer, &R E BN E 5. [0 — 2 B
DAL ) s B 2 3 R AR T ) A A R T2 B
B30 5 25 T SR FE T8 TE B0 0 S 4R B b R e
ol 225 ) 2 T 0ok T B R A TR B R 0o A B e A R AT
AE BRI S 2 R IBORY 7 AIE 23 Bl IR | 4 3% 5 M 2% 21
B 53 2K A% Cclassifier) H R 47 28 51 TN, A< SC42
TE A 22 P 25 1) J2 BORLFE b AT 4. B &, i &
W 2% 1 451 J2 BOEORE DI 25— D IR EE. IR T A KL B &5
A IR 225 O 244 11 3 28 4 1) 45 7 — 30, AT 55 2 R
BT J2 B R o ) i o AT B WY or 2R A 55 i TR
A 22 0 28 A 1 22 R P 46 o B A6 AL v T 2 e
Ye il N T e — 2B 4ERE. L AR 1
X1 B A 55 Ty O A 8] )2 B o 4 B
PREF 0 By A28 B2 X7 5% . BREF B9 I Ghit 2% R B

min Z CE(y,softmax(W! X0O,)) (D

He(x,y) € D AW EMIZGENE D, O, FR
BERIA SR § A2 BAER AN « B RO WSS i A
W 265 2 B AR ET 19 2880, s CEC+) #l softmax ()
e 7R A8 U R EORT I — K48 Bk B A A g T
Xt 35 4k B I B A B R AR R R R S
B, o — I AR AL AR 5.

I ERET T DLPEAL B AR IE W s AT I 2 B
% 8 R T A A BT B A R AR I

. YRS BT R A AT DLGE I A A 0 R UL 5 B
A2 B )RR A BT IE H AR DA A A7 7] 8 A
3.1.2  HET I E B A E AL
XA IR A (2, y) € D, P42 W 25 850 i 1 )22
B2 5 7 R I A i R A Ok 1 2 B TR Ut
AR 9 B AT EOR PG ARA 1 BA J2 B TE
P25 X 2% 1) B, HG b e T A )2 BEIA O 2
B 2 B 2 S5 15 5L AT IR A 34 BE WL AR 1t 40 A A PR o
B A B AR AT LI B AL AR X E AR A P R S 8O
A5 15 B IR ARD L T ke R A AR R 2 B A
THRORTEE. SR 55 B BE X S8 0 6 T15 47 iR %L
(score function, Xt ZLLISR bR £ A A6 5D 1 7 25
s() =V, logp(y|O (2)
F=E,, [ Vlogp(y|0) Viogp(y|HT] (3)
Hdpr,sCoO 1 R %0 BT p (v O SELF
ST AE DR
TR Mg, B 55 D& 1 g Mgy
SHENTHEEFSHEZENE. HEMEME S0,
T EF B

F:Eualogp(az\x;@) ) <alogp;(y9|f;§) )T] )

TESE R R F L A 28 N 28 AR 1Y) 22 S 5 B & 5
EGBHEMENXTAIUTEITEAR. X T PR
2B S S H0 0, A ORI A B A B9 R AR Sk &
HAE 45 2 W EE AL IR A ) 28 05 BAE AR .
Horp W HIRE WS, (2,9 MEEREH K B P ag—
AREA.

ARIE X — R B 2 B S B H &
SN ESEBENESE, Mol @ AR
i+%::

f(S,-,I):‘é%‘Ef(@,x) (6)

9€S,
BRL 2 By 2 5 (5 B B L %2 BOAE A IR
U gy o Hp ) T B RO R T AR S L
TR B R [ BB 2 B argmax (f (S, 20) 4 &
RG] (s y) BB RE )2 B, B0 1 58 48 Hh i iR
T 25 ) 2 I A ) I i S A B
=173 W U 7Y (T E2 30 - hreg
WA R ENMh Mg 0 R HZ)JZBS ~SvEe0,
FARBINGE D, A RFES] D,  BRE G R E
W A RARE WL K2 B E S A £CSa) , tpE
JZ Bt arg’max(f(S,,«r))
/ /P 45 A A
1. ¥R R SR W] ~W



1418 it " . 2 i 2024 4
2. FOR e=1,2,,E DO 220 100 5 A8 R 15— oL b T A
3. FOR x&€ D, DO =1 ?I‘T%Wﬁ%ﬁ
4

¥« WA E W% AR B& 2B O ~Oy

5 MR (D5 B 5 pR 2L
6. TR 44 4% BT B RAR ST B 5 W ~ WK
7. END FOR
8. END FOR
/ /W S L
9. FOR B€ D, DO
10.  WRIEREITHE B K ZEHNEEEMAS 2
UL EALE B argmax(f(S; ) Az B
12. END FOR

HIEEE
P A B B RE B R 2 B S AN 2 B, Bl
T TR 2 B S5 S I — S i P 8 A e —— %R T
KB TE %2 B )t 25 S s DT DR TIE B A5 8 43 2%
SE AR . SR . B TS [R) 08 B R B8 R e R U
FARFMBEEZE, hEBAZBERN—MH T &K
K IME S TF 5. 0 T P UE 55 TR0 AE 101 2 v 119 1 50350
R A 7 1R e SR B A A
AT X AEAAT DL R 2 0 A8 AT i i 5 B U
it DA SRR 8 o AR v AR e i S R

R = B

M2 #TBERER

3.2.1 AT MR

TR — /N P 2 I 25 A e HL e R Y
T3 2 000 2 5 D e ol 28 0 45 114 )2 B KT Ao 22 4
2% 1 B R P AL B S5 A0 A — S AR DG PE L — A
I A TR S5 T LA S MR R 2 IR 4% R L L
ORS00 L TR I X 1 28 28 B 05 b g
LS AREGIA BTt b T I 45 K5 A A R X
P EFRET H IR LRI [ SR MRS 9 B2 0. SR . oh T R
PR TE B AR A AR 7 A 4 % 3 B R AR AR 2 6 7Y
TC R 2 JL - AN AT BE S8 B 5 T O M o 22
25 AL 1 AR A BB 08 IDUAT R AT MR 9 K O ) 4
SRET R SCR I T — P TE M B R T A A R Ty
FMAE 2 PR DT R BN G E NS ETHH

3.2

T

5 A 0 ) 025 6 0 B 0. 7 5 g O
DLW FHES 1~ A T 3838 BG4 T
WK E

il W AE R T %2 R

/I B

L AN T S TR 55 53 SR W~ W

2. 4% DS RIS DA S D

3. FOR e=1,2,---,E DO

4 FOR z€ D, DO

ik 1o - (1-7g7 ) /B A s i
BB A0 T4 1 (O)

[@2]

6. FOR ;=1,2,--,M DO
7. LS 6 o BB SR A (2 L)
8. A AR 2 R 2 A2 B A O~ Oy
9. R QO AT 5 & % )2 Br i A 24
TR 4 UL O, )
10, R (LD SRS j ERO#% :CE,
11. END FOR
12, BAFAHES LKD) CE
13, REEHEE A (O 1 B ARA KB W
14. END FOR
15. END FOR
/A E B
1

16. LA A G| Wiz Al AE 200 T 45

17.FOR ;=1,2,---,M DO

18, 7E D X 200 AS4h T 2544 BEAT I 15 7

19. END FOR

20. B3 HE 4 5 8 BN T S5 M9 G

AR SR FH A 28 0 288 45 R 18 2R b i T A 2 T B 0T
B Ceel) 1 J5 3 S 4 R 40 T 45 4. an &l 3, b
T EH A BT SHE ST . WG I, BT R R
ARG B — A A B AT [l TR ER B AR B Y R R
3 Yk AR K B ] Y 02 58 06 &R (A B Ak
(IS E DRSNS A LR TR S e
MESE T B A AR iz L B

vi:2n077'n(e(j.;> (v;))

J<i

0

RGBT

FITRERL TR

B3 AT EMERRER



6 3] TR A - T S E T B R e M A e Rk 1419

norm () = ——L&= (8)

PR norm Co) X A ZEAT TARMELL s e CoO AR
KU A o AT 2GR, e RS
TIBS UG X 1.3 X3 HAL, 1 X 1,3 X3 A ]
XA 3 X3 e Rt AL . 3 X3 - Bt Ak, i A5
SRR 24 B A R S R AL AR D
Wr

e(j,”(x):Znorm(gk(x)) (9
P

Hrp G COpE s iz—.

B A BT B i R O HLT AT A (R Y
5D B PR (concatenation). b T 45 ¥ 48 & 19 H Ax it
I N TR B R Y B — % TR D s
A RIR IR AL FAT S5 R T k.

H1 78 320 G B0 5 v xE DLICAE 248 1 A B A ER
i AN SOR T TC B 1 07 MRS T HEAT S5 A R I
138 3BCHE DL 19 JG th B AT 55 » o T P 5 e % 1) £ 5
SR X (Gigsaw puzzle) 35, Xt 4 T 247 I
Gi. FLATIT 5 D 25 30 5 v W46 1) P 4508 0 47 0 J
TG AT 55 Ak TR Ol i 15 U000 FEUR 35D SR T e
R A 25 [0 2 A TR0 v 7 o 2% o 4% 455 TR0 9 47 4 I
e B Z By A G E— A 2% 2 B i i i)
H WA U FF IR AR B AM T . b T Mk 28 4
I IBURH B AR AL & 5 33k 46 5 ik 0 — 25 g A B G
B S5 1 oy e A b ST R AT SRR

U (O =W*“XK"?(0,-1) (10)
Horp O M 2855 i — 1 A2 Bef i BIER
MEBREA U CORS i D Z B A2 4 T
e i 1 G AT 55 A TN 45 R W O I AT 55
(953 285 19 250 o (G) AU R Mz 5 P Bl A ) 10
TSR s T K CoO AR T A iR s
(1952 G iz M s A PP A BUREAE 1) 2o A

TEAR R B B I ZRAb T 1 H AR & &0k

min CE(y,softmax(EU,»(O,fl)) (1)
i=1

Wer(g) W

Horp, y (R TCHTBHT S5 A sl A bR 28 . W e n(§)
JE WAl R 1 v 32 5 BT 6 i SR

TEAR R AN T B Berg il b, b T L OnEE B iy
18 TR A BT B A R O T 5 A B R B L BT
(92 AT U . AR SCR T 5 SCHk 38 1AH W) 1y il
FE SR o AR G B v AR AR T A B AT B A

P 7 5 9 R e R L TR 4] u‘lﬁa@wﬁ

ARG REALXT AN T B BEAT AR - DR B 200 A1 R 45
S50 FATIEAL X 200 A7~ 00 2% 45 449 7 TG i B AL 55

ERERE Ik I T 2R A PR RE BT I T A5G R
NI R B RN T 2544, i 3 A 25 09 1R 47 . 58 1%
T PAH G T AL SR B S A BT 5 X
R 1245 K A H IS A R R 1 A TR B OA AR
fiE s T Bl T TC B 43 AT 553X ol il SO U AIE
(4 BE T ks A B 4 e B AR AE A W 1 IR oy 54T
S R
3.2.2 JETANT WM A MR
BT RGBT R, FRAT AT LR

BT SRR 2R R 4 AT A R B B M TR G R
IBAT YD O B R IR RE AR (s ) s AR SCRE 7 3
it O 0 5 2 B O T B 2 B A i A PR E1
T RN TS DA vl ERCRE R PR R A o 5 AR
2 B A B AT A O RN T A R AR A
JZ B 4 B AN R TR 1K1 B BT
(Y DC L. 2 T35 3 A m] e m Oy

O/=0,+K9(O.-) (12)
Hr i:arglmax(f(s, L)) REE 3L T EMN K
()RR ) B 2 B O S BE RS 0 2 B A i
K9 O D) RANT Wi th, O BRI 5 0 2 Be et
02V W e 2 S AR TR AT s 1 A4 JE DG T A il

16 52 3 A R R A 45 2k R B
min > CE(y,0) (13)

WEQ'(J._),)ED(,

Ho O AN T A AJG 2 [ 45 11 B 28 1

H T AH R 30858 o 4 T 78 G AT 55 R B
R TERE . X R B RENE N & A AR A SR I
I BRI i A PR A AR A BB TR AL PR IR R X
SEREAE I el B 255 o R A Bl T I % 1 i k= B
A R AT R AL B L 33ORE 1 — AP 0 B A [ Ry
RAT S5 7 HE BRI S o BETE 2 » il T Ik
TANT SR b 28 I 28 B Y 2 R 15 AL
X T R A TR A BTt R R — A/ N AN TR
2K G5 R I TG R R 2R T 2% X R OR IR AR 1 i
BEAFR 2 R 1 AR
3.3 #EmN

G b AR 2l i AR T B RS i
28R T N7 32 RE AE MACARE 1) 10 R AR B8 i o TE R 114 4
e BRI . 24 it 28 0 24 A5 70 350 28 (1] 52 B ) 01 2% PR BT
Ja o QR 288 3 0T 51 i I G B R A AN TR 1 A
B ] fEJCIE I 4 BT AR 1 2 5 Bk ek
PEAT B E A AME A2 O L AR SCHR H — AN fE i )
£ MRS B A A AP e TN 77 9 » (A 25 R i
LERASTTFEIE H T AT AR A ARG 1) £ 15 2o 2.

o 8 FH (6 70 531 - 58 3 G A 45 1 R A 4



1420 it "

Hl

2 e 2024 4

B 5 D TR 2 B A O S (B FRATT R BLAE
FERAE) L BB ) 2% 5 B E 8 L R, B
TR ) BUAS 5T B A 3 i 28 ) 45 5 R A7 A
T Bl o o o S A8 R A 191 AR 1T BB A 1 R BB R IR 1 5 2
CAn B A B SR ), S 80P 28 X 46 B B TG 7 TP A7
B IUCREAE. PRI, A SO LR R © A B A 1524 191 0
W —A 2o dm. X3 A W AT 05 2 1 R R 10
AJE TS5 P 5 AR R A A5 RE B o DA T SJA DR A 25 o) 2%
T R R A 0T R R AN T A AL

P Tl B A6 ) e 25 I 8 A AT AR A T AR Y
BATEE A RIS IR TH AR T ph 28 ) 2% 1S TR A I
BfAE )RR R AE B8] 1 11 9% 5 1 B M. 3k 2 i T LA
F4) B — A~ B i A K YN 2R — A [al 9 S AL 2 [m] [ 455 7Y
() ot 25 O 2 A AT P R T 28 0L s LA b 28 I 245 )23 B ) i
O IR % 2 B AR SR
fh. BRI S A SGER T — 2 288246 8 A
Y. 25 8 AFEAS 2o, [m] ) TR 5 S 0 ) A g A
RZ B 255 (5 EE

(S ) =ReLUWF X 0)) (14)

Hor pP (S, ) Sy o] U3 455 AU T A 4 A 2 B 0 7E B
Az B (G EAE, ReLU (o) Jhy £ 14 %% 3t ok %0,
WIe R E A B R S 80, Hob o i A4
BE O Nt 2 A RS ¢ J2 By it

[l BB N 25 07 ik an B8k 3 s . AE I 4R
A I RN

.
mine S (F(S, )= p (S, )t (15)
wE N =

Hrp £(S; x) AF A 6) T8 A 2 W 25 455 A
JZBAERAREA R x BT R EFEE, " (S, R
[ 1 TR 3000 1% %o I 1) 9% 5 15 B AE . N R BT 1 B
V2= BOECE S AR SCHE I 25 B SR B R 91 R 5 4 1R
905 £ A ] ) 35 308 A 3] )1 32 [l I A R
Bk 30 e A A g A A I 2
A :TFEENMEMBRET 0 kK& 2B S ~Sve
O FARZEVILRE D, AERFEB] D, | I8 I 458 70 1] 25
BIKE
s AR WE
1. WA RARE S8 W ~WE
2. M\ D, EE | D, | BEAS 4 BB % DY
3. FOR ¢=1,2,-+,E DO
4. FOR x€D,+D, DO
5 HRAE 6 FX ADIHE £(S .0 F p™ (S, 2)
6 M X 15) T H b o 5K
7. SR 11 45 4% TB BURAR S B W~ W
8. END FOR
9. END FOR

5 ] P A IR T Ay o 22 ) 28 A R A R B B T S
%ﬁaﬁﬁﬁéﬁﬁ%&ﬁ%m@deﬁ“®ﬂ

) >0) AR T AN 2 W 28 BERUAE Y Hi 4 AFEAR = |
(A 2 AN AT RE YL T RE M AR R T AN T AESE
arglmax(pm(Sg,x))fﬁfﬁiXﬁ,ﬁ\@ﬁﬁﬁ?$ﬁﬁ
R R E X A2 PR,

FEGI T TS B S R T AR S0 A
TRAE A %) i A TP BT o DL T A 22 X 2% 4 T ) A5
X — Bt 5 TE A IR BE M 2 % T 5 5 A 4 2 52
M) o AT 3 G P B8 5 | A O P a5t s A5 [ L 3% A pf 5
o 24 174 3 2o AR R QN BRI 4 TR A AR

Bk 4 Tl TN A P A Rh TR Y Bk
25 W) 255 4 P

B MRG0, FZMLENT K9 (o), Wb i

B WE W B B {E o 3 ARER

i HEFR LS

1. S A o 45 B0 b 28 o 2% 2 BU B O ~ Oy KISt p
2. ¥ O MR BT AL ARAE X AD IR p™ (S 20

3. IF Z[JH(S,,I)io /T Sy I R RE AR

4. Flop

5. ELSE //%ll 4 iR AL AR

6.  ENE)ZE B j=argmax(p™ (S, x))

7. HHEO=0,+KWO_-») J/ATHT

8 PLORERA CEEME)ZE j G A 8
B E R

9. i p

10.END IF

4 RELGITEEEMERE

TEATT o AT BB K 25 3 747 v i i 8 ) 4%
B2 AN TIRE R &I E 0 2 2, 25 Ml
FGEMER A, WA 1 PR IR ST E
WALE — AT AR R REIE T RS O
IS R 8 2 0 % 30 % o AEAE TR BE D St B
I FH Hf b 2 R 2 I T R R = AR bR AL
RS R A AR N ) 38 A T B 5 I R ) % A
BF AR SR 4 5 A SCRE B 52 T AR AR 2 1 I [R] 5
QuAe] e 24 b R AT R 2 ) 2 B I R A A RER R R TR
JE i G R B R R A RO [ L —.

4.1 YIEMTEHE

TERGAT R % sl R R RO L
ST A R BEHE BT R PR DRI b A 2% A Y S
i E FRAE v g )P 9 AR 3 A B R HE AT W 4G
LI I RV € AT g S = e i B R W P SRR



6 3] TR A - T S E T B R e M A e Rk 1421

P L2 W AR . 8 B B 4 0 £ T 5 3 R A U
S TR £ 5 00 R I S 1 £ i T 4. I
B AR SCHR U116 52 57 3% T LA i 2 ) 5 460
YRJF ST R BT 1A 1~ 8 47, AT M0 22 10 45 4
. P P LS A 1 R0 S U S RE R PR DA PR
IR G TR IR ¢ BN
) A AL AR G /N T M 2 0 2 A6
PRI 50— 45 BB 1 0 0 136 £ TF 64 B0 4 £ 3% 4 1 o
WD (W

TE 5 3 28 W B, AR SCHR 9 7 i T A 0
24 S JOT ALk B 558 01 iy AR AR SR 8 2 — 3 B R P i
TE B AR MR B T AN T 454, SR T E R IR RS T
I TR IE S G A L VI s B P B B B T A
(192 O I R 5 4 B0 VR R R . X AR &
PR R R R AR AT, P % BT B S A0
L5 B B5 T 1 B AR A AT £ £ i 3 00 v i L 35
B 2 BEATAN TR R RIS A E AN TR L A
A 8 2 . by T RO R AT RN TS R 1
%A BV R4 T Z AT % B A T
1 3 A 0 5 0 A KOO A R TR i R
FERY | D, | Ximg_size, A K K38 R 13 B (9 4 T 15 55
(6] 370 4% i 049 T 8. ot T AR SC SR T T A8 o 2 I 4 )2 B
SR — A TR 7 XL 18R G 8 R T RN
W | W€ G5 I /N T 1 28 19 245 B0, P i e 1348
3 9 TF 8 A X A8 /0N

R I, To AR R 4 N A A R R A T
23 K4 RN T A R R ] PRI L — L 2 ) 4
T 2 1 20 Lt T LA ST 20 I B R P A R o
RN T BIE5H XA 3 R BE 52 L R I 9 35 A5 A
K IRF (] F 4 . T — L3 4 B S AR )L T B A
18 22 ) 10 R T 455 e Xl 25 19 4% R 434 1416 42
4.2 BEABEREEENHNENEK

P TN T AN R I R R L HL T 1) A% 4%
Y T 7 09 17 i R0 B 9 U 20 . 3k ol 15 )1 5 1
AT L7 B 0 JEAT AT B A D S R
1.2.1 hguBes

Y LE 13 25 3 ) FE kR T X bl 28 I 4% 6 TR AT A
S I o T ) 9 A ) 0 AR 1 A 2R (13D A
2 C15) e YN 2 b T LA B i B T5T 000 A6 ke o i ] 0 A5
TSR T B B R RS ST 2 45
SE AT 4 M TN £ 4% SR SR T RN TR 7 A
AR [ 45 56 16 SCPRis 17 . 1] BE & Il AL A
8 A T A e 5 ) T g R 1) X R BLF
I T B AR — R R AR AN T B

FUE A% A 3 10 5 SR AR 91 A9 35 L T R 3 B e o)
FURAT X B R AR AR 4R BOA RO B T A BE IE B
M AEA b O S 1K 5 BOTE 52 e A
25 ) 45 AE HE S JFAC T DL IE A 4 2R AR AR B R b
T B TR AT G O i ) B DR A 45 2R B X A4 )
R — Al DR 7 SR AE AN T B R B B S| d A
AS AR SE R BRI ] ) N R e 22 ) 2% 1 TS Wi A
(9l AR A Do b T 2547 U 5. 1210 G ik A7 18 2
I AT K R g AR B 00 ASE e e i I
SO HEAT 1 B8 R I I T 0 ASE B A W S R A 451
{19 3 30 S50 12 A 25 0 5 i » T A 300 2% i WA SR 31 Y
FEGREEG Do X 26 5ot — & I R b T A5 X A
WNGRT7 20 A T AT LA fih 51 25 S w4 e J9T 3000 A6 e
RPN IE B REAS o BT 27 > B A5 X AR AS By i
TR 3R 3 L JBE S i B 28 44 295 458 70 7 5l R AR
RS BT R A 30 G v 18 AR A 2 T 45 TR, B
S EE AR T B 9 B 0 A i 2 8 B AR Y
O A 4 e 0000 5 e A% i (] 4 v o B 4 T 4
DO IWEL SR B AR D YN ZAh T

DL K ) 28 CL5) DI 2 55 i 0 00 A e w14 [ 0 A 75 s
() . GBS B 4 2 T AE D B A I S R S
AT O T &R S R .
4.2.2 HFARhooumis e

MERYE A0 ity X R 2 & AT AR B T
AT R A AR B s o0 v R AR A TR e AR
B A5 R A AR DN 2 v A% Han [0 B0 Hhoc s RERT X RN T
RIS e 00 A e AT N 5. A DI Rk, m] A R S
A B A A S AL BRI PO R IR RS S
SRR T s B 190 00 455 e 6 B0 0 v 08 2
B £ T8 O S 6 B RE AR J B T i T A LA
TN S A T CIW | W € G e [ T 455 B
g DR (D0 (WE | ) % 16 58 300 4 st (99 JF 4. 76

Kot v i BRI R4 T 50T B AT L2 AN T B
A 3o R A N ) O O RN 5 f) O A L AE AR S
SEHER AR 5.5 WA HE— 2P B X LA A SR T L AE
o r o v 18 52 W] RE S ORI A S8 OB L HL Y A
Sk i L BR> AT R Z2AT 55 Ak B AT RE S A s
O 55 53 T IR 7 14 DRI R

TR JBE A 22 10 245 A TR A 30 5% i 0 2 I DAV R 3
B2 M Bk 5 PR,

BiES WELZITRBEIMER L

HA 2 R 0,7 15 25 B 48 D, Jo bR 25 PR 5 4L

YREE D, FE R FEBIEE S D, 25 B I 25 1
i < MR PR B R A S PO 2 0 2 e A 2 O R
/IR B B R 0 o)



1422 it "

Hl

2 e 2024 4

L FIAA bR LS D, G 2 1 45

2. FIURISEEE 1M 1 2 8 47 A7 4 2 I 45 4 ik
/ /0B B B CROHE Hh 0 i)

3. FURA M 2 RN T 454

/A R B B GBI v 0 i 3 4 3 B R
RS 3 U e e T A B

5. R R OB 5E D, | 075308 Bk 5 A B 4B DY
6. FOR e=1,2,---,E DO //INZ#T

7. FOR (x,y) € D, +D; DO
8
9

>

IR (12) 5 B AR R 5
R REE AN T S8
10. END FOR
11. END FOR
/BRI B B G
12, F RS 4 1o AR 70 4 3 ) 45 SR

5 XKBWHH

A1 N ) P L S A0 AR B S AT S 5 0
E - 3% 26 R AL T 4 R B S AR T R T BB AR TE I H
SR X S IG 1 H A A2 TE AL A 28 I 2% 76 R i
Gyt S gk 2 B A 5 DL S A S
B 0 2B ob R v I 0 P . TR AT A SR e X B S G
0 UE AR SCH ) (918 52 30305 1 A 80t R e] AT
5.1 SEIR¥HE

AT E SR A TF 8 d 4 CIFAR-10 #1 Tiny-
ImageNet I YIZRFEAE R TS S 5 4 D,. Bk
Fevd, Ff17E CIFAR-10 Filll % T : AllConvNet™ |
Wide-ResNet( WRN-40-2) MV Hl DenseNett ') =4~ #ifi
Z M4 78 Tiny-ImageNet 1|45 T MobileNet- V2
W 265 . AR SCE e SR G 1 5 9RO S 1
AR FEA T 15 FAE IS A 16 TP AEFE 1 AR g7
BT 52 2% 1) B S SR PR 5. 3k S M 7 4y 1) Oy < e 3
A (GND | BOkE M A (SND Bk b e 7 (IND) | 3 4
B (DND B BB (GND iz S OB (MB) | 45 iR
(ZB) . FH LW 75 (SO) | 7 VR e s (FR) | 25 /5 M
(FOG) |5 MR (BR) % b BE I 7 (CO) | i AR
JE(ET) 8 F 4k (PL) 1 JPEG FE 4 M 75 (JO). & Fp
AR MRS AL & 5 A EH SR FPOEE A
F18) MR 75 G L X SR MR R AL T 1 AR LR o 4 8 b i
G%F REAT: 55 7E L 2 S 2 B T A TAT G 7 Bk AR

S S TR AL B S S R P Y T A
A FRATBENLIAE T — 2 1 e S B A1E N D, 5
— PGB T 000 I R AT b T 2 R T R
F MR LS R FATT I — 25 2 1) A5 o il TR —
AN A3 TR AR B, DRSS DL SR 46 2 Y I GR AR 9 D,

(HH ,CIFAR-10 # 5t 100 4>, Tiny-ImageNet 1 B
2000 ™). FoAth 1) B 1= R 451 0] B A7 B8 VE i 4,
FOPA ARG A I SR DA () R A 1 150 L ¢ 1.

Fx1 NXBBEPHHEIREGH

g 7 CIFAR-10 Tiny-ImageNet
2% AllConvNet WRN-40-2 DenseNet MobileNet-V2
GN 6960 4894 5609 17065

SN 4859 3557 3978 15738

IN 5381 2935 2477 16686

DB 1762 1252 1093 15765

GB 6761 4319 4896 16400
MB 2443 1704 1514 13815

7B 1975 1516 1409 15095

SO 3255 2230 2153 13595

FR 3647 2326 2285 13068
FOG 2732 1750 1708 13301

BR 1613 1177 1110 12474
CO 5403 1874 1909 17441

ET 2523 2215 2128 13162

PL 3312 2854 3177 11935

JC 3386 2904 2966 11876

[FI RS o 1 i — 20 36 ik A SC i 2 Oy 15 7E 55 B
NG SRR ROR . AT TR T — A
PR LS AR B A 4R L T AT TR I R SR B 1B
P45 b GOk R F LATON-400M H 4 451
R A1 CIFAR-10 4 48 o 19 -+ A 28 531 A 7).
LATON-400M J& — >R B i1 [8] 30 2 8 5 5 i 46 £
BT 4 A FL LR KON LA AR SCAS RS
138 2 R 19 7 8 5 75 N LATON-400M w31 3 1
PXEEE 5 B ] Clip Retrieval B819Y, DL OG B
“cls with (snow/rain/fog+++)” 7 LAION-400M %%
PRI R o ols By CIFAR-10 ARy 2851
ZFR. AR 2 R FRATT O e 3 4664 A5 A
P FLSE AR AR BOIE AR I 4 s . 52
BTSSP P 68 5 8 P AN T ik A 3l 4 b iy
PG 2 FLS2 55 T B A M8 IR 45, T DAAG: 56 A S e




63

TR A - T S E T B R e M A e Rk

1423

$& T LA SE BRI 3 5 v AR
5.2 HiEXH

BT 5 FATSE B T AR B o0 g %) b2
W26 BEATIE I FTE. 3R 2 JBOR T SE b B B KL
Wi S RN SR BB BATBCE AN T A Al 5o

WRBON 4. R AT AR SR = A de WL A9 T8
W B AT 55 SR X W0 46 b T BEAT I 2R L 20 351 Dy« 0 PRI 1R
e e £ BE P 4% b AR i T 45 0 0 9 B 1 )

(jigsaw puzzle)®,

®2 EBIE. BRRKUERE
— . YR58 ¥ (epoch) ] ]
B Y b iities CIFARTO  TinyImageNet AL 58 . SGD
Y 22 0 2 o2 I 2 B0 B 300 200 S —0.9
22 9 4 R ‘ﬁ%ﬁﬁ% 30 10 SR 5 X 10
T 85 K% AT 4 T B 20 10 sy 0. 01
I 5k o T EPEEES! 5L RE 1)+ 35 43 51 K ) 800 20 o
A E2 Y WREF T SRR 91+ i U A JE AR £ 50 20 ARFRIB I 2]
5.3 HHEEX 5.4 TMEgEXTEE
AL T P IEAER L S A SR IE 2 T 5.4.1 HGABPREE R — RS NER

BT X b s — 28 o ok Bl R AR AR O AT B0 1 5RO
Tl B 1) 45 1) T 12 (CutMix™* il AugMix™) 5 o5 —
280 BRAT 1 22 ) 2% 8 B 33k (FSGMix™ il Deep-
Repair'™ ). 755 i 28 J5 ik v, e 58 51 14 45 152 B AR A
JFRRE—F A T HMIAMEME. X FEefa e
O B AR A R B R A R R I S v i LA
7 15 2R I Gt 48 ) 445

- CutMix, F3=20.38
v AugMix, F35=26.14
-+~ FSGMix, F#1=22.35

---o-- DeepRepair, “1-#=31.15
—8— K3, F#=37.38

(a) AllConvNet_CIFAR-10

GN'SN IN DB GBMB ZB SO FRFOGBRCO ET PL JC
LRt

-4 CutMix, “F#=25.57
—r AugMix, S-34=25.29
-+ FSGMix, “F1=31.67

—0— A, “F=34.37

--e-- DeepRepair, **3]=32.23

(c¢) DenseNet_CIFAR-10

&l 5

T 22 P 2% 0 1) 30 kS AT AR S — T A IR I
I AT P 2 B0k AR SR HY 9 A8 52 00 0 ) o
ST TR I H T I ih o 22 19 265 194 i DR A 1)
CGHEBR 1T I B oA 0 1048 52 T ol 422 19 245 11 1 1 ¢
JiA L Y E AT T3 KA R 5 R,
TE GBI b0 0o 28 o 28 A5 00 v L A SCFie Y Y
TR PIHORE TR e A AR SR R B TR R A

60

A
GN SN IN DB GBMB ZB SO FRFOGBRCO ET PL JC
e 7 2R Y

-~ DeepRepair, “F3#]=31.93
—O— AL, TH=35.13

-4 CutMix, “F3=25.29
- AugMix, “F15=24.20
~+-FSGMix, “F#)=28.71

(b) WRN-40-2_CIFAR-10

GN SN IN DB GBMB ZB SO FRFOGBRCO ET PL JC
gt 7 28 Y

- CutMix, “F#5=20.92 -+~ FSGMix, “F+J=19.96
o AugMix, TH#=21.24 —@— A, F)=23.26

(d) MobileNet-V2_Tiny-ImageNet

PRBE PAE A B — W S I o 2 248 S L A B DR A1) 0 1 4 Y o AR R



1424 it "

Hl

2 B 2024 4

AR 5 T BRI A2 2% AR 1 A AR 35 T
AL IR A5 AR B 0 3 9 A0 L A R T R RS RN
P A AR SR R A b AR SO B A2 S HER R R
PRAEH o, BE 28 5 SRR RS ] DL A 19 B2 L o o
E s i 7 SR AT A RS &2 (NS FE IR S L 3X
S I8 75 AR B 6 T 2 i 1 D TR TR 8 1) R A
XA, A L T 78 CIFAR-10 %4 4 b 38 B i 4 1)
HEMEF % (DeepRepair) o 4 3 i 4 J5 25 1) 7 34 1 1
RIFET 6.64% & 20.00% ; £ Tiny-ImageNet |
(AugMix) AR TFHIFEEIRE] T 9. 5100, ik B 5L 5 2% L
FH AR SO A D7 I AE 18 5 i S v p 28 ) 2%
B B S 0 O H L RE A5 4R TR 1) S S 1

5.4.2 MBS M ARBESNER

FATI L T HW BB A 2 A R
L 25 P22 ) 2548 52 00k i PR RE L SR AN IAT 6 B
N SRR AE R RN AR SCHR B DT AR G R O T
BORG T Bedr 9 45 28 5 Al SR e S A A L AR ST 7
TR R R AR THIE BE 29 2500, X R BT 2R R
B AL 2% A 1 SRR T B 2 I L — 25
H RN T BEAT B R M S8R 2 A BT T B (H AR SO
(1 775 35 7 W 75 ol I B v I PR 2 R B R TR ME
. XSS AR AR ARSI U5 A S 2 1 WS B
B3 v e % S L M 18 02 30 % i 1 il 4 0 2% A T L 4 v
Hooy v L.

40.46

39.34
6

L ISELEN
(a) AllConvNet_CIFAR-10

B oM BBEEE FSGMix RN A
HEEE AugMix EEEE DeepRepair

4 H15F

32

2 3

34.37

g P AR

29 30.28

B CuiMix 888 FSGMix RN A3
EHEH AugMix B DeepRepair

4 é%ﬁlmﬂl

(b) WRN-40-2_CIFAR-10

2 3

404 37.91
35

LS

B CoMix R FSGMix R A
HEEE AugMix BEEEE DeepRepair

4 é%ﬁlmﬂ‘

(c¢) DenseNet_CIFAR-10
Bl 6 FREE ) I AE7E 22 Bl RS 1) L B 2 I 2% 08 B2 TS, 7 4 DR A ) T 0B T Y o o 26

5.4.3 TEELEGHBE

AR AR B LM B R 1) CTFAR-10 (1 54 4
IR A = A BE . AllConvNet, WRN-40-2 Al
DenseNet [# £ fiff 5 43 5] 24 54.44% ., 59.35% F
58. 85%0. FHXl X — A A AT BB AT T B A,
IS B TR Y S A 25 R EE R 7 R T
S UG AE S i RS S5 B30 A X 55 80 8 031 5 1 1Y)
YIGEEA —E 225, X B 2 hEH % Jh
SEHE 5. 41 W EBSEBE N RS S BER
E S EUR L B 5 M R AL 1R iy

30

B CuMix BE88 FSGMix N A
HEHEHE AugMix B DeepRepair

DenseNet

AllConvNet  WRN-40-2
B 7 ESAMFENELEG . MEMEBE G, E iR
e A B oE R R

A —E TR ARARSC $E M8 S L =AM % 1
WA TR ORIt — 2 RE T A SR



63 TR A - T S E T B R e M A e Rk 1425

P EAE SE BRI 3 5 v i A R
5.4.4 BERJEEIRIE) B R
D T IR AE BT B P 2 e 2% A TR ) 5 R VL R
AT e 00 35 4 A A e 7 0 K 2 CHE B T
S BRI R A Rt X Mg R E B R R M
BERIPEAT T I, SEIR S5 R WA 8 Fr R » AR AE I
P 5 rp il BB A M A I 18 02D 110l 2 T 4% £ ME 1
AN — R T B A SR 7k P &2
AR B A 3 B e
MB__ FOG

(EAHE AR - B P 22 ) 28 E R R R e AR
ST RS HEAb 5 1 22 18] 04 P RE 22 B ST 2 i 4 R
X UE B 3 5 B — A S B PR B A AN T A A
T DA i 7 S £ ) 245 A6 45 ) A A s S B
e A R Z Ak R 25 R RN A S T R AE B AL
Je R TN L J B H R G 0 5 R 1 BE S B L b X
7 A7 R PRI R Al X R 18 A AR R A LS
PRIE b Al RE2 S INARSE AT 5E  BE NS S L Ak PRI A
I M R 3 G0t AR G A B A R R AT S

GN

CutMix — DeepRepair CutMix DeepRepair CutMix DeepRepair
AugMix AL AugMix V. '8 AugMix A
—— FSGMix ----- T —— FSGMix  ----- T HiE —— FSGMix  ----- T

(a) AllConvNet_CIFAR-10

(b) WRN-40-2_CIFAR-10

(c¢) DenseNet_CIFAR-10

8 B S5 Pl 2 I 4 A TR Y 5 R T Al

5.5 BESHMEFHESM
5.5.1 BRI

e 2 frows A SCER M B ik — 6 5 AR
ety AT ISR, Forh, M 28 R 4% L ERET IR 6 4 T
(1 VI G5 A T 2 R A 491 3K B8 A58 e T 7 98 2 i B
FJa SERVHEAT YN SR T 24 5 SRR 11 3 2R B 4 1 s
Frad A P B R J - AR SCH 9 07 ik R I
5 g e TN A5 e i [T AR O R T RS 1B A D
2 R 2. FRATTEC T v 0k B SCER H A
S 28 A8 S S TR AR AR Y L R AR SR O 2
Jits BB I [R]L 45R WIE 9 R, 5 24 2
ZINERE I G5 1) 5 T A8 5 B30 3 A B AR SR B B T A
AR RAE GG - K52 10 min 14 i} 8] B AT 45 75
PEATIE R X RIS T ik HA R B =
T8 T SR R ) A Y A A SR N

10° R BETEBUETT
o Jm=CutMix == FSGMix = zixj‘c‘
107 AugMix == DeepRepair
B
lJJR(lO
Yy
AllConvNet WRN-40-2 DenseNet MobileNet-V2
2 X 248 50

K9 Bk X L

[l AT HL AL 1 4518 S L A 18 52 i 22 ) 2%
S S (o FH B DI R A e 2R 3k 3 . ki
LTRSS LI T 2 Bl R 1) 15 i i K5
— B FH T D o 8 T 2% T AR ST R 1 T ik R
o P SR 91 R /0 5 s Bl 4 P I RE AR . X AN A
KRR T A SCT7 W5 WA B[] 38 A% 1 A8 34 %
e B A ST B A7 A AT BT 8. A SO 5 ik
M R B e PN GRAEAS L A Rt kb T8 S 0 7R
Jiv it i B B[R] IE PR T8 S A v . X O AR BT
U2 PRI 1D G IR0 T BEAT R A T i 2 4R 1 1 5
EIbEv N

*3 BEEEMRAINGSELRHENL
BRI R AR AR

o PR mme A HBU%
AllConvNet 2847 94. 32
WRN-40-2 CIFAR-10 50100 2675 94. 66

DenseNet 1682 96. 64
MobileNet-V2  Tiny-ImageNet 102000 5495 94. 61

5.5.2 #RFEITH

FT T 2 v A A T U A o 4 ) 2 A
WS HC AR h LT MG B R, &
ARG )G B R 0 G, AL Z R AR SR



1426 it =N Bl 2 Eild 2024 4

f4 75 1 0 SR D 0 2 RO A5 R R AT B E AR RE.

T TN A SR [l U A TR RN T i 2 i i 5.6 RO

K AR TP U H EAL RIS 5.6, 1 ANT R B AW R A S

B R H HI T 208 AR 10 Y AR 5 ) o A 08 PR BE AP i
TERBOL R PR e i ok R 5 1E b T 4544,
PRLIHG 5 7S SCR TG W B AT 95 A M) 30 35 o ) i A

x4 BEHEMAINGHEREENLL

. A AL SR
PR smRM SN WS R TR T AEWTIL %8 B A T
e o o 0T 5 oIS LA R« BB 0 4 G )t A7
DenseNet 0.77 0.18 76. 62 B T i 094 B oy 2R AR 55 RATHEAT T R B9 52
R o - %o FeMABIEAR T HBLAN T 100 4~ T4 Of

SRR L A SO R BT oy TR X BN T AT OO M AT 55 R B O AT 55
SRR WA T 91 94Y. AR g R gy WU BRI L3 2 o i G R BRI BT T
KA FF15 E AR A P 35 b T 4 A TR T B IR, 2RV 3 2 500 1 b 5 S
A [ e 0L 42 7 T b 0 2 M g P R B A ORI RTINS TR T U R UK Oy 5. B A Ab
HE BRI SHC A SO B T B BT TR LM R AR 10 . P E
i PR F R4 [ I R A T DRI M e I BRI B ON (A B PR IR DL s U 45

= N =70

£66 E48 E69

Y 2 268

B e B-47 B

&5 R 2R67

= H H

¥n X1 X166

£ 65 g4 b

R ‘ ‘ . [ENDCG=091 R R65 ‘  [LNDCG=0.92
81 8 83 84 & 54 56 58 60 62 72 74 76 78 80

A WBHES IR /% AW BHES PR /% B W BT S FwErf = /%
(a) AllConvNet_{% &4t (b) WRN-40-2_ = s 75 (¢) DenseNet_ 25 1 7

10 Fb T 4548 23 i 22 A W A TG B A 55 DI R ) e o At o3

AT AT DL 3] b T LE P AT 55 b Y HE HAUCEASSRR ) T 0. 8. 3% IF B 1 i b F51 ) 5 B
R E AR DG e, A [l 405 0 il R R B OE. R A A5 R A
FATEIHF T PIAAT: 55 19 W il 58 22 18] /9 4 v AL I 411 5.6.3 Pl MZAE 5 5 TR A HE B X L
23t 25 NDCG(Normalize Discounted Cumulative HXTTEERE T AllConvNet W 4% 14 25 55 vh 12 7E
Gain) ™™ Z 46 b5 HI T i 5 HE )5 45 3 (ranking) 2 [f] e R S G O L B 12 o TR S R RS R AR Y
AR D o B B 3T T 1 DU AT 55 10 A 3 4 FEUEST 1 AugMix 18 52 5 1 flt 2 I 45 455 10 1 AR S
JPil—3 nTLLE M BT A SR 1) NDCG HE S Frd i 07 28 5205 i 22 0 28 455 7Y 1) 3 3 4 1.
T 0. 9. X Af LAIE B 78 T B AT 55 AR Y #b P 12 Iz s TR A7 A8 v 00 R 7 ()5 D0 1 o P 6 e 050 0%
THEMEEWRERAN RS PRSI MR  BEIEM SR AT S 5k A T8 R 1 3h P Can il
R, BIVERE % DRH 005 i A R B IBCHS A RORLE A IR VA . A A SO 48 19 53005 A A [R) Y a3
5.6.2 B TR AR B AT R A3 B B HAB 5 i 2 ) 28 76 K 2 808 0 CRe il 0 )
N ERTEE TN RAEA R B o T XATES R BL RN ED b M RE AR L X B AR SO R Y
FIERIAEBIR X I3 RE ) 1 11 JoR 1l e s BTL BB A% A0t Ak 26 I 2% 1) 43 S T f 1
1 ROC ’l £ LA KOk g i) AUC 8. A< 3T FH e 93
DU A 7 2 R Lo o b 19T 00 AT BE Y A R A, R 2 6 HiEKREE
HOHOL T H AUC (Y% T 0. 9. RV 7E S A F Y
BT Bl an7E AllConvNet 5 #13# i 57 3 I 75 ARSCHRM T — R T AN TR 2 M B T



6 34 TR A A T ) % o Y B T 2 R 48 AT A 1k 1427
L0 —oNAuC=1to0| M0 ] [—GN, AUC=0.99
—SN, AUC=0.99 —SN, AUC=0.98
,0.8 —IN,AUC=0.99 | ,0.81 — 1IN, AUC=0.99
£ —DB,AUC=0.87 | £ —DB, AUC=0.91
& —GB,AUC=099 |& | —GB, AUC=0.99
206 —MB, AUC=0.94 | £20.6 —MB, AUC=0.95
£ ZB,AUC=0.95 |2 || 7B, AUC=0.94
ol —80,AUC=092 | &, 80, AUC=0.95
=0 FR, AUC=097 | 504} FR, AUC=0.98
E —FOG, AUC=0.93| E —FOG, AUC=0.94
Eo2 —DBR,AUC=0.80 | &5 —BR, AUC=0.90
=1 —C0, AUC=0.97 “1 —CO, AUC=0.98
—ET, ;\\gg:o.% —ET, AUC=0.93
- —PL, AUC=0.92 , —PL., AUC=0.
0 02 04 06 08  LO|-—JC AUC=0.87 0 02 04 06 08 10 71;& ’ Q(%:(?. 9947
False Positive Rate False Positive Rate
(a) AllConvNet_CIFAR-10 (b) WRN-40-2_CIFAR-10
1.0 - 1.0 -
—GN, AUC=1.00 ‘ 7 —a -
—SN, AUC=1.00 fé’ﬁ 2‘%:8 9988
0. —IN,AUC=0.99 | 08 — 1IN, AUC—=0.98
£ —DB,AUC=0.90 | % e — DB, AUC=1.00
& —GB,AUC=0.99 | & —GB.AUC=0.99
£0. —MB,AUC=0.95 | £0.6 —MB, AUC=0.99
= ZB,AUC=0.96 | 2 7B, AUC=1.00
g —SO,AUC=094 | ¢ “ —80, AUC=0.98
20 FR, AUC=0.97 | "50.4 FR, AUC=0.98
3 —FOG, AUC=0.94| 2 —TFOG., AUC=0.99
&, —BRAUC=083 | &, —BR, AUC=0.96
: —CoAUC=097 | OF - —CO, AUC=1.00
— ET,AUC=0.87 —ET, AUC=098
| —PL, AUC=0.97 - — PL.AUC=0.94
0 0.2 04 06 08  LOIJCGAUC=092 | o 0.2 04 06 08  LO—JC AUC=0.07

False Positive Rate
(c) DenseNet_CIFAR-10

11

KHL 0.01 0.14 0.07 0.06 0.00 0.02 0.02 0.22 0.04 0.6
B 0.030.02 0.04 0.01 0.01 0.04 0.00 0.12 0.24
L% 0.07 0.000.81 0.19 0.21 0.06 0.13 0.01 0.02 0.00 0.5
jﬁ' 0.01 0.00 O.O7OA09 0.06 0.09 0.01 0.02 0.01
ES 0.4
¢
<38 0.01 0.00 0.19 0.21 0.02 0.13 0.02 0.03 0.00
g1 0.01 0.00 0.07 0.09 0.24 0.06 0.03 0.02 0.00 0.3
L4 0.03 0.01 10.30 0.17 0.04 0.05 0.01 0.01 0.00
0.2
B8 0.01 0.00 0.07 0.15 0.19 0.04 0.03@0.01 0.01
ﬁ 0.11 0.01 0.05 0.04 0.05 0.01 0.02 0.000.07 0.1
*'E‘E 0.03 0.09 0.03 0.05 0.02 0.00 0.03 0.01 0.12
0

CHLRE S M R R B B RE

TR 51
(a) AugMix

[ 12

5 B AP R O 0B S A i G L YRR
5B 18 5T A RN G S e 2
2R ANTR] A SO T vk AR T RN T 5 5 RE
PR 1o R BB B8 v Y i 2 R 2% 1B SR R
AL A A A A R e T = A 2B B %
DR AE T AT DA 10 G017 i 32 AR PR AL i 48 52 55
Ik G 10T 22 [0 2% A R R AT ST 3 AR IR 5
Wr. 8 it 2 4 S g U L AR LA O M S B R
i AR SCHR 197 3 T LR S 4 1B SO » R it
KRR 10 5 3 57 D BERAG SZ F it 19 I 5 0T 4 RS
HITH.

B T AT 3 B o BATT o0 A 1 P A VR AE DL

False Positive Rate
(d) MobileNet-V2_Tiny-ImageNet

B T A58 e By ROC iy 2

KL 0.01 0.05 0.01 0.01 0.01 0.08 0.02 0.7
R o.oeom 0.00 0.01 0.00 0.01 0.00 0.07 0.1
0.6
0.04 0.21 0.08 0.16 0.01 0.01 0.00
-
F1iq 0-04 0.00 0.06 0.13 0.18 0.12 0.02 0.01 O. 0.5
# ;
ﬁ i 0.05 0.03 0.15 0.04 0.01 O. 0.4
ﬁ-( P} 003 0.00 0.05 0.12 0.100.05 0.03 0.00
0.3
[ER 0.05 0.01 0.21 0.07 0.27 0.15 0.23 0.01 0.00 0.01
21 0.04 0.00 0.04 0.03 0.11 0.06 0.010‘00 . 0.2
{8 0.19 0.01 0.02 0.01 0.05 0.01 0.01 o.ooo.05 01

0.01 0.01 0.01 0.01 0.01 0.08
N
T

() A3

Wa8009 0.07 0.01
TCHURE 5 A

5 19 AllConvNet [ 44 75 i i W 7 g A L 9 98 9 48 [

M5t (D ZH G kS5 wssh. m T
PREE R BRANK A A B A5 AT RE T B A R & A
TERE LTI 5 AT i A b AR SO B
7T R T e 5 D DR AR A 1 BR 5T A
Z M 2R SR (I 0 BB A R 55 5 (2) SE AT e o 4G
Yy R AR 451z B T o A AOL £ AL R
Gevh R HL g RE R AR G R Y R B A I i
s S5 5 B A T R R 0 4 2 SR A% I
Ab BRI P B IR NG LR M B 25 1 B W sl 4D FT
RERZMA LA™ 3 BOBE AL 2y SR 45 L . AR SCd iy
WA A2 D7 I8 T 28 5, 0 B AR R R i 1 22
P 2 A58 AR LA PR A A S A 55 Rk FRAT g it —



1428 it

s

i 2024 4F

AR HA T A B R U [R5 I A 52
P i 3 5% v b 47 0t — 22 A B

[1]

(2]

(3]

[4]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

2 % x ™

Eykholt K, Evtimov I, Fernandes E, et al. Robust physical-
world attacks on deep learning visual classification/ /Proceedings
of the IEEE Conference on Computer Vision and Pattern
Recognition. Salt Lake City, USA, 2018. 1625-1634
Schwinn L, Raab R, Nguyen A, et al. Exploring misclassifi-
cations of robust neural networks to enhance adversarial
attacks. Applied Intelligence, 2023, 53(17);: 19843-19859
Zheng X, Fan Y. Wu B, et al. Robust physical-world attacks

on face recognition. Pattern Recognition, 2023, 133: 109009
Hua H, Li Y, Wang T, et al. Edge computing with artificial
intelligence: A machine learning perspective. ACM Computing
Surveys, 2023, 55(9): 1-35
Laskaridis S, Venieris S 1, Almeida M., et al. SPINN.
Synergistic progressive inference of neural networks over
device and cloud//Proceedings of the 26th Annual Interna-
tional Conference on Mobile Computing and Networking.
London, UK, 2020, 1-15

Yu B, Qi H, Guo Q, et al. DeepRepair: Style-guided repai-
ring for deep neural networks in the real-world operational
environment. IEEE Transactions on Reliability, 2021, 71(4) .
1401-1416

Hendrycks D, Dietterich T. Benchmarking neural network
robustness to common corruptions and perturbations//Pro-
ceedings of the International Conference on Learning Repre-
sentations. New Orleans, US, 2019 1-11

Ren X, Yu B, Qi H, et al. Few-shot guided mix for DNN
repairing//Proceedings of the 2020 IEEE International
Conference on Software Maintenance and Evolution. Adelaide.
Australia, 2020, 717-721

Zhang H, Chan W K. Apricot: A weight-adaptation approach
to fixing deep learning models//Proceedings of the 2019 34th
IEEE/ACM International Conference on Automated Software
Engineering (ASE). San Diego, USA, 2019 376-387
Sohn J, Kang S, Yoo S. Search based repair of deep neural
networks. arXiv preprint arXiv:1912. 12463, 2019

Dodge J, Prewitt T, Tachet des Combes R, et al. Measuring
the carbon intensity of Al in cloud instances//Proceedings of
the 2022 ACM Conference on Fairness, Accountability, and
Transparency. Seoul, Republic of Korea, 2022. 1877-1894
Kurakin A, Goodfellow I J, Bengio S. Adversarial examples
in the physical world//Artificial Intelligence Safety and Security.
Chapman and Hall/CRC, 2018: 99-112

Huang J C. Program instrumentation and software testing.
Computer, 1978, 11(4): 25-32

Fang Y, Li W, Zeng Y, et al. FIREPruning: Learning-based
filter pruning for convolutional neural network compression//

Proceedings of the Asian Conference on Machine Learning.

2020: 385-400

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

Wang Z, Li C, Wang X. Convolutional neural network
pruning with structural redundancy reduction//Proceedings
of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition. 2021. 14913-14922

Wang L, Dong X, Wang Y, et al. Learnable lookup table for
neural network quantization//Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition.
New Orleans, USA, 2022, 12423-12433

Zhang J, Zhou Y, Saab R. Post-training quantization for
neural networks with provable guarantees. SIAM Journal on
Mathematics of Data Science, 2023, 5(2): 373-399

He Q. Dong Z, Chen F, et al. Pyramid: Enabling hierarchical
neural networks with edge computing//Proceedings of the
ACM Web Conference 2022. 1860-
1870

Lyon, France, 2022.

JiaZ, Lin S, Qi C R, et al. Exploring hidden dimensions in
parallelizing convolutional neural networks//Proceedings of
the 35th International Conference on Machine Learning.
Stockholm, Sweden, 2018. 2279-2288

Goodfellow 1 J, Shlens J, Szegedy C. Explaining and harnessing
adversarial examples. arXiv preprint arXiv:1412. 6572, 2014
Tu Y, Zhang B, Li Y, et al. Learning with noisy labels via
self-supervised adversarial noisy masking//Proceedings of
the IEEE/CVF Conference on Computer Vision and Pattern
Recognition. Vancouver, Canada, 2023: 16186-16195
Hendrycks D, Zhao K, Basart S, et al. Natural adversarial
examples//Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. 2021. 15262-
15271

Zhong Y., Liu X, Zhai D, et al. Shadows can be dangerous:
Stealthy and effective physical-world adversarial attack by
natural phenomenon//Proceedings of the IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition. New
Orleans, USA, 2022. 15345-15354

Tian Y, Pei K, Jana S, et al. DeepTest; Automated testing
of deep-neural-network-driven autonomous cars//Proceedings
of the 40th International Conference on Software Engineering.
Gothenburg, Sweden, 2018 303-314

Tang S, Gong R, Wang Y, et al. RobustART: Benchmarking
robustness on architecture design and training techniques.
arXiv preprint arXiv:2109. 05211, 2021

Devaguptapu C, Agarwal D, Mittal G, et al. On adversarial
robustness: A neural architecture search perspective//Proceed-
ings of the IEEE/CVF International Conference on Computer
Vision. Montreal, Canada, 2021 152-161

Yue Z, Lin B, Zhang Y, et al. Effective, efficient and robust
neural architecture search//Proceedings of the 2022 Interna-
tional Joint Conference on Neural Networks. Padua, Italy,
2022: 1-8

Yun S, Han D, Oh SJ, et al. CutMix: Regularization strategy
to train strong classifiers with localizable features//Proceedings
of the IEEE/CVF International Conference on Computer

Vision. Seoul, Korea, 2019: 6023-6032



63 TR A - T S E T B R e M A e Rk 1429

[29] Hendrycks D, Mu N, Cubuk E D, et al. AugMix: A simple
data processing method to improve robustness and uncertainty
//Proceedings of the International Conference on Learning
Representations. 2020. 1-11

[30] Fang Y., Li W, Zeng Y, et al. PatchNAS: Repairing DNNs
in deployment with patched network architecture search//
Proceedings of the AAAT Conference on Artificial Intelligence.
Washington, USA, 2023, 37(12). 14811-14819

[31] Cramér H. Mathematical Methods of Statistics. Princeton,
USA: Princeton University Press, 1999

[32] XuR, Luo F, Zhang Z, et al. Raise a child in large language
model: Towards effective and generalizable fine-tuning//
Proceedings of the 2021 Conference on Empirical Methods in
Natural Language Processing. Association for Computational
Linguistics, 2021.: 9514-9528

[33] Liu H, Simonyan K, Yang Y. DARTS: Differentiable archi-
tecture search//Proceedings of the International Conference
on Learning Representations. New Orleans, USA, 2019: 1-11

[34] Ren P, Xiao Y, Chang X, et al. A comprehensive survey of
neural architecture search: Challenges and solutions. ACM
Computing Surveys, 2021, 54(4): 1-34

[35] ChuX, LusS, LiX, etal. MixPath: A unified approach for
one-shot neural architecture search//Proceedings of the
IEEE/CVF International Conference on Computer Vision.
Paris, France, 2023. 5972-5981

[36] Liu C, Dollar P, He K, et al. Are labels necessary for neural
architecture search?//Proceedings of the European Conference
on Computer Vision. 2020. 798-813

[37] Zhang X, Hou P, Zhang X, et al. Neural architecture search
with random labels//Proceedings of the IEEE/CVF Conference
on Computer Vision and Pattern Recognition. 2021. 10907-
10916

[38] Bender G, Kindermans P J., Zoph B, et al. Understanding
and simplifying one-shot architecture search//Proceedings of
the International Conference on Machine Learning. Stockholm,
Sweden, 2018. 550-559

[39] Springenberg J T, Dosovitskiy A, Brox T, et al. Striving for

FANG Yu-Chu, Ph. D. candidate. His
current major research interests include
model compression, neural network on

the edge. neural network robustness.

LI Wen-Zhong. Ph. D. ., professor. His main research
interests include distributed computing, data mining, mobile
cloud computing, wireless networks, pervasive computing,

and social networks.

simplicity: The all convolutional net. arXiv preprint arXiv:
1412. 6806, 2014

[40] Zagoruyko S, Komodakis N. Wide residual networks//Pro-
ceedings of the British Machine Vision Conference. York, UK,
2016, 87.1-87.12

[41] Huang G, Liu Z, Van Der Maaten L, et al. Densely connected
convolutional networks//Proceedings of the IEEE Conference
on Computer Vision and Pattern Recognition. Honolulu, USA,
2017, 4700-4708

[42] Sandler M, Howard A, Zhu M, et al. MobileNetV2; Inverted
residuals and linear bottlenecks//Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition. Salt
Lake City, USA, 2018: 4510-4520

[43] Schuhmann C, Vencu R, Beaumont R, et al. LAION-400M
Open dataset of CLIP-filtered 400 million image-text pairs.
arXiv preprint arXiv:2111. 02114, 2021

[44] Radford A, Kim J W, Hallacy C, et al. Learning transferable
visual models from natural language supervision//Proceedings
of the International Conference on Machine Learning. 2021:
8748-8763

[45] Buckley C, Voorhees E M. Retrieval evaluation with incom-
plete information//Proceedings of the 27th Annual Interna-
tional ACM SIGIR Conference on Research and Development
in Information Retrieval. Sheffield, UK, 2004 . 25-32

[46] Duan Y, Liang L, Tong X, et al. Application of pipeline
leakage detection based on distributed optical fiber acoustic
sensor system and convolutional neural network. Journal of
Physics D: Applied Physics, 2023, 57(10): 105102

[47] Che Q. Wen H, Li X, et al. Partial discharge recognition
based on optical fiber distributed acoustic sensing and a conv-
olutional neural network. IEEE Access, 2019, 7. 101758-
101764

[48] Wang Fang, Xing Ji-Chuan. The influence of soil tempera-
ture on vibration signal in the optical fiber warning system.
Optical Technique, 2016, 42(5): 420-423(in Chinese)
CETI TBBE)N]. H3R XA TE RGP RAE S HE
M. AR, 2016, 42(5); 420-423)

ZENG Yao, M. S. His main research interests include
neural network compression, edge computing, and neural
network robustness.

ZHENG Yang, Ph.D. His main research interests in-
clude testing, monitoring and repairing Al systems in ICT
and automotive industries.

HU Zheng. Ph. D. His main research interests include
software reliability, reliability theory and ah-hoc networks.

LU Sang-Lu, Ph.D.. professor. Ph.D. supervisor.
Her main research interests include distributed computing,

pervasive computing, and wireless network.



1430 it "

Hl

5

i 2024 4F

Background

In recent times, there has been a notable increase in
deploying Deep Neural Networks (DNNs) in typical edge
computing environments. Given their wide-ranging applica-
tions in safety-critical fields like intelligent transportation, it
has become crucial to address the robustness and reliability
of DNNs. Typically, DNNs are trained using pre-collected
datasets before being deployed in real-world edge environ-
ments. However, the runtime environment often contains
unforeseen noises and scenarios. In complex edge deployment
environments, neural network models are susceptible to
producing erroneous output results. Consequently, finding
ways to use error samples collected at the edge to repair
deployed neural networks has become a crucial research
focus. Existing neural network repair algorithms typically
require training and updating the entire model, leading to
increased training and communication costs in edge computing
scenarios. Furthermore, the difficulty of repairing a single
model significantly rises when edge nodes are geographically
distributed and exhibit diverse environmental conditions.

In this study, we propose an efficient repair algorithm
for DNNs on the edge. We first identify the faulty stage of

the neural network for collected failure samples by employing

neural network instrumentation and finding the stage with
the maximum Fisher information value. Next, we introduce a
patch, whose structure is discovered using unsupervised
environment inputs, to be added to the faulty stage of the
DNN to correct its output. Additionally, we incorporate a
fault prediction module to anticipate potential failure samples
for future inputs. allowing the patch to intervene during runtime
inference. We analyze the training and communication costs
for the entire proposed repair algorithm. Extensive experi-
ments using 2 datasets with 4 network models demonstrate
that our proposed method significantly outperforms other
repair methods in terms of effectiveness and achieves excellent
repair efficiency.
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