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Strong Privacy—Preserving Scheme for Exact Multi-Dimensional
Multiset Similarity Threshold Queries in Single—Cloud Environments

LI Shun-Dong DU Ji-Xin WU Chuan-Yu YU Jia-Tong
(School of Computer Science, Shaanxi Normal University, Xi’an 710062)

Abstract  Set similarity queries have broad applications in the Internet of Things (IoT), but since
they only allow each element to appear once, their expressive power is limited in certain
scenarios, failing to describe complex phenomena. In contrast, the characteristics of multisets
enable them to more comprehensively describe complex applications, thus enhancing the flexibility
and expressiveness of data. Therefore, multiset similarity threshold queries are more practical in
real-life applications. With the development of cloud computing, outsourcing data storage and
querying to cloud servers has become an attractive option for data owners. However, this data
outsourcing poses a significant risk to data privacy. To protect privacy, data owners must encrypt
their data before outsourcing it. Conducting similarity queries on encrypted data is a challenging
task. In cloud environments, privacy-preserving query models for multidimensional multisets face
several significant challenges. One of the foremost issues is the inefficiency in multidimensional
data processing. Existing solutions, which are typically designed for single-dimensional datasets,
require separate query on independent datasets. This approach not only reduces operational
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efficiency but also exposes privacy, as it may inadvertently disclose failed query types. Another
critical challenge is the vulnerability to frequency leakage. Unlike set queries, which focus on
verifying the existence of elements, multiset queries must manage occurrence frequencies. Even
when the content is encrypted, frequency distributions can reveal underlying dataset
characteristics, enabling semi-honest participants to infer raw data through frequency analysis.
Furthermore, high computational complexity remains a significant hurdle. While current
homomorphic encryption schemes effectively protect set operations, such as element presence,
they fail to jointly protect both element content and frequency without imposing prohibitive
overhead. Finally, traditional similarity metrics like Jaccard or cosine similarity fall short in
handling multisets, as they ignore frequency differences. This oversight necessitates frequency-
aware adaptations to ensure accurate threshold queries. To address these challenges, we propose
a novel solution that incorporates several key innovations. Our approach begins with a Jaccard-
based multiset similarity protocol that includes lightweight query tokenization, enabling client-
side efficiency, and a redesigned frequency-embedded Jaccard metric that reduces computational
complexity. Additionally, we introduce a 0-1 encoding and Paillier based multidimensional
protocol that enables basic cross-dimensional queries using compact 0-1 encoded vectors and
facilitates parallel processing of heterogeneous data, such as vectors and keywords, within a single
execution. The protocol also leverages Paillier encryption to prevent distribution analysis and
incorporates a unified framework that eliminates partial-failure leaks. Our framework represents
the first practical solution tailored for single-cloud IoT environments. It ensures end-to-end
privacy for datasets, queries, thresholds, and access patterns. The security of the system is
formally proven using the simulation paradigm in semi-honest cloud environments, guaranteeing
that it can support dynamic data updates without compromising security. Additionally, the
framework natively extends to cosine similarity metrics, addressing the inadequacy of traditional
similarity measures. This work establishes a new paradigm for privacy-preserving complex data

analytics in resource-constrained cloud environments.
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RN
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b A AR J6 2R B L BRI AR TRAT
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DOH ZEAE

My ={q1,@>s @3, G35, G5 } »
Mz:{qn(lqu%’ (15}’

M, ={ q1s 425 445 G5, (16}0
QUMEEIRYE Y={q., ¢: g, ¢s } FIAHLIE K

?%?I‘Eﬂﬁrz%z%é@%i%o 12t

Q:{([h ([19 ([29 (139 (13, (14, ([4, ([5, (]3},
Q=S r=9.
(L) DO —FidEkicZ B Q,

Al Tk
— ——

Q: ql"“vql9‘"9 (J/n"',([/e °

ZN RS

A
RIEH QTIITREEN M . RN IR A
— A ME—BIAREAT . RS S EERIR N
Q={q1: 42 G5 1> 45 4o G- G5 0o
Horpr, BN JEAG TT R DL BB B AAT o
FR AR 4. 3. 1954 M A0 s Ry 1) &, 4 g, € M, W)
vy =1: 5 @ M(1<<j<< ), M v, =0,
DI I ) i VR
{91593, Qi @5, gs ) SM A v = v =0, =0 =
vis= 13 { g2 ¢, @1, @5 @} E M1, W, vp=vs=
Vi — V19— 0o
R ERTR AR F & V.V, Vi
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BifiJ5 &% 46 QU
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Cuy=uvy+ -+ v=2
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O CL=00" 0,=5, Co=>" V=7,
Co=> Vy=T.
2

élﬂ:(:%'fzga'Cl:vag:gﬁ%’tH

C,=4X3—5X2=2=0,

C,=2X3—=7X2=—8<0,
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VU3 L A A A 22 AR O M
DO FI B SCE I ik 31 2 H AR 1R B, IR 9
Ak B i g O RS, AN AR 55 A CS. B 1A
BT — 2 2 AR B (A 1) 07 58 # [ i 2R A
T TR B .
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hERZHEG=]1, 2, -, n). HE-TEHNZL
G

iRl Zemaingsik

A« Paillier % 13 & 4t 14 A 81 pk, DO % A £ & %

M(i=1,2,,n).

it wscm (v, ], [[v.]] - [V

1. forie {1, «--, n}do

2. forje{l, -+, 2} do

3. DO encrypts v, by using pk to obtain ciphertext
element [[v; 1].

4. end for

5. end for

6. Output ciphertext vector [V, ]], [[V.]]. -+ [[V.]].
Y={((3.01). 2 (3 t) )01 004,
AR = ST

T2

(DR T—Ficikkic B2 E5E Q. /I

Q—{ql’”"ql"“’ q/z"“’qk} (12)

)
DO Q FISCHE T & O M o 4 V. I
SRR KRS
Vi_(vil? Uizs ***5 Uiy Uya+1)0 °" " 'U,-(A;,)) (13)
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1

e
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0, o,&EM,
1, o0,&M,

(2)24 QU AHEAT i /2 551
{M|J,(M,Y)=t)NO,= 0O,

(1<) (14)

A<j<(A+h) A

IZ}U —
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Bh=50fHc=""=".
To 3

(LDDO SR QLR EH 47 - 1A
TCRAA —DIME—BAR AT . HFidn T a2 A
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O ITTREH G . 155

O
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HAF. BEJE
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[[V.]]: QU FA %5 CS, CS i QU /s i
pgr i [[vi ] [[vel]s - [[V.]).
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B HAEWIER Y RTHETHE WS ES, HFHE
TR ) B TR Ce
(3N TR DO Y QU M HIERAE , QU it
T%Fﬁm%ﬁa[(a,»>0),ﬁ%:[[@+ a[]}#ﬁ%?ﬁD()o
(4 DO W 5 QU % Kty % s [[CH [ ¢+
o] | A FHRLG s Xt BLHEAT A4 o 5 20 M 25 45 SR
1125 QU
GHQUA A Cl+ a,— o,= C..fH DO RHI
I8 C 5 o BB, HA S R WA 2.
TE 2 4k 22 B AR (A 7 38
(D CS 17 it % scm & [[vi]], [[V2]], -
[[V.]]o QU 4% CS, CS I QU B/R i fi
g [[v.]] [[ve]] - [[Va]]s
Bik2, iz EEARRNEL
WA QU At il Z H A Y, CS i A% I it
(V3] [Iv]], - (V1]
it : QUM S& ML HAE Y AU K T5% T H
HeMZHEEM,
1. QU logs in to the server using a password
2. C Sdisplays all ciphertext vectors [V, ]], [[V.]], -+,
[[V.]]toQU
3. fori€ {1, ---, n}do
4. QU selects from the ciphertext based on the query
multiset Yand computes [[C,]]

5. forje{l, -+, 1} do

6. calculate | A N B:

Lo el ]

8. ifg,€Y

9. Replace U’U(,Hwith [[1]]to get [[v,}ﬂ
10. end if

11. calculate | A U B

12. [[(;2]]::[[223171@0}]

13. end for

14. combine similarity thresholds ,, 7,:

5. [[e)]=ea] <[ - T

16. using Paillier homomorphic property :
17. [[¢]]=][w:Ci—.Co]]

18. QU selects a random number «; (a; =>0)

and computes:
9. [[en]=[lcI]x ]~ (¢4 a]]
20.  QUsends[[C/]]]=[[Ci+ «]]to DO
21. end for

22. forie{1,2, -+, n}do

23. DO receives the ciphertext
[[C,’] ] = [[Cf + a,ﬂsent by QU and decrypts
it using the privatesk, returning the decrypted
result C/

24. QU receives C/ computes::

25. if C/>=>0

26. computes C/+ o; — o, = C,
27. end if

28. end for
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(3)QU BEFEHANLEL o, 15«
[[ca]=[[cI]x[[a]]=[[C:+a]],

(LDODOWEF) QU % e ity 3 3 [[ €] ] AL
sk AT TR 45 R CIR 145 QU

B)QUIE| C/JF1H5E C=C— o 1F B A
Erif4h

Z Y 22 E AR AR B (B A 1A 7 R S I 2 RE LA
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[[e]l=led] <[ = c.]T"

[Len]=lle]]x([[a]]=[[C+a]l.

DO 25 R R % %5 QU QUL €= C/—
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M, i 7T
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CIMNM,| D5 ooy
=y _
2]_:1'01]'\/7}2]

"M UM,
zq,e()min<M1<%‘>’ MZ(%))
zq,eQmax(Ml(qJ, M2(qj)>

", 289 0-1 4% » Jaccard AHABL R 1A TH A 2=
HAEIRE,

6 TTERIESN

AR 38 S BRSNS B I AR SR AT AT
IFh g2 R

ATV ANM T 2 5 BUAT B B AL R AR AL
5 (B 25 16 7 R AEA TR BEXT LU L SRR 7E AR SO HE 1Y
Ty R — A TE AR R B (B A ot v [ e 2%
&2 Yt 2 F AR AU AR U () BB RA Y T4
1 T2 07 58 EL A8 T ™A% 1) 42 4 P T SRORTRE HL Ak bk
(T REFRIE , 1X 8 R AN T dht G b 25 5 ABSMTHY
o B AR 2 M SR s T Re Rt 1 O R T T
AEXT EL  BEAR A HIR A KA. SR, b TS
P T B S IA RN ES FRATER TPt T
TEAH B RAEXT L o

TEARSCE i E XA %[ 11,22, 24-28]
HEAT ARG B AT R AR R AE PR MESE & T A AR R
JEE A V) R 0, AR SO 9% 7 — 2 s 2 Yk 2 F 4 A
R (359 /A 1) () R0, BUAG 7 28 JC 16 ik R A SCHR s 1)
[ AR SCE Sext 5 R i SCERC 11 T T A
53 HT

SCERLLL 25 8 1 BRARA DR 1 — i Am AR G 1 AH
IR 5, 0 % B A B2 HAEMN L.tk
A A Z AR B I DL W] g e f AL R
AR AL A v [

AN SCRE L1 T A8 75 S8 A DR A SR H 1) B A
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Background

Set similarity queries are vital for IoT applications, enabling
data—driven decisions by evaluating dataset relationships. Cloud
computing advancements demand scalable techniques for real-
time big data processing.

Cloud outsourcing offers cost-effective storage and
computation but exposes sensitive data to provider access risks.
Robust protection mechanisms are essential to prevent breaches.

To protect sensitive data in cloud environments, encryption
serves as a fundamental safeguard. However, performing efficient
similarity queries on encrypted data presents significant
challenges, as traditional set-similarity methods cannot be
directly applied—encryption inherently obscures the underlying
data structure. To overcome this limitation, methods must be
employed to enable accurate similarity assessments without
compromising data confidentiality.

Existing research has proposed multiple cryptographic
approaches, including homomorphic encryption and secure multi—
party computation (MPC). Nevertheless, achieving an optimal
balance among query efficiency, security guarantees, and result
accuracy remains an open challenge. Some methods provide
strong security but suffer from impractical computational
overhead, while others prioritize performance at the expense of
rigorous privacy protection.

A demanding scenario involves multiset similarity threshold

queries, where duplicate elements complicate comparisons.
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Such queries—for instance, those based on the Jaccard similarity
metric—require to determine whether the similarity between two
multisets exceeds a predefined threshold. Current solutions often
fail to address this effectively, highlighting the demand for novel
methods that simultaneously ensure provable security, computational
efficiency, and practical accuracy in multiset operations.

In this article, we present a privacy—preserving
multidimensional multiset threshold query scheme designed to
address these challenges. Our approach builds upon two key
protocols: multiset Jaccard similarity threshold query protocols
using 0-1 encoding and the Paillier cryptosystem. The 0-1
encoding method ensures that multisets are represented in a way
compatible with cryptographic operations, while the Paillier
cryptosystem allows secure computation on encrypted data,
preserving privacy throughout the query process.

Building on these protocols, we propose an privacy—
preserving exact multidimensional multiset similarity threshold
query scheme, designed for use with a single cloud server. This
scheme enables queries to be executed on encrypted multisets
without compromising data security. By combining cryptographic
techniques with querying protocols, our scheme offers a practical
solution to the challenge of performing similarity threshold queries
on encrypted multisets in the cloud.
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