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Abstract The TweGIFT lightweight tweakable cryptosystem, proposed by Chakraborti et al. in
2021, aims to protect the data security of Internet of Things devices in smart cities, intelligent
manufacturing, and smart agriculture. TweGIFT is the core block cipher for LOTUS/LOCUS
and ESTATE, which are candidate algorithms in the International Lightweight Cryptography
Competition. Hence, the research on the security of the TweGIFT cipher is significant. The
TweGIFT lightweight tweakable cryptosystem adopts a substitution-permutation network and
consists of two versions: TweGIFT-64 and TweGIFT-128, whose blocks sizes are 64 and 128
bits, respectively. Its key size is 128 bits, with 28 or 40 rounds of encryption and decryption. It
has perfect diffusion and compatibility and can resist many types of attacks, such as differential
analysis, Boomerang analysis and collision fault analysis. This paper advances the miss-in-the-

middle statistical fault analysis (MSFA) of the TweGIFT cryptosystem. Based on the ciphertext-
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only attacking assumption and the random nibble-oriented fault model, the MSFA relies on the
miss-in-the-middle strategy and statistical fault analysis by injecting random nibble-oriented
faults, collecting faulty-affected ciphertexts, and analyzing statistical properties to recover the
secret key. This paper designs two novel distinguishers of Cosine Distance- Hamming Weight
(COS-HW) and Cosine Distance-Maximum Likelihood Estimation (COS-MLE). The experiments
consider the deepest injection rounds, the number of faults, the success rate, and latency to study
the performance of the new fault analysis and distinguishers. The deepest injection rounds is the
deepest position where the attacker can inject the first fault. In fault analysis, the fault injection
of shallow rounds can only interfere with local operations, the influence range is small, and the
key information obtained by the attacker is limited. Deeper injection rounds will spread to more
critical operations along the path, significantly expanding its propagation range. This diffusion
effect enables attackers to collect more intermediate state information related to the key, thus
improving attack efficiency. The number of faults is the minimum required for retrieving the secret
key with the maximum probability. The smaller the faults, the better the attacking performance
and the distinguisher, the success rate refers to the probability of recovering the secret key.
When the rate reaches no less than 99%, the attacker can recover the secret key in most cases.
Latency is the time required to retrieve the secret key using different distinguishers. The
complexity serves as metrics to assess the computational time and total data processed required
for recovery the key. In practice, latency and complexity are important indicators for measuring
the performance of fault analysis and distinguishers. It only requires 132 and 184 faults to recover
the 128-bit secret key of TweGIFT-64 and TweGIFT-128. Compared to traditional statistical
fault analysis and classical distinguishers such as SEI, HW, MLE, and WD-MLE, the MSFA
method and two distinguishers of COS-HW and COS-MLE, together enable deeper fault
injection locations, reduce the number of faults by 77.77% and achieve a success of over 99%.
As a result, the miss-in-the-middle statistical fault analysis threatens the security of the
TweGIFT lightweight cryptosystem. This study focuses on novel ciphertext-only analysis and
contributes to advancing further research on lightweight cryptosystems.

Keywords lightweight cryptosystem; TweGIFT; miss-in-the-middle strategy; statistical fault

analysis; ciphertext-only fault analysis
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128 o =254 . 0x0123456789abeedf

R Al FHEESHTERE TweGIFT-128 fRZK 10 LR =AM BN R R R

—_— W #/ % FEHT /ms
SEI HW MLE WD-MLE COS-MLE COS-HW SEI HW MLE WD-MLE COS-MLE COS-HW
1 0 0 0 0 0 0 62.82 82.50 84.53 82. 35 82.82 82.04
2 0 0 0 0 0 0 55.47 87.97 82. 81 87.65 89. 22 87.03
3 1.05 3.41 1. 00 10. 89 0 0 72.81 92.50 86.72 92.50 93.59 93. 44
4 3.23 3.05 4. 19 28.71 0 8. 91 79.07 97.50 91.72 97.50 96. 41 96. 88
5 3.33 11.18 10. 19 0.99 0 0 95.00 101.72 96.72 100. 78 100. 78 100. 93
6 6.17 19.19 7.29 9.90 27.72 27.72 100.93 106. 56 100. 46 105. 00 105. 31 105. 16
7 10. 03 19. 20 17. 28 26.73 36.63 53.47 102.19 110.47 105.79 109. 69 109. 53 109. 06
8 15. 29 30. 45 34.55 25.74 34. 65 23.76 108.75 114.53 109.53 114. 06 113.75 112. 97
9 25.25 36. 36 41.41 42.57 39. 60 60. 40 113.60 119.38 115.00 118.91 118.91 117. 65
10 22.22 45,45 36. 36 49. 50 32.67 58.42 114.84 123.91 118.43 122.97 122. 81 122. 34
11 19.19 47,47 44, 44 76. 24 75.25 57.43 112.19 129.37 122.19 127.50 127.66 127.50
12 33.33 55.56 54.55 75.25 45. 54 67.33 122.50 133.44 127.04 132. 34 132. 35 132.03
13 34. 34 61.62 64. 65 72.28 64. 36 46.53 122.03 140.79 131.71 137.19 137.18 136.57
14 43.43 55.56 76.77 78. 22 56. 44 85.15 138.75 143.28 136.41 144,37 141. 41 141.72
15 38.38 76.77 58.59 94. 06 85.15 78.22 150.31 147.81 140.15 145.78 146. 25 146. 41
16 46. 46 68. 69 71.72 91.09 79.21 92.08 150.78 152.35 144,38 150. 78 150. 16 150. 78
17 52.53 81.82 74.75 92.08 78.22 74.26 130.94 156.88 149.69 155. 00 156. 40 155. 94
18 60.61 91.92 84. 85 82.18 68. 32 81.19 139.84 161.25 154.22 159. 68 159. 69 158. 90
19 57.58 85. 86 83. 84 92.08 78.22 79.21 151.88 167.50 210. 47 163.91 164. 37 163. 91
20 63. 64 89. 90 82.83 93.07 93.07 93.07 158.90 171.72 192.50 169. 37 175.79 167. 96
21 72.73 87.88 86. 87 82.18 93.07 87.13 159.22 175.94 196.10 173.75 179. 84 173.13
22 70.71 89. 90 84. 85 93.07 87.13 88.12 147.97 180.62 201.87 177. 34 185. 31 177. 50
23 71.72 88. 89 90. 91 94. 06 84.16 94. 06 154.06 184.53  204.37 183.59 191. 10 187.66
24 79. 80 88. 89 94. 95 93.07 81.19 99. 80 155.00 188.91 195.00 186. 56 190. 46 186. 87
25 67.68 91.92 93. 94 89. 11 94. 06 — 169.38 193.60 213.13 195.63 192.03 —
26 83. 84 88. 89 95. 96 94. 06 83.17 — 169.06 196.80 235.62 195.63 196. 25 —
27 83. 84 96.97 93.94 89.11 99.01 — 172.34 201.70 234.84 200. 15 199.53 —
28 81. 82 94. 95 91.92 89.11 — — 165.63 203.10 246.56 205. 32 — —
29 90.91 93. 94 94. 95 99. 09 — — 152.03 206.70 232.97 209. 68 — —
30 95. 96 96. 97 94. 95 — — — 170.94  212.40 254.69 — — —
31 88. 89 97.98 97.98 — — — 182.03 220.70 280.93 — — —
32 89. 90 97.98 98.99 — — — 193.91 225.70 287.66 — — —
33 88. 89 97.98 99.23 — — — 193.12  230.50 274.68 — — —
34 92.93 97.98 — — — — 162. 66  238.80 — — — —
35 90. 91 99.15 — — — — 190.15  247.60 — — — —
36 92.93 — — — — — 211.72 — — — — —
37 94. 95 — — — — — 210. 00 — — — — —
38 96. 97 — — — — — 208. 75 — — — — —
39 91.92 — — — — — 195. 47 — — — — —
40 92.93 — — — — — 214,37 — — — — —
41 95. 96 — — — — — 226. 88 — — — — —
42 96.97 — — — — — 228.28 — — — — —
43 96. 97 — — — — — 234,37 — — — — —
44 97.98 — — — — — 220.63 — — — — —
45 95. 96 — — — — — 216.72 — — — — —
46 95. 96 — — — — — 236.25 — — — — —
47 92.93 — — — — — 240.78 — — — — —
48 97.98 — — — — — 239.69 — — — — —
49 97.98 — — — — — 251.71 — — — — —
50 99. 25 — — — — — 253. 60 — — — — —

50 99. 25 - - - - - 253. 60 — — — — —
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® A2 HEBEERITEES T ERE TweGIFT-128 iR 42 L5 R = AR R TR KRR

- HF/ % FERS/h
* SEI HW  MLE WD-MLE COS-MLE COS-HW SEI HW  MLE WD-MLE COS-MLE COS-HW
1 0 0 0 0 0.99 2.97 3.83  3.47  3.08 3.38 1.71 1.73
2 0 0 0 0 3.96 6.93 6.85 6.65 5.93 6. 34 3.28 3.28
3 0 0 0 0 1.98 26.73 9.67  9.63  8.47 9.11 4.72 4.73
4 0 0 0 0. 99 3.96 48.51 12.26  12.42  10.89 11.59 6.07 6.08
5 0 0 0 0.99 8.91 56. 44 14.73 14.98 13.19 13.91 7.36 7.36
6 0 0 0 4.95 18.81 63. 37 17.11  17.40 15.36 16. 20 8.59 8.59
7 0 0.99 0 2.97 39. 60 84.16 19. 25 19. 66 17. 39 18. 23 9.72 9.70
8 0 3.96  2.97 6.93 67.33 76. 24 21.21  21.74  19.35 20.13 10. 76 10. 74
9 0 2.97  1.98 10. 89 74.26 86. 14 23.05 23.83  21.15 22.03 11.78 11.79
10 0 11.88  3.96 18. 81 77. 23 90. 10 25.01  25.72  22.82 23.85 12. 68 12. 66
11 1.98  12.87  8.91 27.72 84.16 88.12 26.67 27.27 24,32 25. 37 13.64 13.60
12 0 13.86  7.92 26.73 87.13 87.13 28.23  28.88  26.06 26. 99 14. 46 14. 32
13 2.97 27.72 13.86 21.78 89.11 88.12 29.87  30.61 27.44 28.33 15.16 15.19
14 2.97 24.75 15.84 27.72 86. 14 89.11 31.28  31.91 29.14 29. 69 15. 99 15. 90
15 6.93 25.74 21.78 34.65 93.07 88.12 32.45 33.38  30.40 30. 92 16. 68 16. 61
16 1.98  35.64  33.66 51.49 96. 04 98.02 33.80 34.56  31.68 31.97 17.35 17.28
17 6.93  39.60  34.65 53.47 94. 06 93.07 34.76  35.83  32.75 33.25 17.86 17. 89
18 8.91  45.54  36.63 48.51 95.05 98.02 36.08  36.98  33.95 34.26 18.47 18.51
19 10. 89 46. 53 45. 54 60. 40 93.07 96. 04 37. 14 38.18 34. 89 35.28 18. 98 19.03
20 12.87  50.50  50.50 68. 32 95.05 92.08 38.23  38.93  35.73 36. 31 19.52 19. 46
21 11. 88 60. 40 49. 50 70. 30 96. 04 97.03 39.13 39. 80 36.62 37.12 20.07 19. 95
22 14.85  59.41  60.40 74.26 95.05 98.02 39.89  40.92  37.50 37.77 20. 49 20. 48
23 14.85  60.40  64.36 75.25 96. 04 99. 59 40.86  41.67  38.39 38.77 20. 69 20. 91
24 25.74  65.35 70.30 85.15 99.19 — 41,56 42.57  39.27 39.39 21. 24 —
25 23.76 71.29  65.35 78.22 — — 42.36  43.20  39.79 40.13 — —
26 37.62 70.30  68.32 87.13 — — 43.23  43.91 40,50 10. 66 — —
27 26,73 80.20 73.27 86. 14 — — 43.39  44.61  41.21 41.48 — —
28  27.72  77.23 83.17 91.09 — — 44,04 45.09  41.47 42.05 — —
29 42.57 85.15 85.15 90. 10 — — 44.71  45.67  42.38 42,57 — —
30 38.61 85.15  78.22 89. 11 — — 45.32  45.98 42,72 43.10 — —

31 34.65  91.09

oo
oo
—_
[SS)
©
w
o
3

|

|

45. 66 46.67  42.92 43. 40 - -

32 52.48  90.10  86.14 97.03 - - 46.16  46.94  43.57 44,10 — -
33 45.54  93.07  89.11 96. 04 - - 46.58  47.73  44.10 44.19 - -
34 54.46  89.11  91.09 91.09 — - 47.10  47.83  44.31 44,52 — -
35 51.49  89.11  94.06 98.02 - - 47.83  48.31  45.05 45.15 - -
36 57.43  96.04  94.06 95. 05 - - 47.89  48.83  45.30 45. 36 - -
37 65.35 96.04  95.05 95.05 - - 48.52  48.71  45.77 45.59 — -
38 64.36  95.05  98.02 98.02 - - 48.63  49.82  45.77 46.23 - -
39 62.38 95.05  96.04 98.02 - - 48.87  49.68  46.19 45.98 — -
40 61.39  98.02 94.06 98.02 — - 48.98  49.77  46.52 46. 25 — -
41 67.33 94.06  94.06 98.02 — - 49,93  49.61 46.59 47,30 — -

42 81.19  96.04
43 83.17  97.03
44 77.23  95.05
45 79.21  97.03
46 83.17  98.02

©
3
<
w
©
©
s
w
\
I

49.97  50.90  46.94 47.18 - -
.95 50.86  47.63 - — -
.03 — — - 50.50  51.14  47.47 — — -
.52 51.18  47.68 - - -
.74 51.52 47.81 — — -

© © © ©
[os] .ﬂ ~ .(Il
o O <
N w a
(I \
[ \
(. |
SRS N
o O ©

47 87.13 97.03  99.37 - - - 51.09  51.81 48.16 - - -
48 87.13  98.02 - — — - 50.60  51.66 - — — -
49 90.10  99.29 - — — - 51.21 52.46 - — — -
50 91.09 - - - - - 52.02 — — — — —
51 93.07 — - - — - 51.83 — - — - -
52 85.15 - - - - - 51. 69 - - - - -
53 92.08 — - - - - 51. 71 - — — — —
54 92.08 - - - — - 52.12 - - - - -

55 94. 06 — - — — - 52.51 — — — — —
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CEES
R AR IR/ TRt /b
SEI HW MLE WD-MLE COS-MLE COS-HW SEI HW MLE WD-MLE COS-MLE COS-HW
56 93.07 — — — — — 52.28 — — — — —
57 96. 04 — — — — — 52.63 — — — — —
58 94. 06 — — — — — 52.57 — — — — —
59 97.03 — — — — — 53.02 — — — — —
60 92.08 — — — — — 52.93 — — — — —
61 97.03 — — — — — 52.84 — — — — —
62 95. 05 — — — — — 53. 37 — — — — —
63 93.07 — — — — — 53. 68 — — — — —
64 96. 04 — — — — — 53.42 — — — — —
65 97.03 — — — — — 53.29 — — — — —
66 98.02 — — — — — 53.43 — — — — —
67 98.02 — — — — — 53.57 — — — — —
68 99.19 — — — — — 53. 37 — — — — —
F A3 GITEES A ERE TweGIFT-64 BT 10 b 45 58 340 B0 B T % R 45 6
L e e /h
SEI HW MLE WD-MLE COS-MLE COS-HW SEI HW MLE WD-MLE COS-MLE COS-HW
1 0 0 0 0 0 0 81.09 80. 31 82.97 82.19 80. 31 84.07
2 0 0 0 0 0 0 84.06 81.56 82.19 83. 44 81.56 83.43
3 0 0 0 0 0 0 86. 56 84. 84 85.78 85.62 85. 31 86. 88
4 0 0 0 10. 89 23.76 0 89. 54 87.82 87.81 87.50 87.35 89. 84
5 0 10. 89 10. 89 10. 89 0 10. 89 91.56 90. 15 90. 63 90. 16 90. 31 91. 88
6 10. 89 43.56 10. 89 10. 89 10. 89 10. 89 93.59 92. 35 92.50 91. 87 92.03 94, 22
7 30. 69 3. 96 49, 50 25.74 20.79 36.63 96. 09 94. 85 94. 84 94. 84 94. 85 96.41
8 19. 80 30. 69 57.43 48.51 36. 63 50. 50 98. 75 98.12 97. 34 97. 34 97. 34 98. 75
9 39. 60 40. 59 64. 36 59. 41 29.70 69. 31 101. 25 99. 69 99. 69 99. 85 99. 68 101. 40
10 8.91 28.71 65. 35 47.52 69. 31 80. 20 103. 91 101. 87 102. 34 102. 65 102. 35 104. 22
11 55. 45 56. 44 31.68 35. 64 73.27 80. 20 106.40 105.47 105.00 104. 85 107. 50 106. 40
12 27.72 70. 30 63.37 53.47 81.19 53.47 109. 07 107. 50 106.72 107. 34 108. 44 108. 75
13 24.75 63. 37 45,54 81.19 61.39 49. 50 110.93 110.16 110. 15 109. 84 112.03 111.41
14 26.73 78.22 55.45 63. 37 60. 40 90. 10 113.75 112.03 112. 81 117. 66 112.19 113.91
15 8.91 90. 10 76. 24 81.19 64. 36 91.09 115. 94 115.00 114. 69 115. 31 114. 68 117.03
16 65. 35 90. 10 88.12 74. 26 89.11 94. 31 118.91 117.18 117.19 118. 28 116. 87 119. 84
17 58.42 82.18 90. 10 90. 10 96. 26 99. 27 120. 47 120. 63 119. 85 119. 69 119. 38 121.72
18 21.78 91.09 83.17 83.17 99.19 — 122.66 122. 34 122. 96 122.50 121.56 —
19 58. 42 90. 10 91.09 93. 27 — — 124. 21 124.21 125.32 125.16 — —
20 39. 60 91.09 91.09 99. 33 — — 127. 19 127. 35 127. 34 127.18 — —
21 53.47 91.09 91.09 — — — 130.00 130.63 129.22 — — —
22 63.37 99. 49 92.08 — — — 131.72 132.03 132.50 — — —
23 56. 44 — 99. 20 — — — 134. 85 — 135. 31 — — —
24 49. 50 — — — — — 136. 88 — — - - -
25 77.23 — — — — — 140. 00 — — — — —
26 78.22 — — — — — 142. 50 — — — — —
27 78.22 — — — — — 145. 00 — — — — —
28 79.21 — — — — — 147. 35 — — — — —
29 90. 10 — — — — — 149. 37 — — — — —
30 57.43 — — — — — 152.03 — — — — —
31 80. 20 — — — — — 155. 79 — — — — —
32 82.18 — — — — — 156. 10 — — — — —
33 87.13 — — — — — 159. 21 — — — — —
34 93.07 — — — — — 162. 04 — — — — —
35 91. 09 — — — — — 163. 90 — — — — —
36 87.13 — — — — — 168. 60 — — — — —
37 93.07 — — — — — 169. 22 — — — — —
38 93.07 — — — — — 171. 25 — — — — —
39 93.07 — — — — — 173.59 — — — — —
40 97.13 — — — — — 175.47 — — — — —
41 99. 29 — — — — — 177. 81 — — — — —
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F A4 HEHEESITHESTIRE TweGIFT-64 KR 7 42 LS FHM R R R F it

— R 2/ % FEF/ms
SEI HW MLE WD-MLE COS-MLE COS-HW SEI HW MLE WD-MLE COS-MLE COS-HW
1 0 0 0 0 0 1.98 1.53 1.23 1.31 0.63 0. 64 0. 66
2 0 0 0 0 0 2.97 2.62 2.36 2.42 1.24 1.27 1. 28
3 0 0 0 0 0 0 3.75 3.41 3.55 1.83 1.84 1. 83
4 0 0 0 0 0 9. 90 4,78 4.51 4.49 2.46 2.50 2.43
5 0 0.99 0.99 0.99 0.99 21.78 5.93 5.42 5.64 2.89 3.55 2.95
6 0 1.98 0.99 4.96 4.95 37.62 6.85 6. 40 6.42 3. 47 3.52 3.52
7 0.99 1.98 3.96 5.95 2.97 49. 50 7.66 7.51 7.47 3.92 4. 36 4,04
8 0.99 10. 89 9.90 10. 90 11.88 56. 45 8.55 8. 25 8.23 4.38 4.68 4,48
9 0.99 8.91 17.82 21.79 17.82 60. 41 9.52 9.15 9.27 4. 90 5.08 5.02
10 3.96 13. 86 17.82 21.79 22.77 58.43 10. 28 10. 16 10. 09 5.37 5.86 5.33
11 5.94 23.76 19. 80 24.76 17. 82 70. 31 11.14 10.91 10. 88 5.93 6.16 5.88
12 9. 90 31.68 36.63 32.68 30. 69 77. 24 11.76 12.08 11.52 6.16 6.79 6.21
13 5.94 28.71 35. 64 44,56 28.71 68. 33 12.55 12. 49 12.59 6.50 7.17 6.83
14 12. 87 33.66 40. 59 39.61 30. 69 67. 34 13.83 13.19 13.03 7.17 7.45 7.47
15 14. 85 44,55 47.52 48.52 39. 60 79.22 14.17 13.91 13.57 7.60 8.32 7.76
16 11.88 52.48 50. 50 39. 61 46.53 86. 15 15.40 15.11 14. 65 7.84 8. 26 8.10
17 14. 85 45. 54 59.41 51.50 44. 55 82.19 15.69 15.32 15. 37 8.21 8.96 8.63
18 18. 81 64. 36 53.47 58.43 57. 44 87. 14 16. 74 16.53 15. 96 8. 64 9.05 9. 00
19 15. 84 71.29 61.39 60. 41 51.50 79. 22 16. 94 17.15 16.55 9.19 9.48 9. 30
20 25.74 63.37 70. 30 67. 34 65. 36 83.18 17.45 17.73 16. 68 9.31 9.71 9.31
21 22.77 63.37 62. 38 62.39 63. 38 88.13 18. 57 18.58 17.91 9.58 10. 20 9.76
22 23.76 73.27 77.23 74.27 72.29 91.10 19. 66 18.57 18. 28 9.78 10. 31 10.01
23 30. 69 68.32 76. 24 76.25 78.23 88.13 19.51 19.63 18. 90 10. 10 10. 88 10. 57
24 35. 64 78. 22 79. 21 82.19 74.27 95. 06 20.08 20.08 18.94 11.03 11. 39 10. 50
25 28.71 85.15 80. 20 72.29 80. 21 95. 06 21.03 20. 40 20. 06 10. 66 11.82 11.09
26 37.62 82.18 83.17 81.20 83.18 92.09 21.16 21. 20 20. 37 11.63 11.54 11.07
27 39. 60 84.16 84.16 79. 22 78.23 91.10 21.90 20.73 21.01 11. 29 12. 49 11.58
28 39. 60 82.18 86. 14 94. 07 83.18 93.08 21. 60 21.90 20.98 11. 26 11. 86 11.78
29 51.49 79. 21 83.17 91.10 91.10 94. 07 23.02 21.60 21.72 12.19 13.29 12.01
30 55.45 89.11 85.15 91.10 80.21 96. 05 22.34 23.09 22.26 11.97 12.77 12.70
31 60. 40 88.12 92.08 80. 21 88.13 95. 06 23.70 23.78 23.01 12. 49 13.07 12.97
32 62.38 89.11 84.16 91.10 89.12 98.03 23.59 23.17 23.63 12.62 13. 00 12. 41
33 61.39 94. 06 87.13 91.10 92.09 99.62 24.07 23.05 22.50 12. 85 13. 30 13. 26
34 72.28 95. 05 94. 06 93.08 95. 06 — 24.14 24.25 24.22 12. 90 14. 35 —
35 67.33 92.08 94. 06 94.07 94.07 — 25. 44 24.82 24. 37 13.61 14. 38 —
36 66. 34 94. 06 96. 04 97. 04 98.03 — 23.96 25.35 25.37 13.16 14.16 —
37 68. 32 95. 05 96. 04 98.03 99.59 — 26. 32 26. 35 25. 30 13.35 14.08 —
38 67.33 97.03 95. 05 95. 06 — — 25.53 26.73 25.49 13. 82 — —
39 78. 22 96. 04 97.03 96. 05 — — 26. 46 27.42 25.63 14,17 — —
40 83.17 95. 05 96. 04 95. 06 — — 27.39 27.23 27.29 14. 21 — —
41 79.21 95. 05 97.03 95. 06 — — 26.92 26.97 25.90 14. 81 — —
42 81.19 96. 04 98.02 96. 05 — — 27.74 27.07 27.02 14. 84 — —
43 81.19 98.02 97.03 96. 05 — — 27.76 27.18 27.51 14. 39 — —
44 85.15 98.02 96. 04 99. 31 — — 27.24 26.50 27.72 14.73 — —
45 91.09 98.02 98.02 — — — 27. 84 27.17 28.10 — — —
46 87.13 99. 25 98.02 — — — 28.70 28.10 28.02 — — —
47 86. 14 — 96. 04 — — — 28.15 — 27.47 — — —
48 88.12 — 98.02 — — — 29. 20 — 27. 88 — — —
49 91.09 — 98.02 — — — 28.63 - 28. 00 - — —
50 95. 05 — 99. 07 — — — 30. 87 — 29. 46 — — —
51 97.03 — — — — — 29.11 — — — — —
52 94. 06 — — — — — 29.93 — — — — —
53 91.09 — — — — — 31. 44 — — — — —
54 92.08 — — — — — 29. 80 — — — — —
55 95. 05 — — — — — 30.02 — — — — —
56 95. 05 — — — — — 30. 06 — — — — —
57 96. 04 — — — — — 30. 82 — — — — —
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SEI HW MLE WD-MLE COS-MLE COS-HW SEI HW MLE WD-MLE COS-MLE COS-HW
58 96. 04 — — — — — 30. 90 — — — — —
59 96. 04 — — — — — 30.79 — — — — —
60 95. 05 — — — — — 32.43 — — — — —
61 97.03 — — — — — 32. 81 — — — — —
62 96. 04 — — — — — 32.52 — — — — —
63 95. 05 — — — — — 31. 24 — — — — —
64 97.03 - — - - - 33.00 - - — — —
65 95. 05 — — — — — 31.47 — — — — —
66 98.02 — — — — — 33.12 — — — — —
67 98.02 — — — — — 32.73 — — — — —
68 98.02 — — — — — 31. 84 — — — — —
69 98.02 — — — — — 32.25 — — — — —
70 99.53 - — - - - 33.01 - - — — —
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Background

Our research focuses on novel ciphertext-only analysis
and contributes to advancing further research on lightweight
cryptosystems. Fault analysis is a significant method for
evaluating the security of ciphers. It allows the attackers to
recover secret keys through injecting faults. Since Boneh et
al. successfully employed fault analysis to decode the RSA
cryptosystem, various fault analyses have been explored,
including the statistical fault analysis (SFA), the differential
fault analysis (DFA), the algebraic fault analysis (AFA),
and the meet-in-the-middle fault analysis (MFA) et al. It is
important to note that these methods are based on the
ciphertext-only attacking assumption.

The TweGIFT lightweight tweakable cryptosystem,
proposed by Chakraborti et al. in 2021, aims to protect the
data security of Internet of Things (IoT) devices in smart
cities, intelligent manufacturing, and smart agriculture.
TweGIFT is the core block cipher for LOTUS/LOCUS and
ESTATE , which are candidate algorithms in the International
Lightweight Cryptography Competition. Hence, the research
on the security of the TweGIFT cipher is significant.

This paper primarily focuses on the miss-in-the-middle
attacking assumption,

strategy and the ciphertext-only

explores the new types of ciphertext-only attack and two
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innovative composite distinguishers. We present the miss-in-
the-middle statistical fault analysis (MSFA) for TweGIFT,
rely on the miss-in-the-middle strategy and statistical fault
analysis by injecting random nibble-oriented faults, collecting
fault-affected ciphertexts, and analyzing statistical properties
to recover the secret key. Furthermore, we design two novel
distinguishers of Cosine Distance- Hamming Weight (COS-
HW) and Cosine Distance- Maximum Likelihood Estimation
(COS-MLE). It only requires at least 184 faults to recover
the 128-bit secret key of all versions of TweGIFT. Compared
to traditional SFA and classical distinguishers such as SEI,
HW, MLE. and WD-MLE. the MSFA method, combined
with the COS-HW and COS-MLE distinguishers, enables
deeper fault injection locations, reduces the number of faults
by 77.77% and achieves a success of over 99 %.
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