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Abstract  Software-Defined Networking (SDN) is a widely adopted network paradigm
characterized by the separation of the control plane from the data plane. In light of network security
threats, particularly Distributed Denial of Service (DDoS) attacks, the integration of effective
DDoS attack detection methods within SDN is of paramount importance. The centralized control
characteristic of SDN presents significant security risks when employing centralized DDoS attack
detection methods, thereby posing considerable challenges to the security of the control plane in
SDN environments. Furthermore, the growing volume of traffic data in SDN environments results
in challenges related to more intricate traffic characterization and a pronounced Non-Independent and
Identically Distributed (Non-IID) distribution among various entities. These issues present
significant barriers to enhancing the accuracy and robustness of current federated learning-based
detection models. The separation of management and control in SDN facilitates the creation of new
flow rules by users, which enhances the efficiency of message routing control. However, current
methodologies for flow detection face difficulties in preserving the knowledge of original features
while simultaneously adapting to the distribution of newly generated features within the SDN
environment. This challenge contributes to a phenomenon known as data forgetting. Furthermore,
the imposition of flow rules restricts the forwarding targets of messages. resulting in variability in
the data messages that can be collected by different host entities. The Non-IID distribution problem
significantly undermines the performance and robustness of DDoS attack detection models that
utilize artificial intelligence. To address these challenges, we propose a federated incremental
learning-based model for DDoS attack detection within an SDN environment. This model integrates
incremental learning and federated learning to accommodate new data inputs through incremental
model updates, thereby eliminating the need for global re-training of the entire model. To mitigate
the security risks associated with centralized DDoS attack detection methods and to address the Non -
1ID distribution issues arising from data increments, we introduce a weighted aggregation algorithm
grounded in federated incremental learning. This algorithm personalizes adaptation to different sub-
dataset increments by dynamically adjusting aggregation weights, thereby enhancing the efficiency
of incremental aggregation. Additionally, in response to the complex traffic features inherent in
SDN networks, we propose a DDoS attack detection methodology that employs Long Short-Term
Memory (LSTM) networks. This approach enables real-time detection of traffic features by
extracting and learning the temporal correlations present in the data, utilizing statistical analysis of
the temporal characteristics of traffic data within SDN networks. Finally, by integrating the unique
characteristics of SDN networks, we facilitate real-time decision-making for DDoS defense. This
integration combines the results of DDoS attack detection with information pertaining to network
entities, enabling the real-time deployment of flow rules. Concurrently, this approach effectively
mitigates malicious DDoS attack traffic, safeguards critical entities, and ensures the stability of
network topology. In this study, we evaluate the performance of the proposed method against
existing techniques, including FedAvg. FA-FedAvg, and FIL-1IoT, in the context of an
incremental DDoS attack detection task. The experimental results indicate that the proposed
method enhances the accuracy of DDoS attack detection by an improvement range of 5.06% to
12.62% and increases the F1-Score by 0. 0565 to 0. 1410 when compared to alternative methods.

Keywords federated learning; federated incremental learning; cybersecurity; DDoS attack
detection; software-defined networks
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Background
DDoS attack 1s a kind of distributed attack launched to the
target host by controlling a large number of zombie machines,
which brings huge losses to the network communication.
SDN. as a modern network paradigm, has been applied to a
wide range of network domains. By separating the control
plane from the data plane, SDN adopts a flexible architecture
to gradually optimize and replace the traditional network
structure, and provides a centralized and feasible solution for
real-time deployment of DDoS defense policies.
of the

characteristics of SDN. its central controller in the open

However, also because centralized control
network is more likely to become the target of malicious
attacks. As a result, DDoS attacks against SDN networks
have begun to appear, which often result in damage to the
control plane, policy failure, data stream tampering and other
problems. This leads to a great challenge to the security of
SDN networks.

According to the research on DDoS attack detection in
SDN environment, there are three main challenges:

(1) Centralized control of SDN networks is vulnerable to
DDoS attacks. Currently available centralized machine learning
in SDN networks often also need to select a specific detection
center, which will become the central hub of the DDoS attack
detection function.

(2) The data forgetting problem and Non-IID distribution
problem caused by the constant generation of new flow rules
and traffic data in SDN networks. The existing flow detection
methods are difficult to retain the knowledge of the original
features while learning the new feature distributions generated
in the SDN network, which leads to the data forgetting
problem. In addition, since the flow rules restrict the
forwarding target of the messages, the data messages that can
be collected by different host entities are different. The Non—

IID (Non-Independent and Identically Distributed) distribution
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problem will have a serious negative impact on the model
performance and robustness of DDoS attack detection models
using machine learning, and robustness will have serious
negative impact.

(3) There are more complex traffic features to be analyzed
and learned in SDN networks. In SDN networks, packets are
forwarded through controllers, flow tables and corresponding
control protocols. Compared with non-SDN networks, a large
number of complex traffic features need to be processed and
learned.

We adopt Federated Incremental Learning (FIL) to solve
the above problems. FIL, as an emerging distributed learning
technique, combines well with incremental learning and
federated learning, and can adapt to new data inputs through
incremental model updating without retraining the whole model
globally.

This paper mainly proposes a DDoS attack detection
model based on FIL in SDN environment. Feature extraction
and statistics are carried out for SDN network traffic data, and
the
distributions is aggregated by FIL method, and the DDoS

training model of network entities with different
attack traffic is detected and decided, so as to improve the
accuracy and real-time performance of DDoS attack detection.
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