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Abstract GmSSL is an open-source cryptographic library developed by a team of Chinese
cryptography experts that supports Chinese cryptographic algorithms. Compared to mainstream
international crypto-graphic libraries, it not only strictly adheres to national cryptographic
standards but also meets specific security requirements. The SM2 algorithm, a crucial component
of GmSSL and a state-secret elliptic curvecryptographic algorithm, requires less key space and
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offers higher computational efficiency at the same level of security, making it particularly suitable
for resource-constrained devices. It plays a significant role in China's cybersecurity domain.
Despite the relatively comprehensive functionality of the SM2 algorithm in GmSSL., there are
notable deficiencies in implementation details, performance optimization, and hardware resource
enhancing the SM2
algorithm in GmSSL 3 from the bottom up, significantly improving the implementation speed

utilization. This paper proposes a systematic optimization approach,
while ensuring the security of the cryptographic algorithms. Initially, this study focuses on
enhancing computational efficiency by optimizing the structure of the modular reduction algorithm
to minimize redundant calculations between variables, significantly increasing the speed of
modular multiplication and squaring operations. Furthermore, introducing parallel computing
structures fully utilizes the hardware's parallel processing capabilities, substantially improving the
efficiency of point operations. Finally, adopting a more efficient algorithmic expansion form
improves the implementation scheme of scalar multiplication, further accelerating the speed of
scalar multiplication implementation. Combining these three optimization methods, this paper
optimizes the original scalar multiplication and signing algorithms in GmSSL, with speeds
increased by 118.3% and 89.3%, respectively. Moreover, compared to the mainstream
international cryptographic library OpenSSL., the speeds of the implemented scalar multiplication
and signing algorithms increased by 101. 4% and 55. 8%, respectively. These results validate the
effectiveness of the optimization scheme presented in this paper and highlight the potential of
GmSSL in international competition. The optimization scheme significantly enhances the
performance of state-secret algorithms in practical applications. It has important implications for
fields like the Internet of Things and mobile payments while providing new perspectives and ideas

for subsequent cryptographic algorithm research.
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interconnectivity and data exchange among various
user devices. Cryptographic algorithms play a
crucial role in safeguarding sensitive data and
communications. With technological advancements,
optimizing the implementation of these algorithms
has emerged as a critical issue. Significant progress
has been made in the research and optimization of
However,

cryptographic algorithms. challenges
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and opportunities for improvement, especially point additions, thus enhancing the speed of scalar

regarding efficiency and security, still exist.

This research focuses on the SM2 algorithm
within the GmSSL3,
cryptographic

a domestically developed

commercial open-source library.
Spearheaded by Professor Guan Zhi from Peking
University, GmSSL3 has significantly improved
functionality compared to its predecessor. However,
compared to international cryptographic libraries,
GmSSL3  exhibits

implementation speed. This study aims to improve

certain  deficiencies  in
the efficiency of implementing the SMZ2 algorithm in
GmSSL. The optimizations encompass three primary
aspects. Firstly. a rapid modular reduction algorithm
is introduced at the domain operation level to increase
the speed of modular multiplication operations.
NEON

parallelize point addition and doubling operations at

Secondly instruction sets are used to
the point operation level, effectively accelerating these
processes. Thirdly, the NAF method is utilized at the
scalar multiplication layer instead of traditional binary

expansion. This approach decreases the number of

multiplication algorithms.

Through these comprehensive optimization
measuress the performance of the SM2 algorithm
in the GmSSL library has been significantly
enhanced. achieving a 118.3% improvement in
effictency. This achievement demonstrates the
effectiveness of the optimization strategies in
improving the performance of the SM2 algorithm.
It provides valuable insights and guidance for
researchers aiming to optimize elliptic curve
cryptographic algorithms in other libraries. The
this that

optimization strategies can significantly improve

results  of study suggest targeted
the efficiency of cryptographic algorithms without
compromising security and functionality, offering
substantial theoretical and practical significance in
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