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Abstract The rapid growth of the size of the Internet has led to the gradual depletion of 1Pv4
address resources, and the large-scale deployment of IPv6 has effectively solved the problem of

IPv4 address exhaustion. However, the vast expanse of the IPv6 address space presents
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significant challenges for the detection of active IPv6 addresses. Existing methods for detecting

active [Pv6 addresses suffer from issues such as slow speed, low hit rates, and limited detection

coverage. To address these challenges, we propose the active IPv6 address detection system
6EDL, which is efficient, fast, and broadly applicable. 6EDL divides active IPv6 address
detection into scenarios without seed addresses and with seed addresses (e. g. » the known active

IPv6 addresses) s and designs efficient active IPv6 address detection algorithms tailored to each

scenario. In the scenario without seed addresses, we propose the 6EDL-N method. This method

uncovers the latent relationship between BGP prefix information and address configuration

patterns, enabling the migration of addresses from areas with seed addresses to any area without

seed addresses, thereby extending the boundary of address detection. Additionally, we establish a

pre-scanning mechanism that effectively mitigates resource waste in large-scale address detection.

The experimental results show that in the scenario without seed addresses, 6EDIL-N achieves a
hit rate of 12.69%, a coverage rate of 21.97%. and the number of active IPv6 addresses
discovered per unit time (NPT) of 233.09 addresses per second. Compared with existing

methodologies, 6EDL-N exhibits a remarkable improvement in hit rate, which is 8.13 times
higher than current methods, and an NPT that is 14. 94 times higher than the current methods.

Additionally, its coverage is 1. 84 times greater than that of existing methods. In the scenario with

seed addresses, we propose the 6EDL-S method for active IPv6 address detection based on

adversarial networks. This method leverages precise learning of seed address distribution patterns

and employs an environmental feedback mechanism to mitigate seed address sampling biases,

effectively enhancing the hit rate. Experimental results demonstrate that the hit rate of 6EDL-S

reaches 25.91%,

which 1s 1.23~10.89 times higher compared with existing methods.

Furthermore, NPT is 466.72 addresses per second. which is 1.49~6.20 times higher than
existing methods. Ultimately, through continuous active IPv6address probing, the 6EDL system

successfully discovered 29.77 billion active IPv6 addresses, comprising 5.66 billion alias

addresses and 24. 11 billion non-alias addresses, encompassing 125 101 BGP prefixes and 40 137

autonomous systems. The active 1Pv6 address set (IPv6 hitlist) constructed in our work will

effectively support various applications such as IPv6 network measurement and security analysis,

further opening the door to IPv6 network research.
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E7 6EDL-SHiAIZEH K

6EDL-S.

i : Seeds(S)
#i i . Candidate addresses(CA)

1.  FUNCTION 6EDL-S(S):

2. CA=set()

3. loss_fn=BCElossO#FpFHidil &7k k2

4. FOR i in range (k) : #01 A0 Az pAS A0 148

5. FOR train_epoches DO ;

6.  multiGANs (Si)

7. END FOR

8. FOR env_epoches DO

9. C=Gi(random noise)

10.  Active_C=ZMapv6(C)

11.  multiGANs(Active C)

12. END FOR

13.  CA.add(Gi(random noise))

14.  END FOR

15.  END FUNCTION

®ik2. MultiGANs.

1.  FUNCTIONMultiGANs(S):

2. real_output = Di (S)

3. Di_real_loss=loss_fn (real _output., torch. ones _like
(real_output))HH IR A ELHHE [tk

4. gen _seeds = Gi(random noise)

5. fake_output = D1 (gen _seeds)

6.  Di_fake_loss=loss_fn (fake_output, torch. zeros_like

(fake_output))

FH 0 i A R L A A R

7.
8.
9.

10.
11.

12.
13.
14.

Di_loss = Di_real _loss + Di_fake loss
Di _loss J [a1£3%
Di S5
fake_output = Di(gen_seeds)
Gi_loss = loss_fn(fake_output, torch. ones_like
(fake_output))
Gi _loss I [n &+
GiZ R
ENDFUNCTION
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AEyﬁxﬂpog(1——[>@9(z)))} (15)

Hop e LR MpF bt 2 FRREA RS, G (2) 2R
A e A AR B . D () 2877 0 51 20 T 2 75y
SR AR
6.1.3 BhARIBHLH

JUE MR 22 5] 7 R MR AR ) 40 A FL AL
1T 1Pv6 Hhht 25 (8] B R A 44 ok 4 TR A Fh 1



84 FOGEE: 6EDL: many KA IS R IPv6 bl R 45 1961

Motk DRHESE R B A I Y . 3 8T R A Y R
T HLHE A S 2 TP 22 S SRR 1 20 A A
A8 56 42 S e LIS BRI LAY 53 A L 3X 7T BE 23 1R
Az A » TG 12 A 2 ) FCSE T R Y 20 A 1
Ol T AR B AT REAF I B9 o e i, £ i k4R
IR A A R R AR SC AT Sha B HL R
SR BHL R RN 10 Frs . B S, HEAT AR K
i HUH B RS e B eE 2] U BRI R E . 7E
XA B o A A 7 > B TR MR Ak A 20 A 1
B SRJE S XA AR B S BT IB IE AR AT BE
o7 o) BCSETR BR R BB 00 . B IE DT IS AT At
FeVNGRr o AR A e A U e st k38 5 ZMap
AT BRAEARIN o SR J 4 R0 1) ) 3% BR M ik S 15 40 A=
JAR . TRV EAT 5 48 Huhk 8 £ B LAE— B A
It A2 2D R, A PRSP 1o 5 IR R AT X
Pioa o AW S8 200 Bt A B
TR 22 » 515 A A 9 1] B R] BEAE 6 A ik T
[ A e bl . BhAS B ML 5 LA BESS T 473
AT LS R 4 73 A1 o DA T B 85 £ RS A 40 16 3t
HEAHERAVE RIS L .

e R
y

R

L]

..:

0:’

_ B4
x40 Fl
Vil'2

U

FEEL]

K10 shas R B R A

6.1.4  H4 AT

£ IPV6 [FFRE AN 2k R v, T — i 2R
G, BN A AT . X2 T IPv6 M bk =S () B i D
T o W 2458 B B3 AR I ik B L 3 2K A il T
GOy BO L — A P45 B XA AT FR A 3 44 T2
77 JHC v (9 sk D) B Sk S 44 ML RE AR E AT TR R
IPv6 HbhE R B, 285 23 38 ) — AN ELE T 0 44 HT 2
(45 EAL, B S THFE R E BB TR IR . Rk, 7E 4
BRIEER TPv6 btk 4500 v, 551 44 115 288 A RS R RS 53k At
ENER SER

FERTHL 2] B B s 2B s T IR H 46 A Y
TG SR M At 2 2 B AR 0 . 38 2 0 A A A
RIS | EA 8 el SN T R E A T NPT S
Hiuhk s DT AR i A 2 20 A B 53] 44 bk f b5
Mk . Az RS > Fh 7k 0 Sk PR AU FE 0 B A Fh
ik A FRIE HOR K R0 BR L . A ) 44 BT R
DAL 53 ST T AN ) A Y5 ) btk 3R 75 591 24 1 284
DUFN 530 22 Mtk 2B . TGI8 20 4R 9 - kb 34 2
T AL A SR A B0 0 BR b ik L AR SCSR A Gasser 85
R H A MAPD 5314 i kG 9.

ELpR b, W 11 TS X TR Fr 2 L i Dy H
FHTZ N BEMLA: ALY 16 s Huhk . Ban. kT4
W 2001 : de8: abc: : /48 J& 75k 51 44 Ry 4% » 75 B X} 4
A4S FHTZE 2 (8] 9 AR B — AP BE LB AL B 2001
de8:abc:[0-f]000: : /52. #RJ5 , & XA b hik % %
— AN TCMPv6 HE A, n SR a5 2] g 1 ) H ik 5 K
T2 15, WA K B #0728 02 ) 44 W 48 7% i 4%
1 Mk SR 5 44 sl

2001:0de8:0abc:0a32:4fch:8ca8:7c64:
ba26

2001:0de8:0abc:1b48:5f81:3453:8268:
6bd2

2001:0de8:0abc:2e91:2900:77€9:03a8:
875

2001:0de8:0abc: fd37:2443:915e: 1d2e:
53b2

Fl 11 2001:de8:abc::/48 ThFEALAE B HbAE

7 SIS VEfL

7.1 SBEE

S2EHE Ubuntu 18. 04 &4 . Intel Core Processor
(2 GHz) 125 GB WAE LA 11217 . Python flRA
3. 8.8, Pytorchfifi i cpu 1. 11. O A4S .
7.1.1 SiGdEbR

R T AR R E RO A A () M R AR SR A
T —E T A R 4 1 b Al R R R A T O Tl
HEFRI A RE VP AR R B = AR AR . X T
— ™ i BRAE B ) W, 6L R 2% TCMPV6 B dli

D FETF43 H 48 SO 32 FT R 5 vk FAPDY 75 8 1 42 4530
Bt PRI B I Z AN BESE BT AT AR 000 it AAR SCALE
MAPD AT IR 44 B G2 A



1962 it A

Pl

L
&

Eitd 2024 4F:

A SB[ 52 F o 7 41 ST, A A 127 st ik 2 1
RN
(D h 3 (HitRate) : R E LIS N
C AT R Rl 7~ ik 25 S iy v A9 1% BR L bl 52
B A AR RINE T
|A—ANS|
C]
(2) FLASL I [ 2 B A 375 BR b bl R ONPD ik
fee Ve bl (55 S C HAT R Rl 7 Mkl 5250 S
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A
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26 102
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D Economics of Cybersecurity. https://ocw. tudelft. nl/courses/
economics-of-cybersecurity/. 2023, 10, 20.

@ ARIN. WHOIS-RWS. https://whois. arin. net/ui/. 2023,
10, 20.

@ RIPE NCC. RIPE Network Coordination Centr. https://
www. ripe. net/. 2023,10,20.

@ APNIC. APNIC Whois Search. https://wq. apnic. net/static/
search. html. 2023, 10, 20.

©® LACNIC. MiLACNICQuery. https://query. milacnic. lacnic.
net/home. 2023, 10, 20.

© AfriNIC. African Network Information Centre. https://
www. afrinic. net/whois. 2023, 10, 20.
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Background

With the development of cloud computing, the Internet of
Things (IoT), and 5G technology. the number of Internet users
has surged, leading to the depletion of IPv4 address resources.
As a result, IPv6 deployment has accelerated globally. For
instance, in 2012, less than 1% of Google users accessed
services via IPv6. However, by October 2023, this proportion
had risen to 44.7%. Similarly, since the World IPv6 Launch
event on June 6, 2012, global IPv6 traffic has grown by more
than 5000%.

IPv6 active address scanning serves as a crucial foundational
technology supporting various IPv6 network applications, such as
asset assessment, vulnerability identification, and situational
awareness. While IPv6 deployment has addressed the issue of
IPv4

significant challenges for IPv6 active address scanning. For

address exhaustion, its vast address space presents
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address space would take at least millions of years. Therefore,
traditional brute-force scanning of the entire address space
becomes infeasible.

To address the aforementioned challenges, researchers have
employed various technical approaches, including public data
These

techniques have partially addressed the difficulties in active address

acquisition, passive detection, and active probing.

discovery but still lack a fast, efficient, and comprehensive
solution for active address detection. Particularly, in seedless
address regions, there is still a lack of effective detection
technology to overcome the low coverage of active addresses.

In response to the current issues. this paper proposes a
categorizing  active

systematic address discovery approach,

address detection into two scenarios: seed-based address

detection and seedless address detection. In the seed-based

address detection scenario, we introduce address generation



8 1Y) KIS 6EDL: sl AR IE BR TPv6 MU 4500 2R 58 1969

technology 6EDL-S based on deep learning and dynamic feedback
mechanisms, achieving high hit rates, low time complexity, and
large-scale detection in seed-based regions. In the seedless
address scenario, we propose the 6EDL-N address detection
method based on seed address migration, achieving efficient and
high-coverage address detection. Additionally, we design more
comprehensive address evaluation metrics to assess the
effectiveness of active address detection from multiple
perspectives. The experiments verify that the proposed 6EDL
algorithm outperforms the current state-of-the-art algorithms in
terms of hit rate and detection speed, both in seeded and seedless
scenarios. Additionally, the IPv6 hitlist constructed by 6EDL
surpasses the currently publicly available TPv6 hitlist in both the
quantity and quality of active IPv6 addresses. This research is
supported by the National Key Research and Development Project
for Internet IP Address Space and Interdomain Routing System
Key Information Perception Technology (Project Number:

2022YFB3105001) , aimed at perceiving critical information in

the Internet and conducting analysis and verification thereof.
Additionally, this research also receives funding from
Zhongguancun Laboratory Project. This involves addressing the
challenges of deep integration and intelligent analysis of multi-
source data to achieve multidimensional deep situation awareness
capabilities. The authors of this paper have many years of
experience in IPv6 active address detection and network
measurement, and their representative work has been published in
top conferences and journals, such as USENIX ATC’22, NDSS
(Distinguished Paper Award) , and IEEE/ACM Transactions on
Networking (ToN). The authors’ team (Network Management
and Measurement Laboratory) has accumulated extensive
detection data over the years, leading to the construction of a
higher-quality active IPv6 address collection known as the IPv6
hitlist. This dataset further reduces the barriers for researchers in
the community to study IPv6 network-related applications and
security. For more details, please refer to:
https: //addrminer. github. io/TPv6 _hitlist. github. io/



