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Abstract  Multi-factor authentication (MFA) employs two or more distinct authentication fac-
tors (e. g., passwords, smart cards, or biometrics) to verify user identity, thereby mitigating
security risks caused by the compromise of a single factor. It enhances the security and reliability
of authentication systems and has been widely adopted in critical fields such as e-commerce, e-
government, and military defense. However, most existing MFA schemes rely on foreign cryp-

tographic algorithm standards. If these cryptographic algorithms contain design flaws or vulnera-
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bilities, they could pose significant security threats to individuals, enterprises, and even national
security, conflicting with the strategic goal of achieving independent and controllable core cyber-
security technologies. Additionally, current password-based MFA schemes often fail to take pass-
word recovery mechanisms into account. When users forget or lose their passwords, these
schemes fail to help users find their passwords. In addition, to strengthen security, many sys-
tems enforce complex password policies (e. g. , requiring uppercase/lowercase letters, numbers,
and special characters). increasing users’ memory burdenat at the same time. Although such
schemes typically allow password modification, they still require users to submit the original
password for performing authentication during login and authentication, relying on it for updating
passwords. Consequently, if users lose their original passwords, the system cannot work normal-
ly, potentially leading to permanent account loss. To address these issues, this paper proposes an
MFA scheme supporting dynamic password recovery, based on the domestic SM2 cryptographic
algorithm, user private questions, and secret sharing techniques. Specifically, a signcryption al-
gorithm is constructed based on the SM2 algorithm, ensuring both confidentiality and integrity of
authentication credentials and communication data while reducing computational and communica-
tion overhead, making it suitable for lightweight applications. The password recovery credential is
bound to user privacy questions via secret sharing, with the credential stored in a smart card. If
the password is lost, users are required to present a valid smart card and answer private questions
correctly to retrieve secret shares. The original password is then recovered using the SM4 decryp-
tion algorithm via the secret key. Particularly, in the proposed scheme, users can update private
questions, secret keys, and recovery credentials by themselves, preventing privacy leakage and
enabling dynamic password recovery. Authentication credentials are generated using fuzzy verifi-
cation and honeyword techniques to resist password-guessing attacks and provide real-time moni-
toring. The proposed scheme is formally proven secure in the random oracle model, with informal
analysis further showing its robustness. Security analysis demonstrates resistance against pass-
word-guessing attacks, smart card stolen attacks, device capture attacks, man-in-the-middle at-
tacks, and impersonation attacks, while offering forward secrecy, anonymity, and dynamic pass-
word recovery. Performance comparisons demonstrate that the proposed scheme balances robust
security with operational efficiency, ensuring its viability for real-world deployment. Through
rigorous comparison with existing multi-factor authentication (MFA) schemes, the proposed
scheme exhibits lower computational overhead while maintaining strong resistance against com-
mon attacks, such as password-guessing attacks and message replay attacks. Additionally, the
use of secret sharing and fuzzy verification techniques minimizes latency during authentication,
making it suitable for resource-constrained environments, including IoT devices and mobile appli-
cations. The scheme’s dynamic password recovery method further enhances usability, reducing
the risk of permanent account loss while preserving security. Comparative analyses highlight its
advantages over traditional MFA schemes, particularly regarding scalability and adaptability to
ensure desirable properties. These results show that the proposed scheme is not only theoretically
sound but also practically feasible for implementation across industries such as e-commerce and

government services, where both security and performance are critical.
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W E DA R 1A R A IR 5 Bk T I 1) s N 2 A
AT TR A2 AL, JF I A 3 BT T 7 Y &
P 5 I HTASOR 50 IR A0 35 1 14 BOR T P AR
SEUE DT B 8E 4> 19 0 Al O 9F — 25 S R ok 1 4
Rl s SCHF P B R M S 10 45 it
SM2 % % 5k  [a) i DR GIE B0HE AL 25 1 A o8 8 L R
KT VT 55 0 A TT A
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(3) FERENL T F HLAL RN, A SOB A UER] T
T &0 A I 38 i R B Ak 43 A ik W U7 28 AT LA
E{1E /N o1 DL R M 0 WA A o TR TN I S B2 S
AW L A M R B 3 T T RS
PR AT, AT N TR E R .
2.3 AXHEZ

ARSCEE 2 WA AT AESE 3 AR T
% SM2 5wk 2 Hsh 28 1 AWK 1 2 I ZGIE 7
Z TR 4 1 g 1B S AR B AR & 5 s 7R
555 4 L PEREXT LU A B s TE SR 6 T AR ST B
g5, AR S mE 1 RS 5 E %
SM2 vk —2,

3 FEHEIR

AT FE B SM2 22 /5% 50 R %
H R .Honeyword Gifs TH H 4> L 3 55 0 & 1%
W R R R A
3.1 EESM2 ¥&ZEi%

AL T A B B

(ODRE. S22 BENALZE2ZH. L F,
RABRIE, R R F, LMEIMLE. v =2° +
ar +bmodqg., HH . KEH ¢ RAERBF, MLE
M Ha. b € [0.g—11; BEVLEIE L n B JE s
G=C(x5,y0)s = NEHEMEGRHEE H (0,1} —
(0,1}, Horpn HREHHAN #EWF,) MEHF.
#E(F,) £l F, FMEhZ E 0 A A 2R
BH., 5N HBH params ={G.n, H},

(O BHER. BPLIEIR d € [0.g — 1], 5
[d]G = (xysy)s Bl (PK,SK) = ((xy,y4)
d),

R

=
#

DBH/. BWAHE M, B4 &4 SK, 4
M* =Zs | M, JHrb Zs Ji i1 245 35 b JUR A I3 i
LA SR R AL AT e . 25 40 H BEHLIE IR &
E0mn—1], 1B e=HWM ).(x,,y,)=[,]G,
r=(e+z,)modn,s=(14+d) " (k—rd))modn.
Wit r =088 r +k=n s =0, TEHIEW £ IHIT
B EmNLEH (ML (ras)),

(DKIE. A (M, ') R PK . BEH
HAEHIE " € [00n — 1] BB WAL, EHARAL,
BIEFIRLIZE S s B A M =Z | M35 e
= HWM )= G'+sDmodn, #t= 0, BIEHIE
$iz%s ., SR G 42 = [SIG + [P,

= (¢ +2'Dmodn, #HR=r, LEREESH.

3.2 EZESM2 mEHEZ%

AL T A B B

(DRE. LA NRALLESH L ERA RS F,
MENEF, LBRMELE .y =2° +ax +b6mod
q. HH, KER g RARKE, WTENTBH a0
€ [0,q—1]; FEPLIEERE EWn S G = (24,
ve) s —MEEAEG A RECH (0,1} > [0,g — 1]
M—ABHPIRAE B KDF: {0,1}7 — {0,1}"",
Hor, klen EREFHARE, n W RESHHRH
HSEF,) WERNT, £EF,) KRB F, LR
SEMIAAHESHEE. A0S params =
{G,n.H,KDF},

()FHAA . FEVLEIR d € [0,q — 1], 15
[d]G = (x .y Bl (PK,SK) = ((xy,y4) >
d),

(HM%E. WMAHE M. %5~ PK, N
HHEHLEI £ € [0.n— 1], 118 C, =[k ]G =(z,,
1) [kJPK = (x,,y,) st =KDF (x, |l y, .klen).
At A0 AR AR W EHT IR I £ JFPAT iR AR,
HWLHE C, =MD :.C,=H(x, [ M| y,). %
ML C=1{C,.C,.Cy},

(D%, AL C={C,,C,,Cy}, fREH
B d . IREHEN CHRELC, . 5 C, AT 25 il
L7 R W MG | (v ) =[d G,
t=KDF(z', | y'ssklen) M=C,®Dt,u=H (2,
I My BEEE 25w 7= Cy o TOI 25 53 W 75 ) A
ik % 01 4% M,

3.3 Shamir MEZFHLEZHE %

4 F, R KZEE g £ —A RS 7=
HRPREME s € F, /0, UEEXHEF, FHe—1
WL f(x) =a, +a,x+a,x" +++a_z27"
modg,a,=s.a; € [0,q—1],i € [1,t—1], 4%
FHE 2 NMEE G, G, FFRRD K G n 55
H. UARD T ASHERERFMEs B, 2 5%
FIHAZEAXEW f(2),

f(x) = Zf(x;) H i modgq ,

P

1<j<e.jzi X~ L

s=(—1D"! ;fu:, >\H¢ -
3.4 BHEAS
W IH A 20 S i 2E 550 b i R R 0 A
TR O A B R RS A A MEE . WE 3 s, ik
TR AR R G 4 SR, P L UGIE G i
TH AR # DA SO AR Mo . Y H P s




2248 it =2 N 2% i 2025 4F
58 (ID,PW) B} IAGE M -G A P 2L EME WA, EREEE DA, WA FR R ID 1)

B ARG IZS B ARIR ID A OG0 6 R 114, JF A7 6
TEFW AR e . S eI H RS R E R
(ID,PW") W M O A K 8 A PW 2SN

D NEFFRMT =(PI)

BB TEUCKUM N 1, M IR (L 8 i
SRAGHA LS . 1577 28 BRI 11 4 B AR T LS
Fo T 0 B TN

i i @ &%“ﬂlﬁl”_\—!’(.rw_\.-'.f-'.cm"
1 T3] side gy e 5 LA
1 T hEFRMT =(PWY)
st |
B b |
:‘ ’\ =22 | @ WIEMIRIMT ~Pass/Fail
B, | :

B ———

@ BM|OID.LHY) |

@) Accept/Reject

AR 5 HRAT 14 Hr 28

F3 BEOSKRIERCPW FTREEFEH IS

3.5 MFHER

Advl. BF ABEA VT ESE [ ID [F1| PW I,

Adv2. FLTF A2 FFE A5 A B .

Adv3. BT A5 WU HE R I 52 WU R FA B (i
— 2B A I % R ) ), B8 5T IO A W RRAE

Advd. FLF A GRS 45 1k % 5 2 UK &
F 2Z T R 2 06

Adv5. BT A 5 BOAIE M 6 1 115 B2 4 L 3K &
IS EY .

Adv6. BT ARG TSR, il B 3 15 H At 52 4
1R b 25 1 B T B B AL 45
3.6 TEMAEN

ARSI HEN C2 - Tt 2N R r 26 3L
Reah BSOS WE PP EN C13 ] T Z R Ty
LRBLE % SM ArifE.

Cl. JCH AT A o] HoAth 5244 T 11 4 A8
KAF B

C2. NIER Z TR Ah A8 0 A& . J P aT LA
FE 7S Hi BB ATE B 2, 38 3 B A 1A R D g R Il
M4,

C3. NIER R FRFAPECR B . A FF B4l A A 5 A%
Al 3 FUEH Z A BRAAME B .

C4. IR ELR. YHPERERRFE. W
i Tk N e R AR U TR AR B .

Cs. b M. 7 £ ar DAL ik & 4l 2k W

i B A A

C6. ZAENAEHT . P AT LL A R
Bk

C7. £ % 91 & 57, SC K ) 3L ) g 7 250
.

C8. AL bLEl . BRI AT e e 2D,

C9. R 1R 11 A 118 S s A4S I 5 g )3

C10. FEALSTIA A B S A IE

Cll. ByE# 517 h A, I A Ak
8 P B 35 B HIAIEAT R AN BIOE 3 is #3B B

C12. F{i 7] % 4>, YA UE R 56 194 30 2% £H 9l 1t &%
B ST ST S iE S ne IR R LA Pk

C13. f5 4 E% SM brifi, 3T [ % 58 50 v
UE P
Horr, €2 Bk Z2 R 2 IAIE 7 48 SE IR I R
B O AR AR S T IR R R R 1 E
fifr i 7 A S M R R AR, C13 R 7 R A T
% SM R IVBRUE A A E K AE W 2% 4 42 Ul 3 1%
IR NI= [ ST E Do

4 ARIEIT

ENRRE BN E R SN R DY S
Bkt , FRBEGQE T AN R R4
WG A B BE 5 %% B A U BE 5 P VR R St E By
B SN AWME M B IMER R ERH R, £ 12
ARSCHE SRR,

4.1 FitEBE

R R RGN 4 FioR . R G000 12 W
B 5 BiR . MR B P i A PW e FIBIO .
FI 28 5 B AR B W SR . B A DATE I O 1)
B d oo AT AR B O 38 1 2 24 3 F 7 3 SR
) LS AR O . B AUE OGR4
HARABFEE O 43R Honeyword i, » 46, A
P+ CR,=H,(H,(MID;)®H, (HPW ;:)®
H,(PIDy;)mod n,),CR, = H,(PIDy; || dagn)
@®H,(H,(MID; || HPW z)modn,), 1E]Fik
WERT B, R LR EEZ H P ARIR IDye s HA PW
PLRAERRAE BIO g . 24K I 2 o & 22 38 0
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x1 FESHIRE

5 1A I DA 9 56 22 AT LAR B 9P LD - Sfeke

G *m 7 R SR AT R0 S A 0 A B I 5 IR L S AR
o e o P MID s 195 W2 R UCROE 5 B B S R 500
SN % UE B irif _ g s N e
iy N oS % i 35}
PW, 04 . I SM2 ik H ﬂﬁﬁ%ﬁlZ$T1/\EJETﬁE,*M1E1ﬁ? .
SM4 [ SM4 Bk SCyup e b AN AR SO B s A O AR E , R P TE
G s Bioyy T R GE AHIRE OSIFEHEAGE ., ASCiRBmshAsn
Mo iR AW 5 ST E TS A BB (D BAWRE R
KDF(+)  #8HURA: R %L F, q WA BRI . . RGN . .
' AR BE . P R R s S i B AR R 1 4 S,
q KEH (PK.SK)  ZARHIx
params AIBH SK SiEHY Bl PWC = SM4. Enc, (PWuye) s R Shamir A 335
PWC A ASW, 15 ) R 25 R FHEAREEH o, HE R SEMANBE Q, g8, 1
© sk [ BIKEH 8, =B, DOH,(H,(ASW,) | H,(cus)modn);
e e e e G EIMRER — =i oo S = i i S
¥
g @ EMHER MT, =(PW, Bio)

fl! | @ s maR: MT,~(SC. Credpy-pio)

Q 59 m @ AIFHR MT:= (PW, Bio, SC)
E—@‘——— ® AIEWISE MT, = Pass/Fail

P USTHEES

@ IEH RMT,=(Credpy_pio)

® AIEW R MT; = Pass/Fail

e
B4 AXFERFHELRJHS UE, MK AG FIIR 55 28 SN ST A0 1 IAIE , IF 42 45 Hh it 57 £ 3% 25 4
SK, M4b, UE AT LITEAMMKIE T4 PW, JEiZS B HrafA e )

=] % ﬁﬁﬁi FI &‘-
uH 5’;3’:: | M ng;]g! v SCye
l_ uE

—————— | legrm-id [ L. ]
| [tne] 0%
|
I
N
I
|
i
[ o AT NE

EQU{UE ‘ﬁ%ﬁ g

K5 AR

BIE PR Qo s {0 ) 1=y s PWC ) AE A 7E
BReRh2) BAWRE BB, H PR AR b4
R BRRA B o 38 28 (] 28 B4 35 DR 1) Q, Mk 2
Hla, WHH.L =0 DH,(H, (ASW) | H,

N
(o) modn ) IEEM a, = £ (0). f(z)= DB
i=1

T —x;

modgq ;
1<j<N.=iXj — Xi

eI FHP AT 1% SMA fif 2 530k DT s B ik 52 11
A B PWy = SMA4. Dec, (PWC); (3) Al KU
U BB P AR A Hl T RE R i R RA B A
BRI Q, QI BB H ay—>al™ , AR Z I f
()= f (o)™ FH AR L AR AR 6,67,

i ZHRUGFHESR A SCIR s & 14T
W AWk A2 SR IE R 2 LR ) LA i AR R RE R R, —
5 TG PR LB A A MR 1T A, AT 3k e 5 R
55 PR T AR . S — i, RAEREN
FIA B4R BUS BB b 0 B L B AR T AR ) A
B . AN Ry HE— 2 R A % R ) R 4, AR Al SR
[60,61 A BIF 7 45 3 7% S8 FH 4005 3K 20 0 %% ] 75
WITSh &AW E Tk, MREZHR R L 2, AKX
B T T AT LA ] s 3R IO A DA E PR 28 DA 3k ] it
B =AAER R (D R RE R SCup FAE W FRIE
BIO y; Wi 04 PW s (2) IR BER SCup F110
A PWyp Bdi tE W 85 4F BIO 5 (3) HFIJH B4
PW e FIAEYFEE BIO oz Wi B HE R SCup. N



2250 it A

2

= 2025 4F

Hl il

B ARG S A AR SO R AT DL AT
PR ) RO I e o B Y 85 BUR R R SCop M W) R
fIE BIO e s o T4 00 25 f [] 24 58 ASW,
4.2 EEME

LA NRBURSH RGO R F, FlE
YEF, FWMHRMLE:y’ =2’ 4 ax +bmodgq.
Hp, KFE ¢ BAMRREF, Wt RN H a0 €
[0,g —1]; MHLER E EWn IS G = (x5,
vo) s Hn HAREHHAN #EWF,) MERT,
HEF,) FaREF, EHRIMZ E M IrA A BS

klen RAIRAFEHKE, EEEEH n, . %
WHOE A 2 <n, <2°, BJE.RGEEENTT
28k params ={G.n.H,.H, ,H; , KDF .n,}.
4.3 EBHEBNE

UE FEHLIEIR dyp € [00n — 1], I3 Py =
duG = (@uesyw). RBEBEEHFP AN
<PKLE’SKUE):(PUE s ue ) o Hfivggf.iﬁkﬂ\lﬁ
M3 AG FIRSS #5 SN BIAFAIIXS . (PK 6 - SK 40)
= (P4 ,dAG) M (PK gy »SKsy) =(Psysdsn). I
W RGN FENANFSELW params = (G .n,

BH BEYLE G A R H, 2 {0,177 — {0,1}7 H,,H,,H;,KDF ,n, ,PKy.PK ;- PKsy}.
H,:{0,1}" > [1,n—1]; H,:{0,1}" = {0,1}" 4.4 EMME
SR E RS KDF. (0,1} — (0,1}, Hrh AP EM B E 6 pros .,

FEP B B

M A AF o 25

WA 1Dyg, PWyg, BIOyg

Yor € {0.1} .0 € [0,n — 1], MIDpe = Hy(IDygl|r)
Gen(BIOyg) = (ovg, fyg)s HPWyg = Hy(PWygllove)
My = Youl|MIDypl|[HPWyg, e = Hy(My, )

G =6 =
s1=(1+dpe)(n
ty = KDF(za||lya, Ken), Ca = (M ||T ) @ 8
Cy = Halzal||M|lym) & e, CT = Ci||C4]|Cy
M = {CT, ky, 5,11}

(x1, 1) by = €1 + 1y mod n

kydyg) mod p, :f'l_lp.hf.' = (Ta.¥a)

MT, = (CTy. k;, 5, Th)

if [T, =Tl € A, : CTy = (G}, C. CF)
=Ty s —J'\UI(.I”H:;“ klen)
nafJ—f —”fl'.w“” |fa’r

._J maod 1y [5G

wy = (k; 4 F [wal Pag = (0, 1)

if ky = ey + @y mod n: (My, m2) = (My, (k2, 2)), PIDpp = Yag @ Yirg

Nig = MIDyp @ Hy(PIDye||HPWyg||MIDyg|love)

f[IJ = T ”'_’-f'l‘

PWC = SMA,,(PWig), (3, 8) = (i, fli h<icy

AR R: ASW,

{6 = A & Hyo(Hi(ASW))||Hi(ovg) mod nhcicn

S8Cyp = {CR\, CRo, CRy, PIDyg, Nug, g, Gen(:), Rep(+),
{dihiziza iex. PWC}

01 A ayar V-1 mod n

MT; = (CT\, Ky, 80, T))

if [T =Tl <A, :CT) = (C].C Cy)
[dac)C) = (T s € = KDF (24|14, klen)
My =0y @iy, e, = Cy @ H(w 4| M lian)

wy = (k) + 5,) mod n, [8,]G + [wy] Pog = (2.3,
if ky = €, + @) mod p: (My.ay) = (M, (ky, 51))

ape, Yag € {0,1}, ra e [0,n = 1], PIDpg = Yin
CRy = Hi(Hh(MIDyg) ® Hi(HPWyg) ® Hy(PIDyg) mod ny)

&Y

MT;
AFFEIE
MTy

CRy = Hy(PIDyg||dag, n) & Ha( Hi(M1Dyg||HPWyg) mod ny)

Cly = app @ CRy, Listyp = {MIDpg, Ty, apg, Honeywordg, }

Ms = YagllCR||CR||C Ry €3 = Hy(Ma, rs)

CRy =[G = (w2, 10), ke = e + 32 mod n

g2 =(1+4
_ KDP (i ||y, Ken), Cs = (Mo||T2) &

Co — Halan || Mallyen @ ez, CTe = C4|Cs ||r

MTy = {CTs, ks, 52, T2}

dac) ' (rs — kadag) mod n, _f'.':ln.".r;' = {2y, Y )

&1 {Qa}l-
&l 6

(1) UE S AFRR IDye s 04 PWyp LUKAED)RR
fiF BIOy;: s 18 Gen(BIO ) = (oug s0u) s HPW
— H,(PWy. | 60e) sMID. = H,(IDy |l ). H
ri € L0.n—1],Gen(+) Fl Rep («) R B4 IS
WE A bR B, UE BEMLEI Yo € {0,117, &
M, =Yy | MIDy: | HPW s 318 e, = H, (M, ,
r).C,=[r 1G=
= +duy) —kidup) s [71 P s = (a1 sy 1) »

 =KDF(z,, ly,):Co=WM, | T) D¢t,,.C, =

(I]7y1)7k1:(€1+$1)m0dn551

(r,

B B C UE 18] AG K36 FENHE R . AG 3R [0 7 5w 57 )

Hy (o My ya s Hod T o8 Y 6 o ] 8
A CT, =C, 1C, || C, . UE ¥ i Wi sk MT, =
{CT skyss,» Ty B ATHEERIELS AG,

(2) AG WBIFEMHE R CT b s" T TG A
Wi T R B [ T — T, [< A &R
BRI CT, = (C',,C,.C, b, BAE C' B
SRR 2 AR AR AG T d,oCl) =
v a)st'y = KDF (2, || 34y sklen) .M,

(x/Al ’

C', @
Crs @ Hz (-17/A1 H M/l H y/m),wll = (k/l +

/7 /_
t' e =
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s'"Dmodn, (2’ sy )= [s"11G+[w'  JPw. AGHK
R R, = (¢, +2') modn BT . BT N
AGIRE M, ko5, . #E— i, AG BPLER aue
Yo €00.1 wr, €[0.n— 11,38 PIDy: =Y., @
Y sCR, = H, (H, (MID; )@ H, (HPW_;;) ®H,
(PID) modn, s CR, = H, (PIDy; | das.n) @ H,
(H,® (MIDy;: || HPW;:) mod n,).CR; = ay; @
CR,. AGAIEXE TR MIDy: B — 313 List
={MIDy T, saps s Honeyword ;, } o 2 M, ={Y s |
CR, || CR, I CR,} AG i1 e, =H,(M,.r,).C, =
[r IG=(2ysy,) sky=e, +xomodn s, = (1+d )"
(ry—kodag)modn s [ry JPyr = (s s yi ) o1, = KDF
(zu | yuo s klen) LI Co =M, || T,H)@t, .Co=H
(xio I M, ] y02)@e, o & CT,={(C, | C; || Ci} . AG
Bt MT,={CT, ,k,.s,,T,} Kik% UE,

(3) 4 UE YK B FEMm B, (CT, .k 05", T )
J& S FNWE T, A Rtk B | T, — T, [<< A
W ESR R CT , =(C',.C",.C '} %iﬁ c' 2
Al R i k5 R A5 0 2, UE i */Ffr%

I:dUE]C = (-T Ut Y Ul)? ¢’ 2 :KDF(l Ul H y Ul *

klen),M', = C's @ ¢',, b Kk ¢, =C'y, @
H o [ M1 y'e)s w, = (B, + s"))mod n,
(1'/2 93//2): I:S/Z]G + [w, 1P g 5 Bk 5 5K /8/2 =
'y 4+ 2" modn BT, 257, UE WKE (M, ,
Ckyssy DIFTTE PIDy =Y a6 @ Yyp, LK Ny =
MID yg @ H, (PID H HPW H ID yg H ouE )
FEMLIEEIL N — 1 wZIWX f(x) =a, + a2, +
ayxs+ e tay N imodnsa, € [0,n—1], &
PWC =SMA4. Enc, (PWy: ), GuB) = GLfG)),
Hrp1<i << N. H3Cik[60, 610545 R AT A,
B 9K 2 B[R] LG A N Al 4 28 i) R S X A O
I, UE & & N AKX 80 A n) #, 4n = R Z Jifit
TS 27 F 1 XXX Wb B P 47 By A
H 275  BUE BN R R A SR 08 ASW, . R
UE % 6, =B,@®H,(H, (ASW, | Hl(UUE))modn),
FHH5{CR, . CR, ,CR, s PIDyy s Ny » Oy » Gen ( »
Rep C ), PWC, {Q; }icrings 10 icring ) 75211%
#| SCug .«
4.5 BRINMEMER

B FNIER B an &l 7 Fros

PP i B GER B

i PAE R
BIA SCup A0 g, Wi, BIOY

i = Repl BIOG . 0ry)

HEWS = By (PWS ot )

MIDyg = Nop® HiPIDgg| [ HPW ol 1D} gllat o)
CR; s x) @ My (PIDgg) mod ny)
if CHY = CF
I

apg = CRy ©CRy, CAKpe
OTy = CH{ICHlICa, MT3 = {CT3, by, 5,

Ty CAKyz}

r'., !\Dfl
My, =C,

e

s € [Dn = 1y My = S1Dsx|lrs]| M Dy

CT:
LI

M Dy, ke
o MTy = {CT5 by ,'}

SK = KDF(ra||rsi ST Dy
CTh = Oy ('. 1€

7 B RN B (UE [ AG 22388 5% JONTER R, 520k 2 i) ot

(1) UE %% SCup i AR5 8 15 & i A&
IDe s PWeip LA B2 BIO (e s SR #E— 31157 o0 =
Rep(BIO \ 0p) JHPW, =  H,(PW |l o) s
MID{; = Ny @ H,(PIDy; || HPW || IDG, ||
o) CR, = H, (H, (MID{;;) ® H,(HPW ;) @
H,(PIDy:)modn,)., # CR; = CR,,UE BEHLEH

AT AH B IR S & D

rusrs € [0in—1], 2 M,= MIDy: |l 7, || SIDgy »
UEitH e, = H,(M;.r3).C, = [r s 1G= (x;,y,),
ky=ey;+x; modn,s;= (1+dy) ' (ry —kydy ) mod
ny [roldPa = (@assyar)sts = KDF(za, | yass
klen) ,Cy= (M, [| T)) @ty ,Co= H,(xn, | My || 34
@Deso ARG UEHE B k= H,(PIDy; || sky,
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Bl

L
2

i 2025 4F

p)=CR,®H,(H,(MIDy || HPW;;) modn, )+ LA}
ayz = CR; D CR, ,CAKy: = (ay: | k) D H, Gy [ T3,
Hop T, Fm Smintiagk, 4 CT,=C, || Cy || C, . UE
Wi MT, ={CT,kyssysT4CAK o b YERINIETE R
KL% AG,

(2) 4 AG B % 5% FHEAEIE K CT 5.8 505 5
T, Ja Kl T, SRRk B | T, — T, [<<
Aps HWRBER B CT', > (C/,,.C",.C'y)s B
UE C7, 2 75 3 2 W [l 2 07 A 5 L L AG HH B
[dac1Ci=(a sy 22)st' s =KDF (2", || ¥ ass
klen), L e M', =C'y @ t'y.¢', =C'y ® H,
(2 I M5y ) sws =k, +s", modn, (x5, y5)
=[5, JG+[w; JPuz. AGEIFSER L, = (/s +2',)
modn BEHEMI ., & Lk FX SR E AG #E—
BB LI E A h=H,(PIDy | dagon) s VLR
CAKp=Caye | DD H, G, | T, RIG.AG b
BERX CAK i =CAK yp SEBE AL . A AL AG

ﬁ‘;%; (a/UE H k/) :CAKUE @ Hz(r/3 H T, %

a've =ayp k' F R MFEH SC ZVU 1—1/2" #E
R Wwg, it AG ¥ k" B0 3] Honeyword i,
HZIN R TN BE T AG K HE 4 AT AT R H
R R UIEE R, S0, AG KB (M, .h',,
5300 A M, =MIDy || r, || SIDs . AG BiHL 3%
ro € [0wn — 1], 8 e, = H,(M,,r),Cyy =
(riG=(x,sy), LISk, =(e,+r,)modn,s, =(1
+d ) ri—Fkid ) modn,[r, JPsy =(xs1sy51) s
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Background

Multi-factor authentication utilizes multiple authentica-
tion factors to identify users, reducing the security threats
posed by the exposure of some factors (not all of them).
However, nearly all current schemes are based on foreign
cryptographic standards, which do not align with the national
strategy for autonomous and controllable cyberspace securi-
ty. Once foreign cryptographic algorithms have backdoors or
undisclosed flaws, attackers can maliciously monitor or de-
crypt to obtain confidential messages, which may pose a sig-
nificant security threat to individuals, businesses, and even
countries.

In particular, passwords are widely applied in construc-
ting authentication schemes because of the easy deployment
and modification. Yet, researchers have shown that human-
generated passwords often follow the Zipf distribution and
are vulnerable to password guessing attacks. To reduce the
above threats, more and more systems require users to set
complex passwords. However, due to the limited memory
capability, users typically can only correctly remember 5-7
different passwords, which may lead to password forgetting
and losing issues. However, most existing multi-factor au-
thentication schemes assume that users will not forget or lose
passwords, and require users to resubmit original passwords
for authentication. Although some password recovery meth-

ods have been proposed. they cannot be directly applied in

MFA. On the one hand, most current recovery methods in-
volve direct interactions between users and servers. On the
other hand, server failures can prevent password recovery
service, and even worse, the password-related table stored
on servers may further lead to password-guessing attacks.
This authentication

paper multi-factor

proposes a
scheme based on the SM2 algorithm with dynamic password
recovery. On the one hand, it addresses the localization is-
sues of multi-factor authentication schemes; in particular,
we propose a signcryption scheme based on the SM2 signa-
ture scheme and encryption scheme to ensure confidentiality
and integrity simultaneously. On the other hand, it addres-
ses the password forgetting and losing issues via employing
the Shamir Secret Sharing technique to bind private questions
with password recovery credentials. The proposed recovery
method supports updating secret questions, secret key, and
recovery credentials to address the private information leak-
age issues. Furthermore, it also applies the fuzzy verifier
technique and honeyword method to resist password guessing
attacks.
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