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Abstract RSA encryption algorithm, based on the NP-hard problem of large integer factorization,
serves as the cornerstone of public-key encryption and is widely used in information security.
Quantum computing is a novel computational paradigm that transcends classical computing,
leveraging the laws of quantum mechanics to accelerate the solving of complex computational
problems. Given the slow progress in quantum computing applications for cryptographic attacks,
the scientific community agrees that achieving even a 1-bit improvement in RSA integer factorization
is highly challenging. As reported in { Nature)., Google has been continuously improving its quantum
chips from 2019 to 2023, but it is still not suitable for cryptanalysis. Although the method utilizing
sublinear quantum resources for the factorization of RSA integers reduces the consumption of

quantum resources, even the integration of a perfectly quantum-optimized algorithm with the
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Babai algorithm remains insufficient to effectively factorize RSA integers larger than 80-bit.
Quantum Annealing, with its unique quantum tunneling effect, can escape from the local minima
that traditional intelligent optimization algorithms are prone to easily, and quickly approach the
global optimal. Considering that the quantum resources of the D-Wave Advantage have reached
over 5000+ qubits, we propose a hybrid architecture that integrates a quantum annealing
algorithm with classical cryptographic algorithms for the factorization of RSA integers by using
more quantum resources. Expanding the scale of the Closest Vector Problem (CVP) can enhance
the ability to search for smooth pairs that factorize RSA integers above 80-bit. We use the Block
Korkin-Zolotarev (BKZ) algorithm to reduce the lattice basis of the CVP, obtaining a more
accurate lattice reduction basis than that provided by the LLL algorithm. The application of an
improved lattice reduction basis enables Babai’s algorithm to obtain more accurate solutions for
the CVP. Building on this foundation, the tunneling effect of the quantum annealing algorithm is
employed to further optimize the Babai algorithm for solving the CVP. This optimization yields
solutions that surpass those of the original Babai algorithm, significantly enhancing the search
efficiency for smooth pairs. As a result, the process of RSA integer factorization is accelerated,
demonstrating the potential of quantum techniques to revolutionize classical cryptographic
challenges. Finally, we use quantum computing to factorize RSA integers above 80-bit for the
first time on the D-Wave Advantage, and the maximum factorization of 90-bit RSA integer:
629367860625666765619139989=6398047085669 X 98368744743281. The experimental indicators
significantly exceed those of Fujitsu, Lockheed Martin, and Purdue University, demonstrating
the superior performance and effectiveness of the proposed approach. The experimental results
clearly show that the importance of studying quantum intelligent algorithms and quantum
computers equipped with more qubits to effectively attack cryptographic algorithms cannot be
overstated. In the future, it is absolutely essential to focus on the potential of quantum tunneling
to facilitate the efficient resolution of NP-hard problems such as the CVP. Its capability for global
optimization could prove crucial in significantly advancing cryptographic attacks, particularly in
various challenging scenarios where classical methods face insurmountable computational bottlenecks.
Additionally, exploring the integration of quantum tunneling with classical techniques may unlock
new transformative avenues for solving complex optimization problems more effectively.

Keywords  RSA integers; Block Korkin-Zolotarev algorithm; Babai algorithm; closest vector

problem; quantum annealing; D-Wave Advantage
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Background

This study belongs to the intersection of cryptography
and quantum computing, with a focus on the attack of RSA
public key cryptography by quantum computing. RSA is widely
used to protect the security of internet data transmission,
especially in important fields such as government communication
et al. In addition, RSA is also used to implement digital
signatures to ensure the integrity and authentication of data
transmission. Theoretically, quantum computing can break
RSA in polynomial time. but due to the limitations of current
quantum computer hardware and error correction technology,
the progress of quantum computing in actual attacks on RSA
is still slow. Origin Quantum company has pointed out that
in the context of the overall slow development of quantum
attack cryptography technology, even 1-bit improvement in
RSA integer factorization capability is also highly challenging.

In July 2023, Google researchers stated that it is difficult
to factorize RSA integers greater than 80 bits using sublinear
quantum resources, even with a perfect quantum optimizer
applied to Babai’s algorithm. In August 2023, IonQ researchers
stated that completing the factorization of RSA integers
greater than 80 bits using the QAOA—+Babai algorithm on
current quantum computer hardware is challenging. Currently,
the progress of attacking RSA based on real quantum computers,

both domestically and internationally, has not yet achieved an
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attack of more than 80 bits.

Quantum annealing, with its unique quantum tunneling
effect, can escape from the local minima that traditional
intelligent optimization algorithms are prone to easily, and
quickly approach the global optimal. Considering that the
quantum resources of D-Wave Advantage have reached more
than 5000 qubits, this study uses more than sublinear quantum
resources, and employs a hybrid architecture that integrates
quantum tunneling driven artificial intelligence optimization
algorithm with traditional cryptographic algorithms. Efficiently
factoring RSA integers up to 90-bit by beyond the scale of
on a D-Wave Advantage:

sublinear quantum

629367860625666765619139989 = 6398047085669 X 98368744743281.

resources

The experimental indicators significantly exceed those of
Fujitsu, Lockheed Martin, and Purdue University, which
factorize 8-bit, 13-bit, and 19-bit RSA integers.

The experimental results show that it is meaningful to
study the quantum intelligent algorithms and quantum computers
equipped with more qubits to attack cryptographic algorithms.
In the future, it is essential to focus on the potential of
quantum tunneling to facilitate the resolution of NP-hard
problems such as the Closest Vector Problem (CVP). Its
capability for global optimization could prove crucial in

advancing cryptographic attacks.



