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Abstract In recent years, graph neural networks (GNNs) have been widely used in the field of
recommendation by virtue of their powerful graph representation learning capability. At present,
most GNN-based recommender systems rely on central servers to centrally store users’ data and
training models. However, users’ data contains sensitive information, and untrusted central
servers or other adversaries may steal users’ data through privacy attacks, which seriously
threatens users’ privacy rights. Although there have been some studies on privacy protection for
GNN-based recommender systems, most of them are based on the security assumption that the
central server is trusted, which has limitations in practical applications. Furthermore, due to the

complex structure and strong correlation of graph data, the traditional privacy protection methods
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can no longer meet the privacy protection requirements of GNN-based recommender systems. To
address the above problems, we propose a privacy-preserving framework for GNN-based recom-
mender systems named PF-GNR. The [ramework consists of three main parts: a local encoding
module, a recommendation module based on graph neural networks, and a privacy-preserving
model update module. Specifically, each user first randomly scrambles and encodes the raw data
using local differential privacy techniques to ensure the privacy of users’ data during transmission
and use. Secondly, in the learning phase, the central server uses GNNs to model the preference
relationship between the users and the items. Lastly, the central server leverages homomorphic
encryption technology to safeguard the training process and complete the model training task.
Compared to existing approaches, PF-GNR is able to provide strict privacy protection for users’
data without trusted third parties while guaranteeing model availability by combining local differ-
ential privacy with homomorphic encryption technique. In addition, PF-GNR is a generalized pro-
tection scheme suitable for various GNN-based recommendation methods. Extensive experiments
on three real-life datasets demonstrate that PF-GNR improves the overall performance by an aver-

age of 9. 2% and is less sensitive to the privacy budget than the state-of-the-art approaches, verif-

ying that the proposed method can effectively balance between privacy and usability.
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T H v, B E I B Top-K 4 77 51 2 o i e 41

IR E HETES R A 2R,

(2)NDCG@ K Wi — 25 5¢ i B An 3l B 76 477
H R B AL S T HET 45 R R RN FR AR, F R Al
HHETES) R W HET T

Recall@K 1l NDCG@ K 1) {5 #7845 Al
PIHEFEVERERR ALY . BRUIE LT oA SO HERE S R K
JE K MEBEERN 20,

5.1.4 MSHORE

ARSCITA SERG A W R P45 o 58 AR : Pythona. 9,
Pytorchl. 12. 1, GeForce RTX2060 SUPER GPU,
SCE Y FEESHRE W (D F PRI E B kAl
I Xavier J7 k5 AT 01 G4k BLITA J5 % 14 % A 4k
B 2 g 645 (2) il F Adam ™ A 4k 2% X 465 % 9 17
Ak, 221 %0 1e-3, L, IEMLRELA N le-4;(3)
PRI M4 )2 80 L 78 {1.2.3.4) Pk £, IR 45 4%
FEWMNESE o, Sa—RE RN 1/ A+L) . BRINER
L WE R 3. BT X TR S BOCER R
AR S, DAPRE 52 50 9 A -k . T O ik B R AT
300 A Ji A 58 B AL Uk AU 2, O SR RO 1457 1k SR
BP4n SR 22 10 A J& 199 o8 50 Uk Bo0E 4 L A SE A 48 A
B I B F 2 0k U 2, A S5 4 4 A (R
HIBEHLAD 24T 5 WK, 2R 5 BOPEA 48 5 19 B LA
AW TR,

5.2 IEFMHEBEHITME (RQD)

9 T 1AL PF-GNR M RE, A SO 5 A
AR AR Dy R AT A Ho AR SO T R B
RHIE e HENS5. £ 2HH THERLE 3 NEHE
A F R HEREVEBE , IO 3R 7R S Ak g UM R R k)
M 2 Hhal LR F] .

& 2 PF-GNR 5&3xtLb AR HERE L&

) Movielens-1M Gowalla Yelp
Recall@20 NDCG@ 20 Recall@20 NDCG@ 20 Recall@20 NDCG@ 20
BPRMF 0.2043 0.3074 0.1291 0.1109 0.0433 0.0354
NUMF 0.2175 0. 3428 0. 1399 0.1210 0.0451 0.0363
NGCF 0.2201 0. 3541 0. 1570 0.1327 0.0572 0. 0477
LightGCN 0. 2521 0. 3851 0.1823 0. 1554 0.0639 0. 0525
PF-GNR(e=5) 0. 2341 0.3712 0.1545 0.1341 0. 0569 0. 0470

(D% T GNN By #i 77 Jr % (Light GCN . NGCF
F PE-GNRO ()14 it 22 B 8 =5 4% 50 (%) 46 6 53 1 7
% (BPRMF \NeuMF) . iX & 3 F GNN 175
7 % RE A% A 3 b T S A 22 ) 1 i B i AR R R AT
5, DA 5 P f AR H i A B 23K B8 1, AT 42
TS TR ) HE 7 PE BE

(2) 55 A 3C By 3 Bili o) 4% 458 7 LightGCN A L,
PF-GNR My #fE VL BE A BT F B, B 40, 76 Gowalla
AR L PF-GNR 1Y Recall@20 Fl NDCG@20 $§&
br b LightGCN 5 43 5l & B¢ T 15.25% A
13.70% ., HEZEFKZ. PF-GNR F15] AT LDP
IR 28500 % 52 AR Sy P B 40 AL R 47, 3k 6 {4 ik
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& FEAR SO B RE A T LightGCN Jrik AT M e B RA P 5 28
Jr R R 5.3 BEA—YAHEENITRRQ)

(3) N#& Kk F ,PF-GNR 7¢ 3 M4 e FURA T 5 2550 FH P 1 B A ) 02 B R PR P 4 7 =R
AR S NGCF A1 4. J9f B R % 0T BPRMF Ml SERBESCE 5. o5 1 3l PF-GNR 1 FUFA — &%H]
NeuMF, #il4n, 78 Gowalla %t ¥ 4 |, PF-GNR f4 Yyl Oy T ) e I, AR SO H 430 5 3 T CDP g R
Recall@20 FIl NDCG@20 8543 It NeuMF #2F  4777 1 (GAP) DL S 3 F LDP 9 - ¥ 77 i (Lap-
T 10.45% A1 10.82%, X ULHI 5 BLA 7 AH L, Graph . DPRRO#FEAT T Lb# ., Lo B s 1
PE-GNR Jrik e e B A RS 01, 7] 2k 4 FPBEFATIE ¢ € (1,3,5,10} BN 9MCE T A
FE P 4 03 e A 5 A BRAAR 470 2 0 e /I, 77 B A 2 A )

g5 LTk BARBR AR AP AL XF PF-GNR A9k Kl 2 J&oR 1 45 07 IS AE B A R AL PR B 00 T 34T T3
e A — M RE M AH ST %07 AT AR RE B L5 N AT LU H

Movielens-1M Gowalla Yelp
0.250 0.18 0.06
0.225 0.16

) 0,200 o 0.05 /

§0.175 =, S 0.04

F 0150 %0'12 %) 0.03

& 0.125 4+ LightGCN g 010 ‘i LightGON g "+ LightGCN

0.100 -8~ PF-GNR 0.08 —-o-PF-GNR 0.02 —e— PF-GNR
-+~ GAP - GAP - GAP
0075 —e-LapGraph 0.06 ~+—LapGraph 0.01 ~= LapGraph
0.050 " DPRR -=DPRR 0.00 = DPRR
1 3 5 10 1 5 10 1 3 5 10
Privacy Cost (g) Privacy Cost (¢) Privacy Cost (g)
0.40 Movielens-1M 0.16 Gowalla Yelp
0.05
035 0.14 o
80.30 < o1 / A 0.04 —
©0.25 / S © 0.03
2 020 s LightGCN = 0,08 Z - LightGCN] e 002 —+ LightGCN
P B e Tro
o0l B2 vl B P v o
1 3 5 10 1 5 10 0.007 3 5 10

Privacy Cost (&)

Privacy Cost (¢)

Privacy Cost (¢)
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(DMK F B R TE e Wb, Bi g ik
(P R X 5 BN B R AL X AT G 2 TR B OR A T
PR B RA U e 5B AL o] I 5t M O, 2 e Wl /D
I o A AR o %) M 7 2 BN AT 2 ) 70 TR 5 T
BRI R B I A TR RE R R

() 5EF CDP )71k GAP M H A SOy ik 7E
KEBIEH T BAFLF RN, flan, 2R A
e = 3 B, PF-GNR 7£ 3 U 4 i PERe 2 T
GAP ik, JF B e 093G, X F AL 3408 25 iF —
HP K, REE e < 3 0. PF-GNR £ B A & 0%
T GAP Jik. HEZFE L. GAP it 0 i
55 i FE OGN GRACHE AT W B, AR BAE TR R
T 7 A58 A TR Mg 7 ) RASE DT % R A e 1) 4K
s . A R T ST S = e s

MRz B M Z T AR Bk T LDP
FAR AT AT A5 25 = iR, i B P
SE BRI E S A Bl . PR A BB T A 1 15
TR AT RE S B R T 2 MR A DT X A5 L T
PEP= AR B 2w, SR, I 52 R &G 2R Ok &, PF-
GNR AALHAE 7 574 T iy BRAA R 4P 1 HLAE R 248
100 BERS 35 B 5L 2k GAP M RE ., X 78 4 Ul
WA SCO7 ¥ AT DUA 280 2% il B FA M 5 %8R 1k 22 TRl 1Y
X

(3) 5% F LDP )} % (LapGraph,. DPRR)
L AR SO R AE A4S A Y e 8 W 2 P
ELR ML, VAR 6 A 109 25 Ak W B2 53 B & B0 Bl e 1)
/0, PF-GNR W PERE 2 2218 N R, HA845 T
Bk B2 5/ . 7 LapGraph il DPRR A4 i JU 2 21
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HELFERAET . — 7, LapGraph #1 DPRR # /&
SR LDP 5 AR K &0 422 56 W 3 47 BE AL 30, L) S B
BROAAPRA . SR, R T 405 4 R B LA o 4 B R A
FLHE N A LDP H2 AR FHE A7 AL B 6 23 ok 2 K
L 7 R = i NI D2 G s O S P I A g (Y
I A TEARBR AL R G0 01 B0 T A8 5 o) — 7 I A
X A 8 M 77 2R G0 W R A AR SCIRE T T — R B B
BRI HLE . ZHLEDE LDP AR 25 00 %% £ R A

S T A0 WG 25 53 8 7 4 5 0 BS540
G T R

(1A THAE PF-GNR 5 H Al He 5 8 76 Ba AL
PRI PERE IR B 3 0 22 5 AR SR A E X -
R U6 X S2 U BOYE EAT TR 0 . A Fr Al R

K3 FroR., ZEBAFREOEKA, X8 HJERT
Gowalla 54l 42 7 B BE X 246 56 45 5%, oAb 52 56 %%
PR A0 2 b 25 2 5 2, I BoR B
L, S 25 8 bR M 22 02 AR A0 ) — SRk B S AB 4T 5
WA Ge 125 3 G BUZ DL NDCG @ 20 485 R
B ;SIG £ - KU P {E. £ B 5 « BUEN
5V LL R . P i F 0 2 0. 05 ZI8], 37 P Ff
R ER FEXESR R MR REH B EE
5+ 3Score 78 PF-GNR tH# T HAb XF kb 7 78 %
EES LB E R . R 3 MG TSR
AT LA 7 B R TS5 [ 15 00 T o AR ORI FE 3
AR RS A4 8. X ] PF-GNR (1)
FHERERT A Ik Wik — B0 UE T A&
D5 ¥ A b .

%3 PFGNR 5&XIEAEREI - HIEEHER

%1 Mov Gowalla Yelp
(¢ =5) PIE bR r-test SIG B FE ttest SIG ¥ifu i % t-test SIG
PF-GNR 0.3712  0.007 — — 0.1341  0.005 — — 0.0470  0.002 — —
fig xf 570 1. GAP 0.3583 0.008 3.98 0.0163 0.1243 0.003 2.89  0.084 0.0412 0.002  4.13  0.0145
fi %t &Y 2. LapGraph  0.2431  0.008  25.15 0.0004 0.0781 0.005 17.80 0.0001 0.0241 0.003 12.5 0. 0002
FCXT A 3. DPRR 0.2869 0.01  11.24 0.003 0.1090 0.002 10.23 0.0005 0.0358 0.002  8.73  0.0009

3

Score

2 3

25 bAoA B R o3 A T LA
ARSI IEAE A BRI U0 T ¥R O 4 v BLAR
B 255 PERE , I EL X B R 00532 1 i) BORR B M1,
FErIEM] T PE-GNR BE % 78 o FA 1 5 %O M 2 18]
F A OT A
5.4 XLAMREAE(RQ3)

5.4.1 AT

A BIEH DT PF-GNR &6 B A B 419
PE . e AR SO I = ol A g BT Bl 2 ) 4% 4 7 7
1 (NGCF. GAT. GraphSage) 1F by 2L fili % 2% 45 71,

SRIG HE T A SCR B AR P LR, 3 0 A8 3 s B AT Y
B AR P11 A8 1K (PF-NGCF ,PF-GAT ,PF-GSage) , 3£
AT RIS, Hod, ir A 5 B B AT ¢ 58—
WE 5. LWaFRE 3 irn . NPl LI EL E| .
(DFE =K% |, PF-NGCF,PF-GAT, PF-
GSage Y #E 77 P B #0 2R T & A1 09 55 aib A 7Y
NGCF.GAT VA K GraphSage, % W EE45 B 55 4.5
TR HEIS M A AT . O 7E PE-NGCF ., PF-GAT
PL S PF-GSage W5 AT B A £ 47 42 A &b 21 1
FUR B 0BRSS BT AT A ok — i K
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X F B RA PR 7 0k o U U R R R e
RREENEEIREZ —, FHI, ANTE 3 DA
FEECE A I X% PF-GNR I R8RS AT 1A . AT
B DR X EE 2 S BT 18 B = A X L 7 i GAP,
LapGraph UL &% DPRR # LI LightGCN 4 & £ 5l %
ZE RN JT A A ] Y T 5 BR R v X B A Ok AT S
5 0k EAE B A EE S B BN R e, S5
ik 4 iR, W ATLIE

* 4 PF-GNR 5&3tLb A& a0l 46t @

U ENa

PGS PF-GNR GAP  LapGraph DPRR  Light-
(e=5) (e=5) (e=5) (e=5) GCN

Movielens- 1M~ 2.7 2.3 2.18 2.15 2.1
Gowalla 27.8 26. 4 25.7 25. 1 24.5
Yelp 43.8 40. 3 38.2 37.9 37.2

(1) 5 AR 25 LightGCN A E L B AL 7
75 ¥ (PF-GNR, GAP, LapGraph #l DPRR) 7 % {£
B 22 (I St ], H 32 B D AE T X SE R RA PR
DRI AT M B BORA PR B HIL R L R AT RE G
SR I TE R o AT S e A5 1 3l SRR
S R R A TS

(O TEFTA 529, Light GCN 5 Il 25 Bt (8] f
D HIR G GAP, LapGraph 1 DPRR, % J5 & A& X

771 PE-GNR, % 5% 4. 5. 2 /N 9 BEIS20 Hr A —
#H, HFHEFENZE.GAP,LapGraph il DPRR = Ff
X HE 7 ¥R TR AU T 22 0 BR RO S T AR S ik
IR T LDP 1R 25 00 % 0 Fh B RA PR 7 4 R
R R WS TS ok T R A AR, B
T PE-GNR VI ZRiF [l i 34 hn . kR B B A
SCOT N R )2 Je 22 1 o (55 fdox L 5 s AR LG
CIEHEFE MR I T 2 0 ek [R) B R I 2R
I ) f) 385 i 4 71 78 S AR A K S AN, 78 Gowalla
a4 1 PF-GNR 1 Y1 25 i 8] {5 L 5 il 1) 2% A5 251
LightGCN Z 24 13.5% . X 7843 1 B . A SC 7 i
PF-GNR 114 Fa FA Or 471 ML 0T 1 25 %00 % 57 AR 1Y 5% )
A ORFETE AT 422 32 IS B Z 9
5.5 JEALIR (RQ4)

AR 38 3 T S5 L ok B8 IE PF-GNR A 7 1l 2
FO G LR B AL LR PP SR L AR T . S, A
BT 3 AR . GNR+LDP 78 25 1 B
AL 8 B AR B A T LDP $2 A S P 8 7S 1 %
JERBEE Y s GNR+HE 2R KB T A #2250 B AL
S AP, FAE Bl W] 2 25 BOR ORI o AR b Y
R B AL s GNR 327K [R] B 23 B 7S Hl 22 4 B R 4 ) 5
HU R B RA PR S AR e, RS it P AT 0] B RA £ B B
AR FBEAE R TS H W, R 5 BN T
il S B0 ) 45 4R

x5 HEXE
b Movielens-1M Gowalla Yelp
Recall@20 NDCG@ 20 Recall@20 NDCG@ 20 Recall@20 NDCG@ 20
GNR+LDP(e=5) 0.1721 0.2435 0.0943 0.0781 0. 0408 0.0354
GNR-+HE 0. 2504 0. 3820 0. 1804 0.1210 0.0632 0.051
GNR 0. 2521 0. 3851 0.1823 0. 1554 0.0639 0.0525
PF-GNR(e=5) 0.2341 0.3712 0. 1545 0.1341 0. 0569 0. 0458

SE I EE SRR LA e (D) 5 AR BORA R b A8 1A
GNR # . GNR+LDP 7 3 A~ 50HE 45 b 09 9 7 3%
KA W R, XU AN LDP £, B4R
BB TR AIE B i BR AL 2 & R 5 g Aad B s
SN B 1 nT e 25 DI ™ 5 ) A5 A
fit. (2)GNR+HE R 5 GNR iM%, X i
B 87 R[] 285 Jon 25 2 R A% 78 m) R P 1 B 5 ) AR
NS RERE TE N 52 M I 2R B RTHR T S O B8 2 18 7™
R AR . (0T B B, 3 T RS %
P NEREZ Al 1 0 €l A B (N W1 1
T A0 2 I 52 50 0 B RO B o PR Ohb i o T 2 5 A
BRAAEE AR A&, (3)5 GNR+LDP fl GNR+
HE A It , PF-GNR 52 80 1 & A M A AT HT ¢ 2 18] 31

AR o 310 B AR S5 R A A b B R g R A
FBRFA PR3P TR S He (g 2L R VE R, AN Re 48 i
FHERAIE TR () BRORA R B 5 T LA T LA 5008 2% 4y
Mg 75 7 A 1) 67 TR 52 M) PR AR A5 AL 198 T T
5.6 BSEMERMESHTRQESD

AN SR A BT 2 A S B PF-GNR
PERE A5 00 L F 35 - PR 4 20 2 )2 500 LR B RL T
SRS E S o SE P R SCK PF-GNR 1 FRORD 75
e [WEH 5, @it o MU S H L Fl o, WA AR Y
PEREI AR AL .

(D FE M2 M IZ5 L B, xFF GNN #
UK U, 30 0o o B P 22 X 4% 2 L AT DAl BT
[7] 1) s B 0 B, o AL X B R R A AR s Ik
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B 2 (Y AR ST T A R XA PR R B0 E AT
FIE AL A5 1k AR ABL, DA TG 5 BBCad - 3 1), AR SCHE
3AEHE AR Loy I T R KRR L (L €
{1,2,3,4}) % PF-GNR PERER M 45 R WK 6 Fr
No ATLLUR L, PE-GNR Y PERE BE & )2 £ L 3 m
ST E b, RZ BRSO RTE L =3 i, Wi fe e

fiE . B RT3 )2 O B B S R
W 4 B 22 TOTE RN o~ ™ A 1 07T B2 M ol A5 A
RIRPEREZE T T R BRI TR SEBR N P G A
B IBAT 55 1Y S A RS LR L S AR R 2 R S T R
oK e 45 T 1 [0 e 2 IR0 4% = i DA DR e i )
A oK B R

F6 EWZMEEZEH PF-GNR #EFEEEERH I

- GNN 2% L VMoviclcnsflM , , Gowalla 7 Yelp ,
Recall@20 NDCG@ 20 Recall@20 NDCG@ 20 Recall@20 NDCG@ 20
L=1 0. 2287 0. 3530 0.1353 0.1135 0. 0528 0.0433
PF-GNR L=2 0.2258 0. 3502 0. 1409 0.1217 0. 0530 0. 0435
(e=5) L=3 0. 2341 0.3712 0. 1459 0. 1264 0. 0569 0. 0468
L=1 0. 2314 0. 3685 0. 1431 0.1240 0. 0575 0. 0479

(OB SE 0 W, ARSCTESH 4.2 71
PR TRABSESE S MIER. Bk S . 45
W REB BN w, TRIES € [0,1] KB
WE e AT e, =0 Fle, =1 —0e o3 H
TP HAR R A, R D, TN 8h . A SCK B
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Wt 7 2 Al AR B T 22 Y RRORA T 0 T 4 41 92 471
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. . L Movielens-1M Gowalla Yelp
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Background

In recent years, graph neural networks have been widely used
in the field of recommendation by virtue of their powerful graph
representation learning capability, and have become one of the
most effective methods for solving recommendation problems.
However, it has been proved that due to the uniqueness of its own
architecture and training method, GNN-based recommender sys-
tems faces more prominent and harmful privacy and security prob-
lems. which seriously threaten users’ privacy rights and interests.

The current research on privacy protection of GNN-
based recommender systems has made some achievements,
but it is still in the early exploration stage, and there are still
many key problems to be solved. First, the existing resear-
ches are mainly based on the security assumption that the
central server is trustworthy to design the privacy protection
scheme, which has greater limitations in practical applica-
tions; second, due to the complex structure and strong cor-
relation of the graph data, the traditional privacy-preserving
methods for relational data can no longer satisfy the privacy
protection needs of GNN-based recommender systems; final-
ly, the existing methods are designed with little improvement
and optimization for the special properties of GNN-based rec-
ommender systems, which makes them difficult to achieve an
effective balance between privacy and usability.

Focusing on the above problems, this paper proposes a
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privacy-preserving framework PF-GNR for GNN-based rec-
ommender systems. The framework consists of three main
parts: a local coding module, a recommendation module
based on graph neural networks, and a privacy-preserving
model updating module. Firstly, in the data collection phase.
each user randomly scrambles and encodes the original data
using local differential privacy techniques to ensure the priva-
cy of user’s data during transmission and use; second, in the
learning phase, the central server uses graph neural networks
to model the preference relationship between users and i-
tems; and finally, in the training phase, this paper achieves
the security and privacy of the model update with the help of
homomorphic encryption techniques. Compared with the ex-
isting approaches, the PF-GNR can provide users with full-
cycle protection from data collection to model release while
guaranteeing model availability by combining the advantages
of local differential privacy and homomorphic encryption
techniques. In addition, PF-GNR is a generalized privacy-
preserving scheme suitable for various existing graph neural
network recommendation models.
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