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Abstract  With the increasing complexity and scale of software, security issues have become
more prominent than ever. Fuzz testing has emerged as a crucial technique for ensuring software
security due to its ability to automatically generate and optimize test cases, assisting developers in
detecting and identifying vulnerabilities within software systems. Compared to black-box and
white-box fuzzing techniques, grey-box fuzzing achieves a balance between these two approaches
by incorporating both the external behavior analysis of black-box testing and the internal imple-
mentation details assessment of white-box testing. This hybrid approach allows grey-box fuzzing

to combine the advantages of both techniques, striking a compromise between vulnerability detec-
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tion capabilities and testing efficiency, making it a highly researched and widely adopted tech-
nique in the field of fuzz testing.

However, conventional grey-box fuzzing techniques primarily focus on discovering as many
unknown vulnerabilities as possible within a software system. While this approach is effective for
general vulnerability detection, it lacks efficiency when applied to specific target-driven explora-
tion scenarios that are becoming increasingly critical in modern software security analysis. These
scenarios include verifying static analysis reports, regression testing of software patches, and re-
producing software crashes, where a more focused and target-oriented testing approach is re-
quired. To address these limitations, the concept of directed grey-box fuzzing was introduced in
2017. Unlike traditional fuzzing techniques that aim to maximize the overall vulnerability discov-
ery rate, directed grey-box fuzzing emphasizes the targeted triggering of specific code regions or
particular types of vulnerabilities. By directing the fuzzing process towards predefined targets, di-
rected grey-box fuzzing enhances the efficiency and effectiveness of security testing in targeted ap-
plications, attracting widespread attention from both researchers and industry practitioners due to
its orientation ability.

To gain a deeper understanding of the effectiveness and challenges of directed grey-box fuzz-
ing, this paper explores its technical workflow by analyzing three key components: the selection
of testing targets, the preprocessing of target-oriented guidance, and the performance optimiza-
tion of directed fuzzing execution. Through this analysis, we assess the capabilities of directed
grey-box fuzzing techniques while identifying the key obstacles that remain in this field. We sum-
marize and synthesize relevant research advancements from both domestic and international stud-
ies. These advancements include various methods for selecting fuzzing targets, which can be cate-
gorized into manual selection, automated selection, and multi-objective optimization approaches.
Additionally, we discuss essential techniques for guiding fuzzing towards target-specific code re-
gions, such as distance minimization strategies, input reachability analysis, and sequence-based
code path guidance mechanisms, all of which play a vital role in improving the overall effective-
ness of security testing. Furthermore, we examine performance enhancement techniques aimed at
improving the efficiency of triggering target vulnerabilities. These include global energy schedu-
ling strategies, adaptive seed mutation techniques, and multi-level priority queue mechanisms de-
signed to optimize the fuzzing process. By systematically summarizing these advancements, we
provide a comprehensive overview of the current state of directed grey-box fuzzing research, iden-
tifying both its strengths and areas for future improvement. Finally, we discuss potential direc-
tions for further research in this domain, including multi-type crash detection, multi-metric fuzz
testing, support for multiple programming languages, and leveraging large language models to

enhance directed grey-box fuzzing to further refine fuzz testing approaches.

Keywords directed grey-box fuzzing; software security; vulnerability detection; selection of tes-

ting targets; target orientation; fuzz testing performance optimization
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BM# . FuzzGuard ™ 8 8HE B~ , AFLGo 78
PATHEFEPZY 91 70 i AR TG % B 3k B bR, S
AT SE ) K SO AR AE AT IAE BN . O TR
FEXREE H AR AR R BE 1 WF 90 38 16 X 5K 245 19
ALY T 205 ey e A . R M TR kA
AT B 45t v Wi 4R A DG AR 2R O ik DA Bl 5
T,

BEXEAS ] 3K B A B AT 23 ™ EE S e H bR E )
AR, B ETE f A AT SA M D 1 B R e T
VEEEAFELT 42K,

(1) X 4 A ] 35 P R AT A A il X 2R 05 i
T o DA U 6 i A RE 8 135 H AR ACURS B AR, R Pk
g A\ TR A R . FuzzGuard™ F) JH % B 2 >
HAR S T 7 A6 B A B AT A P L AR AT B AR
TP Z Hr A Y8 H AR AS 0T 38 0 A, DT 4 R A A
PERE . B XTI T B I 2L PR AL, 1 1T i A
AT I B AT R PR L OF 51 A T35 19 50K A T 4K
PP, HAh %I et T — R
Tt~ B £ 75 ¥ die /M SRR B 1 0 A AN i
6], 5 H. AT L5 AR G vk 4 A, i — 0
38 T4 IR R 5 MC™ 7 g S 3200 gy — A4 e T
RREARY 5| T (448 2% 0] 70, 3 o 99T 00 A R it AR ) g A 25
] 15 B R A AL 48 2 SR m L el /D 3K 31 H bR BT 75 1 A
ot BRI T R EEAL A R AL T AR
YY) S A5 2 25 ] 8% 48 R L DA X B A ) A s i
P H br, W35 48 5 T BRI IR 19 %08 Ha-
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Bl

L
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i 2025 4F

Lo DUl B F 24 o i A A A S BE 2 5k H AR Y
AN G 3 7 A A AT BRI AR AN BT Ak Y
iy A, SR T RE T IR SRR RU M 1% SR s AR Ak B A %

(2) % M2 e v H bR T ¢ iy AR RS E AT 55 A
BEXT BUAT B ASORY i 0 A7 7 % A2 B X 1 ) L, S ] R
SRS B TE NN R 2 B bR, W i8S B 4
AR PATERAR . MR RLT AFLGo iy T HE &
e/ IME B AR — O 2% TR AE 48 8 73k g AR, B AT
FHER B 90 0 JA S xR B 0 Of 2 00 B MM 4 149 2 1)
AT .

X R v E A TG 0GB AR A AT BT A Y T
L 2 BRAS 2 5 e B bR AR B AR 9D AN b
T PR AR A DA 4 v R K Y 2% % . BEA-
CONM"REATE DGF 1 AL B B B A& B R ] 34 %
BTl #E A IR T I ICEG, M Bk TE v 3
ik B AR A B FEAS B, I 38 5 R 1) X JE) 43 A i — 2P
SR 2 ANA A B AR, & 0 T I i 72 oA b
B AR AR K s SelectFuzz ™ ik — 5 414k T 89 K
2B ]Ik EE AR R 5308 H AR A OGBS AR RIS AH G BR A2
Xf AN A G BR AR HEAT AL IE Y VR B S Bt o i &
M. 87. 67 IR IEAR B LR HARAAH G . %
38 1 R S AR R TR B R S A A AR, 1 FH B
(18 B 5 32 AR I B4R O 4 A R 5 R 0 AN B B 5
FIAR G 1Y 56 4% s TOPr ™ I b — i 39 4 75 325 G
VN IR G NN SR RS s pl i S B s A )
SRR W F) ] G 135 2 B2 A 00 BROA 2 AR 2 T A L
AL S, TW BN e & 0maE . AR5 .
I RS 44 DR C WK 52 R A7 ) 02 42 1 3 o ) 2 ] 42
PSR . B XY b BT A AR G B AR Y i A7
i IEXF H AR A7 B TGO I A B it E AT B R, kS0 % G
KRR E.

(3) 38 4 A A4 S B Rt U8 20 I O I AR Y AR
F. XI5 R I I Bl A R I B AR i R 5t R
PR AR A W RE & BT TR A X B, SieveFuzz™"
PR T —Fp T “PE48” (Tripwiring) B9 146 5 1,
I A A 0 A A R R LR A L I TR A
FERY B AR AT 35 B AR, IFAEAS 1T 38 AR5 Xk ik & 4
e D LR % S| o NVARY 1 B WS 5l 0 I v
Bl & BLAT , P48 B 68 0% 3 A T L, T 0 5 RS B
28, I R A T AR 48 s CONFFY SR A 17— Fil
BT B A 24 o ik 8 R 5R A 00 U 1k A G B AR Y R
A7 T 0 T A B AR 24 S, 8 P e G0 3R 6 O 3 o e

T H AR B L I, SR 5 R 2 B 298 A8 o W 3% A T
JE X B 2 T, ) TG 56 AR B BER s FGo Y 51 A
TR AR B R R L i 3L A ICFG o [ A ]
ST (=5 W) B s S W K2 SN e L i R W
B7E HE AR ] 3K DX B s B A AT RE B4 & kL AT
T TG UR I H 5 MR s PDGE Y 2 iy T —
ol iy SR R ) B AR A R D7V L 8 DGF (14 0] 8 o 8T
SRR ERR T ASRTOK DN 1 BR AR IR R . % kGl
i R B G AS A AT R0 A5 ) bR IR X L 25 A B
APAT P 7 35308 BN W R AR A A A5 I
AR T H R G OE B2 1 % s DDGF™ i 1)
T —Fhsh A R B R R IR K DGE R ) i &
e UK T BRI R s ARG 5. il
Ball-Larus #4220 M8k %t %42 BEAT 5 250 4 )
S5 ST AR AT A BT L B Bl P U R R I G
FEAR . T R R R G B A AR 4 W S R
P B SRS L IR 3 FH P 28 R U 2 Ay ) i
AR ROR I 7 SR AR T H A DX 3P A T ) ik 2 K 4%

C4) AT ot 5 o 40U 7 5 %o g AL AT s 5 vk R AT
LAk . X ZE Ty i T A A R Bk AR
W3 e B A TE R SR WS . Wiistholz 28 A8 B x4
REG 2y 420 T —Fh S mURE 0 M 7 ik il 5 o BB
Az U N T B AR T 48 Ok O L O A5 BB #1138 H bR AR
fith o 7 e S L AN 1T 3K 11 A T S DAk S R b B
BRI, T Y 4 W IR s VULSEYE™ 4 %t 8 fig &
2y, B T — R TR A A R SRR A e
I A 43 BT U 00 U IR A A AR RS B A T 356
S MR RE E 5 51 & T TR A A 2R B AR . T
QUINF =5 =S I s S B N RN = I 7 i S o
I DX I R T B B IR IR 9 s G-Fuzz' ™ W I i)
I FH G A% gVisor, i i3 8 45 73 T 4 R # 8 gVisor
4 T FE PR o O T L R 5 A A O B AR
T 6 A% R AT AT 36 1 43 BT o AT 4 0] 4 ] 3
B 28 G0 1A A A v 8 03 R 491 O T R PR
A g A T IA

AT BT T AE b, 56T AT 35 Pk 09 ik mT
AR & DGF A%, AT X 1k TAE hr 3
RBFEHRTTREGER O, FEZHP T EN
75 % ek nT A MR A SC B ROR A AFLGo 1Y
PERE AR TH AR 0 T ARSI AE . Hob L R AR 4 2
TF 5% 7 1A ot e A Ak, TGk AT 3 ik e Bk
T bn b AT A RO He L DR AR R B A R R



5 TRETLAF 5E ) K S B B AR F 52 i e 1257

R4 HWEEANTE MBS ER L

. . . " ] X PERE £ T KA CVE 4%
2z [ 5% Giik ¥ N ian > e 1
i E WMRIE F Ik ik S A A A e 1 2 R G AFLGo) K MISCR 4 Fisiht
ATk FuzzGuard™"™ TREES BRI F by 45 MR U8 65. 1610 HA 5.1 4% N/A N/A
*ﬁiﬁmﬁ‘ M7 57 J P B 1 A 2 T Magma N/A 134 4% 15 4 N/A
o Halol™ 45 HAR A 3 0 A28 5 1 Magma ALk AL 57.0% 28.9 fi% 10 4> N/A
. 1 82. 94 %4 It
BEACON'  Relishienibe  Fanmmn st twn oyt nsfE 84 104
HARTE X )
RO Google &5 98. 04 % 11 .,
1% 85 A 2277 S HE 5 B A B v 10. 69 % 144 6 4
¢ % SelectFuz AHRHEINB fuzzer-test-suite "] ANHH B A B & ! I
TOP:™ SR HAR I BT Tk 24 M T N/A 1. 08 £i% 24 4~ N/A
) S 2% 7D e
SieveFuzz"") ’;;}giﬁg Magma WA 29 %6 B T 1. 42 f& N/A N/A
CONFF-™ B A L I AR Lava "] N/A 27.3 % N/A N/A
W T S FGo!* MERIE B R A FImIR 4 SR N/A 1.06 1% N/A N/A
PR R R . I b 1 35 B 74 11 7 2% %
~[81] A‘AV E!Sz/: TE‘; B . . [107] N LG (~r ¢ A~ AN
PDGF I 06 J28 i DX 4 o A A UniBench THET 5. 65 1. 34 1% 94 6]
) BB RRIC
DDGF'] 5 A Magma N/A N/A 44 24

5.3 ETFINSEAIE

JEE DGF 1 —2837 5% N R 5 (H A b 3
R SE i 4 1Y 40 6 T I I AT SR FEAE AN R A0 R T e
FH (Use-After-Free, UAF) . & B (double free)
SE RS R AR AR TR 1 T L AL B 3k B b AL S T
AN RE PR IE T 317 4 Aok 2, T o2 5 0 R — i I PRAT P
G, I UAF JeiR 2 20 56 0 AT N A7 R TBCERAE | 1
PEAT A8 PR AE L A B LTl 51 R A i, AR
K, — BRI ST T AR R 51 5 1) 1Y) SR W R 34 5 A5 K
s %] U I ik & BE T o i g A A I 3 H bR S A K AR
KBS IR AT S NP S 290, LU 41
S 1) 1 75 0T | O 8% 1 IRAT

BEXS AT 50 % fik e B B A A 52 0, B ETHE
P9 ) g5 1) b RS TAE EEAAEELLR 3 26

(D% TTEEX UAF J i 247 A 2ok . X 2%
T3 38 5 oy A A R A 2 AR IR 2L LU $R T

1 void main() {
2 char buf[7];
3 read(0, buf, 7);
4 char* ptr1 = malloc(8);
5 char* ptr2 = malloc(8),
6 if{ buf[5] == '&’)
T ptr2 = ptr1;
8 if{buf[3] == 's')
9 if{buf[1] == 'u’)
10 free(ptr1);
" if(buf[d] == '&')
12 if(buf[2] == 'r")
13 if( buf[0] == f)
14 ptr2[0] = 'm’;
15

KRR ST
B 6 UAFL JF55| i

UAFRFM R FI(CVE-2018-20623)

UAF J iR (R 2%, UAFUZZ e A E AL
TR UAF I 0 2 1) K 6 A0 25 it 3 &
WE TR T (8 N A7 43 T R RN A FH 4 AR A N F7
FEIF A, 4 X 2 )7 51 5 2 AT UAF e i 45 X
A1 R A AT %o vk 0 U A A . B SR 8 A
RLEE PEAR BIL I L A S %k 5 5 T3 UAF J9 41 & B DL
B (4 b 7 BE A7 03K, B S A AL IR S mg s 5 UA-
FUZZ Al UAFL™Y R 2 ROR S E N £ %
RVE THB B F 0 N AF48AE 7 51 (malloc — > free
—>>use) , LUtk Oy Ll ok A2 B RE 5 fih & UAF i 1
I 81 . 32 5 vk R 28 RUIR 2 43 BT Ctypestate
analysis) 1R 5 AT 58 i o 28 BUR 25w M 0 5 7
1, 38 2o 38 B TE B AT I R RS i AR AL R
URDOE BN L i NN T v L e T o )
UAF Tl foh % 5. & 6, 341145 T CVE—2018

—20623 9 UAF Y il & 16 2 0 9 7 9 51 2 i A
N furseen’

i\ ‘aaaseen” HLA:‘auaseen’

FF 51 5 0 AR 3
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Bl

2
&

i 2025 4F

i ;] UAFL 19 28 BUAR S 43 B 75 1 % AR5 BE 4 7
i AT o A5 2 I T BT T B ARAE Ty 4 —>7—>10—
=14, B RS SO0 A S AT S . TEHAT R
SR 51T . UAFL A gl i H 41, 38 25 1) )3 91) &
AT I fioh & 35 72 W IR s MDFuzz™* ]Sk FH 22 )2 Y b
PRy 38 2o A RN N AR Y OB AL L T
T A B AR P 3] 5X 86 AR 1 B B L 455 A A Y
Tl 3 R SR W, 20 25 ] 8 DU o AR b i - 2 B AN
AR R BT kRS 5 2 UAF Jeil .

() ALCTE 5 B bR AR OC I $UAT 591 AN X 53
HAniwiin 28, B AR E $AT Bt A i A AL SR 5 7
ORTERRE 1 B AR AT 81 100 AS 25 18 e ) 1) B A 2%
B LOLLY ™ 150 15 A 5 51 S 1) 10 K & 5500 2%
T A AR EOR WA AR P i AT I Y B A A P BT 9
O s A == A sk SRAT B , IR AR 98 - 19 1 971
5 R L RE i, I A= B e BT o 09 I A
e LOLLY 7EREHLSE A8 X L 56 2 A% AR /Y
] {1, Berry™™ i — A5 48 1 T — B O 41 800 P 51 5
] J7 1 o 5 Wl o iy A4 I 1R R S A L B
TIEA I E AR F S, FR A3 5 H AR JF 51 (Enhanced
Target Sequence, ETS), #iff T 7£ 3 ik B #5731 1)
AT — A Z AT 0 20 5 U7 18] 3X 2645 55, Berry AJ LA
EAHE T LOLLY 375 K if — 20 32 Th 1 AR il
WA S R,

LTL-Fuzzer™ % B £ PE 05} ) 18 % (Linear-time
Temporal Logic, LTL) 5| 555 A A= 5%, i 1 b xf
FEIFAT S RS0 E LI B I 32 %5 24 3, B £ 2B R i
NP HNBEE #R R P RE i )0 LTL J& 1 iy P AT B 12 .
‘A Biichi [ shHLY Y W0 A2 IR 25 A g 1 5
ANV BE A& BT B Y AE B R IR AR R 2 2 B BT
A 0 9 TR s DeepGo™™ I 5 3t 45 & i s Bk A%
TR RNR B A S AL R T TR A4k S ) Ak T
IR R 1) B AR e e AR AR B AR B 8. O T TN R

R ] RE Y B AR A 4 S RS N 8 2Rl 07 R T T
— i L 4 B3R 85 (Virtual Ensemble Environ-
ment, VEE) , | H] 7 B fift 28 [ 2 A5 400 0 7000 2 4
et B, %7 T8 T R A A B 5 s i — P OF
BT — BB R AOR I 3 A 5 Ak A T R R AR 4l Py SR
FITHUIN £ 6 A A A 5L, o A U EL A B R O 51 il 1 i
TR e e 4], 48 TH DM A fik & B bR 9 &% SD-
FUZZ® § i T —Fh 3T HFRIRAS IR 3h 19 7 ik, AL
FBEEAE AT SVE T H 0 #5245 43 M 10 45 5% 42 U
1] ik 2 R ARR R ST 91 . e R B S AL R CH
bR 25 B 5t 0 A ) B R R ) PE A 2 I 4t
FAB1 5 B ARARZS AR AL 0 ek 500 B mT ek, £ 30
51 5 A A fe A vl RE i & T i 19 07 1) 64T

(3) LAAS [A] i 17 26 AL Sy T ) S 45 22 R S A U
T S TR . CAFLY 2 T 4 8 5] 5 19 0y ik, 3
Tl 2 AL 5 e AR RO g8 HEAT 51 R OT IR
T T —FPOR B e i b T H i H 3 AR A
J5 ks A R B AR RO S5 I — R A
B R M AH T H ., T R R B ERS ST
ERZOIT BRI T — R 2R 7 TR AR U AR
RN B B Rk L HCA e L o i & E bR e
Horbr i (5 SR BUM 75 B dr B I R Bl
T AE SR BN 2 H bR AR FRE ). CAFL fEfS
K AL 45 use-after-free, double-free, use-of-unini-
tialized-value, stack-buffer-overflow, heap-buffer-o-
verflow . assertion-failure DA & divide-by-zero 3t 7
i 2 80 1) B
5.4 &

ARG LA L 3 Bl H bR E ) i AL 315 A
5 T HAET DGF HAR i T4 B0 J5 58 0 i — R
AL SRR SEAT T B Mgy, HAR I3k 5,
L 434X 3 R AL Oy s 5 AR 4 M T DL X
SPEARMFFRBLE MLIT 4 A~ JH.,

7

*®5 DCGFHAEBHMEMRLATER

7 G A EEIE RFHE T 1 F A A FE
ETEE% i"ﬁaﬁj’\ E/i‘/?\%“"] ?!Ejj Hawkeyemﬂ@? ;;]j%: m" FK] E )H‘ E’F Ih] ’ ‘U\L E jﬁ 6 <l)}§2?%9€ﬁﬁﬁ%ﬂéﬁm%%%ﬁ,
o ¥ b 7] s a (58] o G 15 R 0 AN — B BEA R fih K&
S OB HR R A ParmeSan ™ B o e b 2 25 8 g;&_aer 5 B AT i %
8 P A% IO 450 DirectFuzz ™ 4 il 1) S
i AT 35 1 FuzzGuard ™14 N o e e S
Al 3k M T vk W TR ER SieveFuzz ° 4 ﬂ:ﬁ;: ) o ) H.JHYQ#T =R e
R AR T 3 A A G-Fuzs™ % )
St UAF 1 £ 11 UAFUZZo 2 (DX IR 26 0 A e T, 5 BUAE 1 (1) JE o o RO 5 1 T T 9 ¢ 1
ST i P
oy . s P 867 24
Gk o AREXIREEI LOLLYTUS o) i iy g g W 5 3 (20 A% IR0 A 0 0K 0 T 75 22
LA [ O D 256 700 3 5 ) CAFLS" 4 R FE O ST IFR




5 TRETLAF 5 ) K S B B AR F 52 i e 1259

(DDGF 1 B AR PR fi 5 45 %€ i 15t . 2T
P B e/ NP R A AT SR Y Tk B R D TR
AR K AR TR 51 5 ) 4907 1% H A2 150 2 1Y
AT 7 51 fioh 252 46 7 1 5t

(2) 5 T W fre /B 9 T7 3 TR e XY 4
D7k I B ) AR SR . SRR B B AR
G B PAET B AT RE IR I fih A AR A 352

(3) F& T4 A ATk P 1 05 36 368 B 5 19 7l 3k 1 ik
17X e AT A ML s HARmi A . £
BB AR U ORI 3 rp O R B RS T S AL B
PAR NI BN é

(4) H T 1 ) 5 o) 19 75 36 68 AR A 5t 1Y T4 e
GUHEAT o3BT 51 P ASR 85 42 WU PR AT 15 91 OF figh %2 7
Bt J2BREAER AL AR AR SC PUAT P 51 24 ARREH]
i+ O R AELAS AT fih A B BROAT A R 8 R ) A DR
FE.

6 E @M R I RE L 4L

FE AR 3 Y BT B B o S ) K SR 4 R R
FE T H AR 3k R AL B B B e A A5 R, T
PR AL IR L . DGF 78 A58 I 38 By B 3= %
W TR RG] Y SR W G 2 A8 B AR AT
B AR FARAS AR AL, 38 A 2 55 %, LS sty H
P 1R TR, 41 v I 5k 1 A58 R RORS T T

e E [ A5R0 A0E 2 0 B L A 3 AR D AR
He(WLE 3 .

(DB BE . JE ) BRI G 2R, 25 IR 4 4
P18 — A BT BRI L B YK 3 BRUBA B 1 5 — A B 3E
AP, Ao 8 R SRR U T R Y 58 AR R, )
A R RE Ml & E AR SRR 48 T ORI BE

(B F2AE . X T RGO BT 1B I ARy, Rl AL
i N T o R M Ml R I L R 5 AR SR I 11
BT H AR o 2% A filh & 7 15 % Rl R AT RO Cn
B T PR i B A b i & E B A T

(O L AT HEF . 52728 J5 A F S8 E R
032 B BRA T R XTI OR fink 2 E A s 5t 0 D F
T LR 1] SO DN A8 B i — 25, R e A
B0 38 3 DA R T fih & A W 04 RE L 8 A S I A T
T3> B 735 4 A S8 0 L 7 e B 1 o B P AR e AT L S T
A R A

25 TR L IX 3 A A0 B R P T ] AR
BT B Be fih 2 B b5 7 15t B8 0 B DG B . AR K AR
A DGF TAE i 4 J5 5 2 18 1 0k L A 38y fp 128

AR W TN 22 A e PN F X 3 A ff BE R AT I 44 A
Bk,
6.1 2REEFAEEX

FEASORT I 30 2 P L B R R P TR [ Rl
I BC 1 22 G0 0 U5 H B 2 O Akl B L B PR A
B 1) ¢ VR R 005 o2 20k b 8 1 DA e KAk R B A 1 Bl
BB, X — i T8 3 R 35 B R (Exploration) fll
FIHI (Exploitation) P B Bt , &4~ By BCE %89 B 45
R WA T AT

(DR B B2 1z W48 R K2 [ DL&E
BUB B R BER R AR B AR . TEX — B B BRI 4%
23T R A B 22 A AR B A A L DL 55 ST R
LR FAT NRCIRAS . Al R B T DL B B 2 T im0
Ti] F 387 57 b 43 TG 9% U5 25 45 OV A 1 B\ SR L D
ik aeh L M SR AR T S A Y B AR B A DT
i At 7 A 3 X 3

(ORI B . — BAE R R B R BT (A5 i —
AR ) AR ORI A E R o B AR X —
W B, BE 1 0 B Y e AR IR A IS A
JIHAE R T R B T R T . BB U R OR W 2
] T 5 22 0 0 R A AR IR L B 28 R T T
T =7 -, TR L B firh & 75 D0 51 44 AT B A 1 i
T I,

FEIA B DGF T AE v, B i 8 3 558 % R
AV RE AL AR B8 S S5t R R YR 43 I R B
4 JRy e It R B S A AL R EAE DL 2 26,

(1) X4 2 A0 B BE 1 B it 40 FC 1 AT 28 305 ]
e, 3B I IR RE B 4 4 0 SR W Ok G TR PR R R B B
(A0 3388 R N [ 3 A R 43 TC 1 R T M R AR S
G A AME, AFLGo™ 5] A T & 118 k & vk
(Simulated Annealing, SA)""**' A4k Ff 1 1Y BE &
SYHC . DA SR A R fih & H AR AR A B BLRLE k
S — 7l FH MRS A SR R BOR TR T R
b (AR A AR L 38 o 4 R B O A IOk Kk 2
AR ) SR IR RE S Jc ¢ H 11 2 1) 4 Jad S5 G e 7 3 i
B, AEASDR I T 46 1 . AFLGo ¥ A1 W) 19 g & 43
Bt 25 BE B AR (0 F 7. B B TR Y A R, B A B
fik & B AR 7 %) ol 4 4 TG B O B 22 1Y g it
AFLGo i it & SC— A~ B[] [ {8, B0 R 3R ki 7 2
BT AR R By B W H 2 A5 o AR By
Bt. AFLGo i B LR K 553k o 3 2 14 i 2500
LR I L Al S R 7 R (UK TN o o b
B O 2 P H AR B R T AR S LA R R T
AE BRIP4 IR 1 HR S A, SRR £ DGF #l
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i 2025 4F

Je T AL TS T I B T AFLGo Wt T
HEALLR KRy 42 JR fi et A BE SR

bR 15 T ELLR KRR B L, — S T AR IR R
M AR E s T AR B Bry ae & 3 B
GREYHOUND "' 3R F i A o8 50 F kL 5 B 1 16
(Particle Swarm Optimization, PSO) %I , i i3 &
LA WA bR B Can T T & B R A e 4 B T
Rk A ) 45 ok 5 | 32 RB 1 43 T o (0 45 00 3ol 7 o 2R
T 0] REAFAE 0] A D U2 BOIR 45 5 FishFuzz™ )
I ZHE R R i R ) 25 H s HE P 5w, 38 i 7 4R
F 7 2T eR B A oK BN B R AR B AR ik &, 7E A
BB AR A H AR AL e ok A BC A FRER . B
GREYHOUND A Al , FishFuzz i # F X%t H b5 22 7]
18 B 00 R 20 25 HE e o R AT R0 R AR T
A AL B bR 9 8 55 fA 09 A R H AFL-
RUN G I 4 7 5 65 40 390 14 8 40 e, 17 AS 4 6
02 2% 1) R B FOHE SR . 1207 VR R 10 T i RE
It 4 TG SR SR X 7 B S A AR AR e S5 TE A [R]
TG AN EE PR IIE 2S5 H A 26 D03 345 21 29 S8 X R
FORR 54 WO AL 8 K B bR 09 A AL 46 45 R K
P Fh 55 H AR 0y B 2 A OCHE PR AT B AR AR

LeoFuzz™"" SR FH T —Ff [ 315 17 4 %% A9 i B 40 i
WS ELEE R 5 A B B B CEE(Coordinate
Exploration and Exploitation stages) #1222 fig &
BE 5 i MES (Multiple Energy Scheduling) . A [A]
T bR T 3 ek 2 25 A R (R RN 43 T R R Y 2 R
W S 3% 05 ¥ L T T W] A A [ B B R 3% 1) 48 )
RE L, ML SE m O e 9 H A (B 23 Bt DU A R A
BN E G W HAR, T H e £ H
FrAb B s Prospector™™™ fE 4 & Yy BE il i # S M 3h &
H BRI S o, I Je e 8 R £ H An i s i # 1
FERJH 6 A2 81 55 15 SO0 1k eR B8 P Ah 19 G B A8 1R
Z 5 70 A H B B ) AR v B 5 ik & TR H A B A
PN A H AR B Fh -, I 38 i 28 48 = A OGP i 5 A
J8 2 RE AL IR 1) s SAFuzz " A8 B3R By B = T
R IUH B AR TR 5 B b 8 PR H A ) B AR
Hey o UL R B b R 78 o B B2 sh B4y B RE &, Pl
R Z Hbn, 7ER TP B, 1 0 O 3 5 H A B
BB AFZHR P05 My fish A H AR 0 43 10 5% 95, OF
54 Hbn 55 Bk b X 2 7S o R R AR 1 e =
TR 2%,

() AR 19 BT 3, o8 SCRD 19 g 1, P WP
SO N 12 00 A B %8 A5 . DAFLYY Rl UAFL™
T 2o AT R ) i S A Sk A Ak R T Y BB I

DAFL R F & SCAf B 31505 A G M7 4 LIE
fFh 5 H Ar Z 0] 08 322 30 A8 B, AT 78 4% 5 7 58
AR O BE B BORS E 2> IO s UAFL W& 3 T 46
W UAF Yl , 38 1 i 25 28 AR S 45 A 35 501 OC 2 45
FEE 5 % T 2 fig i 43 T 45 7 o 3X 28 )7 91 i A1, LA
B fi 2% U IR AL 23

UAFUZZ™ Hl Hawkeye ™ 1% 5 FI] I #1144
TEsE MM E R s S e 4 i . UAFUZZ
S5 HSE HARAHRLME LB 2] 5 A5 B AR 1Y BE B8R0
S w L SR A TEAR A Y B AL L T AR X SR HR AR
U5 VR RE AR 4 O . DA A R0 S T &2 A 1 UAF
TR s Hawkeye W3 32 31580 5k 7 He fiH 85 1 78 55 pR 2K
AEARLEE (P 2 45 TE 42230 H A 1 Bl 43 e R 4

VCov" . ODDFUZZ"* #l DirectFuzz""* il &
FHRTHE R ME S RME B HETREEE. VCov
BN AS 43 TC BT R ) R 4 e e e R % 4 ) i A
BF 384 e IR A% A DL iE — 2P R R M O % 42 ODD-
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As software systems grow in size and complexity, and
as cyber-attacks become more frequent, the challenge of en-
suring software security has intensified. Recent data from
CVEdetails" reveals that over 119,000 CVE vulnerabilities
were disclosed between January 2021 and January 2025, em-
phasizing the critical need for robust vulnerability detection
mechanisms. Fuzz testing, a widely-used technique in soft-
ware security, generates diverse inputs to test programs, ai-
ming to uncover vulnerabilities by causing unexpected behav-
iors. Among fuzz testing methods, grey-box fuzzing, which
balances the external focus of black-box testing and the inter-
nal insight of white-box testing, is particularly effective for i-
dentifying software vulnerabilities.

Coverage-based Grey-box Fuzzing (CGF), the dominant
approach, seeks to maximize code coverage to detect as many
errors as possible. However, CGF is most effective in undi-
rected scenarios and less suitable for targeted exploration
needed in specific contexts, such as patch testing or reprodu-
cing crashes. To address this, Directed Grey-box Fuzzing
(DGF) was introduced to improve testing efficiency and cov-
erage for specific targets, such as known vulnerabilities or
certain code paths. DGF has gained significant research inter-
est due to its ability to focus testing efforts on specific areas,
enhancing vulnerability detection.

DGF is a fuzz testing technique that aims to efficiently

test specific areas of a program to identify vulnerabilities.
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The process begins with selecting specific test targets within
the program, such as known vulnerabilities, critical code
paths, or high-risk functions, to focus the fuzzing efforts.
This selection often involves using static and dynamic analy-
sis techniques to determine which parts of the program are
most likely to contain security flaws. Following target selec-
tion, target-oriented preprocessing is conducted to prioritize
paths leading to the chosen targets, reducing the exploration
of irrelevant paths and concentrating testing resources on
reaching the desired areas more effectively. Finally, the fuzz-
ing process is optimized through various strategies, including
energy scheduling, mutation strategies, and the use of priori-
ty queues, to enhance the efficiency and effectiveness of the
testing, thereby increasing the likelihood of discovering vul-
nerabilities in the targeted code regions.

This paper focuses on the current state of development
in DGF, exploring its application scenarios, challenges, and
various research approaches. We analyzed and summarized
existing work within the DGF workflow, concentrating on
three key procedures: the selection of testing targets, the
preprocessing of target-oriented guidance, and the perform-
ance optimization of directed fuzzing execution. Additionally,
the paper provides insights into future developments and po-
tential research directions in this field.
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