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Abstract Delivering malware to invoke security-sensitive services is a necessary step in cyber-
attacks to implement theft, destruction and denial-of-service attacks, putting cyberspace at
serious risk. Malware that calls security-sensitive services performs sensitive operations such as
file read or write, access control, and system management, posing a direct and significant threat
to system security. For instance, in the WannaCry ransomware incident that began in 2017
involved attackers spreading ransomware to victims’ devices through vulnerabilities. This
ransomware encrypted and overwrote files by invoking the system’s file writing services, aiming

for ransom. In this paper, we define such attacks as unintended execution attacks, which are
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difficult to detect by existing techniques. The unintended execution attacks can lead to system
crashes, data leakage, or destruction, with serious implications for personal privacy. business
operations, and national security. Analyzing the MITRE ATT&.CK attack matrix, we conclude
that strategies closer to the end of the attack chain are more technically necessary. The invocation
of security-sensitive services with high access and execution privileges at the end of the attack
chain is a prerequisite for achieving attack objectives, making unintended execution attacks inevitable.
Existing defense techniques primarily focus on mitigating and detecting the process of
malicious code injection and exploitation, preventing attackers from executing malicious code
injection, control flow hijacking, and privilege escalation through code injection or exploiting
vulnerabilities in programs. However, with the emergence of new types of vulnerability
exploitation techniques, such as code reuse attacks, and considering the performance overhead of
mitigation techniques in commercial systems, practical defense solutions are vulnerable to being
bypassed. In particular, when attackers enter the system in an unknown manner and run
malicious software with privileged accounts, existing defense techniques fail to detect such
unintended execution attacks in real time. Therefore, researching countermeasures against
unintended execution attacks, serving as the last line of defense to block malicious activities by
attackers, is of significant importance for ensuring the baseline security of critical information
systems. By a deep understanding of the mechanisms and behavioral characteristics of unintended
execution attacks, this paper designs and implements a lockdown protection mechanism, which
complement existing defense techniques and act as a security bottom line, which is the last line of
defense to intercept malware execution. This mechanism includes three key steps to detect and
block unintended execution attacks: (1) expected behavior analysis, (2) actual behavior
monitoring, and (3) blocking unexpected behaviors. Specifically, the lockdown protection
structure analyzes the expected behaviors of a target program with respect to security-sensitive
services at compile time, monitors the actual behaviors of the program at runtime, and verifies
that the actual behavior of the program matches the expected behavior prior to service execution.
If inconsistencies are detected, the invocation is identified as an unintended execution attack. This
defense approach is rooted in the observation that the program’s execution behavior during an
unintended execution attack deviates from its expected behavior. Based on the observation of
critical elements that could affect service behavior. we propose a lockdown-protection model as a
theoretical model for defending against unintended execution attacks. We then implement a
prototype of lockdown-protection structure on Linux platform. We utilize real-world APT
malware, kernel privilege escalation exploits, and popular applications to evaluate the
effectiveness of our prototype. We also evaluate the performance overhead of the prototype.
Experiment results show that our prototype is effective in defending against typical unintended

execution attacks, introducing a performance overhead of less than 5%.
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FEAE PRECIAT 8 B8 S5 AR ] 45 5 A il . WAl 4 ()
FIi7s S — AT Rm B C i 5 A% U X e 4 sk
B 55 write WY L3R FAT A, 38 58 1 422 94 FH oR 5 24
R “worite” T 4R AL AR B 19 55 20k I I AT write
PR 2 2 AT 3R 1Y 2 1% R EOUE F AT R B e B
LLVM IR # X F R BIE X i call $84 HIER
FH R B 24 FR ™ @rorite ” 3 32 A5 AH R 14 52 5 0 0 FH %
SRURIRSS . L, 3T bR 4 U &5 H
P AT R WL EE L 7R SCIE 3 1R R 48 AR bR U LA
J R F ORI BRI R 5 5 22 A U IR 55 A — B0 SR B
B 22 X 2 A U IR 55 1Y LRV AT R

1: count = write(fd, buffer, strlen(buffer));
2: %20 = call i64 @write(i32 %16, i8* %17, i64 %19)

(a) GBS MR S LLVM IRFEER T %4 4 Uk
HI?(%WI’I’I@H(J "Iﬁ;i}”ﬂ%ﬁ:j‘*}q

: typedef ssize_t (*write_func_ptr)(int, void*, size_t);
: write_func_ptr ptr = write;

: count = ptr(fd, buffer, strlen(buffer));

. write_func_ptr addr = &write;

: count = addr(fd, buffer, strlen(buffer));

(b) CIEFAR T PRI 42 2 BURMR 5 write i 61458 FIAT A

: store i64 (i32, i8*, i64)* @write, i64 (i32, i8%*, i64)** %6, align 8
%41 = load i64 (i32, i8%*, i64)*, i64 (i32, i8*, i64)** %6, align 8
%42 = load 132, i32* %4, align 4

%43 = getelementptr inbounds [64 x i8], [64 x i8]* %2, i64 @, i64 ©
%44 = getelementptr inbounds [64 x i8], [64 x i8]* %2, i64 @, i64 ©
%45 = call i64 @strlen(i8* %44) #6

%6 = call i64 %41(i32 %42, i8* %43, 164 %45)

(¢) LLVM IRIE 5 4 2F X % U IS5 write R 181 He 08 FIAT

ViR WwN B

NowuhwNR

4 BN RIS write B9 E DL IAT A

5 BV S [, %] 22 4 U IR 55 B9 8] 4598 1
I LA R KR 4% i SR B T Xk L Y R R T S
T 179 12 pR B pRRICHR B B0 R A7 12 e RO ik 1 78
Con . pR Bt £ 2D VR S 8 0 H b, 18] 45 398 T AT
PAAE IS AT I 20 285 i ke i 0308 T A0 R0, 7 [0 30 o 8
B A AR 5 AR A . ELD ) 2 98 7E
VIR A AN T LA BELAS T 20 AT B 22 A AR IR 55 1Y
[ AT . ASCEZHEE Cil s P MM R
DL H B =5 T4 R 22 NS D B4 ek B TE] R T AT O L B
M 3o PR RO B A 18] 122 98 PRI 368 e o 5 ik 4 1] 4 3

FH. W 4 iR 456 1~3 78R T CiEsk
T ft FH ek CHE B 0 e A U IR 55 write 1Y 1] 42 7]
AT AR B AL i per 18 16] write PRECAL T2 i
b L2 2 por I RHIEE prr B9IE X 5280 Y W] 422
PHT 3 50 4~5 17 /R B 2 TR 7 (i FHAA 0% worite PRER
Huhk (9 28 i addr 38 AL 3 S E addr I H L
hEAR 5 addr 152 B [a] 4 06 H

FE LR 8 W ) 2 0 5 2 R T O R 2
SR 5 write BB DG B Y 2 S0 R A
AR R E 2R . BRI R A 7 U CIE &
() v A 2R R ) B, X 2% ) 2 08 A O U
LLVM IR #50F , AT R IE X2 A W 9.

A JBR T1E LLVM IR #& 2 F % 2 4> iUk
B 55 write B9[] 42 98 H o #2, 3295 K = 4> 3l 1k .
(1) A G PR AR BE IR 4R AL 5 RE L 7658 1~2 17 1%
J?#% write @%&}I‘%ﬁﬁ%(store *59)%”%@%%6
L SR 5 R X I Y AR B N FF AR A 20 6 3R (load 48
) BN TFAEAR 041 h (BRI FF A7 8% 2041 J2& write PREL
(9 —A 51 440 5 (2) WE 2% L 28 R 85008 FH BT 5 1 55 2
TESS 3~6 17 . BTV IF I write PRELIT 1Y
AN S (132 BRI FFAE A V042,18 B FE A AF
FE4R Y043, LA T 164 FERUM A7 A7 4% 2045) 5 (3) ] 452
AU IR 55 7258 7 47 BRI call 36 2V A4
B i 3 2428 Y041 T R BUE L 9T R A
BRC2) gk i) = A28 A O 5S4 33 B R A

T ST LLVM IR A48 4 8508 IR 45 18] 32 7
FH G 2 0 W2 AR SCHE 5 DL = A4 25 B8 AE G R 3R
SV A 1) 0T £ A R IR 45 1) el B2 98 R« (1) 1R 531 ) 422
PREICR T 0 8 call 45 4 1 A ok %0028 o 11 A pR L 44
RAEAT I8 T 5 (20 4 W7 0 Y ] 422 ok 500 ] BT I 2 1) 2
PR RE 5 2 2 HURR S5 (T8 S BT e 4 5 (3)
PRI ERAE St 1) BRSO P 43 A dE e R SC Il e Oy
20 VB b U R P ) R KO 2 A A 2 A U IR 55 1Y
4. IR R R = A S WA R R AT R
SR X £ A FURR IR 55 1 T 422 R AT

25 LT IAR  AR SCEE T e A U IR 55 4R
)2 8 R g W5, BT T I ) W AR Y 28 4 Uk
JIR 55 3 B0 80 A7 S 4 B R . AR 1 B, TR
HAAT R o IR B e S il D B P i T A 8 A, H IR 2
FHRITA call/jmp K454 5 2~3 F1). IR Bk EE
B4 HbR S T % 2 BUR MR 5 £ 4 WA e Hoh A
F2 8 1 42 A U R 5547 S o A8 S8 i AR T 52
B A~5 1), Bk 48 4 19 B bro2& 28 &, I ik Ak



1704 it A

Hl

FU%
&

i 2024 4F

A T A ] 4208 FH B i 4 A A B a) 422 8 HT 4 4 4R
HCh G 7T~8 A1) LAk T [ 4 T B AR o .
I3 ) 42 08 FH 48 4 B2 A ¢ b iy Bie A 98 T 40 0 0t vk T
F2 8 A I 480 S BT R T 5 7 2 BUR IR 55 1B
SRR CGF 14 11). WIS W HE 47 0 4 7%
(149 931 44 43 Bt 40 W 10 T 422 0 FH 1) ik e H bR o2 75
B A U 55 1) — il 44 B 15 A7), 2R 2, )
S H O T8] 2 8 1 22 4 WU IR 5547 o 78 i H i T
AN e R 16 17). @t bR i, WHAT R4
B He ] BT A 6 B 22 4 BUR R 55 09 98 AL v AR
e AR IC T N FH 2 5 B 0 22 4 B0 IR 55 7 Tl 44
AT A,

Bk 1 N BT REURTT T AE.

AR EACED [ A8URR S S

i HE < AR A S NP AR

. C=0
2. FOR i€l
3. IF IsCalllnst (i)
4. IF i. dest€ S
5. InstrumentCheck (i) // VAT N
6. ELSE
7. IF IsVar(i. dest)
8. C<i
9. ENDIF
10. ENDIF
11. ENDIF
12.  ENDFOR
13. FOR je&C
14. IF IsCompatbile(j)
15. IF IsAlias(j. dest)
16. InstrumentCheck(j) // [0} 438 AT
17. ENDIF
18. ENDIF
19.  ENDFOR
12 ZETHME

B PAT DR B 45 K T e W A RS AR 958 AT I A
PEAT X A AG I AR U] AT Beale. 40 i B 3d L AR SC
B Mz 55 98 A IR 55 € L3 55 Ik 55 A9 4AAT R SCAE:
AR BURAT R =JT . B X E IR 55 E
S CZE A RURR 55 A ) L AR SCAE 2 198 I 7 25 00 A
T M55 %€ SO R L) T IR 55 98 R S 9 A TR
H RGN TR T AT ok BRI 55 11 Bl
B #% Ak 1) A0S B bR SR A7 I R RO AR f R
T PN 728 A O 22 A BRI 55 B AT BT S (AR
02 o B P PR 3P T i i SR PHAT bR SR LA
A 55 ORI 55 AT A O B 728 L N BRT AR SO

B HAT B UF R, miAR AT BT XFE &
SRy B PAD PR AP A5 L T R AN [ 1Y 22 4 U 1 49 e B A
il L R 14 43 AR AR S AT R e R B AR A
ETRY 5 | N A il U e R A ) 22 4 T

25 b, IR 55 98 F 3 A 1 2 76 SR SR A 8 AT R A
FHAR 04 o B8 5 8 ] 2 07 L AR i Bl AL 1Y) O 7%
HIBEL A B B oo, S BT
SCHUBR Y 2205 W0 A R RN TR SO 8 A A
T5 SRR S ME— 0 22 A5 W) L AR W (AR S RoR
J v — U S P A ORI 55 R AT R B AR A
S HURR 55 R BURAT AR —— X R . T E YA
B T B 23 B A I T 5 B A AL Y A T A
22 S S BRI BT AR Y 22 AR Wt BT SOOI
BT F A 58 A s 2 2R U AR
Wy AN TR 5 T[] — A4S R 5€ 78 A ] 59 Ak it o B 2
BURY 2 AR A = AN [] 09 5 B DA 22 A5 W vT AR Sy g
FHRR P N AN R AT S 98 FH 5 1) B — A LA

Bk 2 T UBURI S E YA U

B N SR AR AR Checker

B "G Key

1. S=0

2.  call_addr=ReturnAddr(Checker)
3. FOR i€ {call_addr16, call_addr}
4. S~

5. ENDFOR

6. codeseg_addr= _start()

7. <D, L>=Rand(

8. FOR j€ {codeseg_addr+ D, callseg_addr+D~+L}
9.  S<j

10. ENDFOR

11. IF L<<64

12, Fili(S)

13. ENDIF

14. Key=SHAI1(S)

Bk 2 RN T R SCHUBY & {5 W A U
AR, BE 2 A YR PIT 2 FE YA
BB N 56 K 2 2% Checker, 38 B2 /i R Wi 79
IR [ 1 hE B X I Y BEOURE i 55 9 A A AR BRG]
HLTFXERCGE 2~51D). R)a, AP seMALA i
A% B # 1 D AR SO BE Bl L, I 7EAH XS T
R B bk % & o D A K B L py RS B 1
T AT B R L codeseg _addr+D+ L 1 BEA
IR A B (5 6 ~8 17). 2Rk L py K /D
T 6450 Bk 2 sEHATHRES S E 80 IMF
A AL 2 P SHAL W 5 05 53 8 oo B



71 P BEAs B OR 4 - 2 T AR PP AT D 20 AT B9 A 10U AT e o BEL BT 1705

ST MM A EFE L 2FEY. Bik2 X
FH 0 0B ML Ak R 36 O 2 o R T R 8 B R AR L T
A 22 A (E W R T RS 2 BT SCRBURR Y 4 PR I A B
RS Bt B8 30 Fis 47 I 45 2 O £ 8 98 F AR
T30 X HOR T % A YRS T RS T DR
A JE k.

VAR5 Xt write i 55 09 B398 F 4T 28 2 A
RIERE 2,8 Z 2 FEW A5 R s

TG MR R {5 S R O AL B (R 5 (a) 55 4
) LT XFE B (B 5(h) H R RIZE PRI A 16 45
). RJE . BE LA B B B i D OR B R
0x1d0) FALASEL | F SCH JE L] 2y 0x40) R
P DAL RS B 1R SCCE 5o BT AR iR
9 64 A7), feda Ll SHAL B8 B ik 8o
AT B R L B I A (AR SR e E W, O i
T4 R i B IR 55 e A

4: call Checker( )
5: count = write(fd, buffer, strlen(buff)) |
6: exit(EXIT_SUCCESS);

4018bd: 48 89 45 98 mov  %erax, —0x68(%rbp)
1: char buff]64]="Hello World" > 4018c1: 8 ca ef ff ff callq <strlen>
2 ) 4018¢6: 48 89 45 90 mov  erax, —0x70(%rbp)
:nt count; 4018ca: e8 61 fd ff ff callq <checker>
3: int fd = open("data.txt",w);

(b) CheckertRMTR M1t 5 1671 4
(0x4018bf-0x4018cf)

(a) AL HARRERE 7R il

400b5h:33 84 84 90 fe ff ff
N 400b62: 8b 55 d8

400b9d: 09 dO
400b9f: 8b 55 d8

xor  —0x170(%rbp,4), Yoeax
mov —0x28(%rbp), %edx

or  Yedx, Yoeax

mov —0x28(%rbp), Yeedx

(c) FE T DFILAYALEE b T SCBl , 264545

(0x400b60-0x400ba0)

(IR kb R ]

4.3 FEBTHTAKRN

A TR AT Ay A AR B L 0 ] SE AR I8 AT I 4%
(S BRAT Ry S 75 5 0 G 0 N AR A AT O A —
S, T TR S A O SRR T AT S 14 Al T PR
frooti kA, 5 R 58 B AT I SR AT 9 OF
LARAFYINTT R, IR 55 58 i AE T 508 AT
SR IR IO R A SE R U AT R B 2 AR ) R AR
W15 I 52 i A 328 1 52 PR AT 45 W 02 A5 AR TR] L JF AR
I8 A 50 235 R e R T T I W AT O B

TR AT DR AP 454 v, IR 95 58 LN AZZS hook 1Y
752X BHL U 1 % 22 4 BURR IR 55 4 AR TUBT I P O 8 1R T
B DR AP S5 A B AT S8 B k. T P A R g
FEAETHE — W SR W AT AL 2 EWE K EY
R E AL B B NS IR 55 e kb, IRk 55 5e e
FEWCB L BRAT A B W 1 % A F WS Ll DL =
A~ i e 52 AR WAL SR -

(1) A% S 19 IR 55 5¢ 3 RO I 97 ] BORR IR 55 /Y
JH P 25 0 R 7 20 8 2 ) v ) 28 0 D P 28 N A
It callee. M4 callee A9 Hb ik (0] 99 H: F J7 J& & A i
AFEXF R B AT PR A 1 7. SR AL callee IR AF
TR FH5E D058 B O YK ) — 2 2 oA 3l k3 AT R 3
5 AR 8 FHAT A 5 3R 148 1 0 28 1k U IR 55

()R callee &b AEAE N FHFE , O T WS IR

%5 e ARG R 55 IR callee BYRRMUE
SR A 15 Py 12 ik A998 72 6L (D, L) 328 2% U
AN ST IR A A Ak U R AT O P
X AR . R A5 Teh H e F R A G R S
N7 7 AR W AR e AR e 2R LAY L Rl RE SR T SHATL
SRR OC LT SCTT B B4 e A {5

(3) FLBAE T A A5 1Y I 55 5 P A Al i) T 47
N % A AR W) 5 R B N 5 A 3 ) 2 A AR W g2
AL, A SR R DU 56 e 5 a0 SRR AR 55 1Y
P AT 5 T T D 09 5 i R 5 75 D AL AN
M A 26 1k ORI 55 1 3R O

5 % I

B PR AP S5 R R S BT SN 6 s . EE A
5 5 2 128 55 4 5 e X0 A R 00 S 00 A 3 BE
A 9 P 3 B 9z 47 A B B AR R N 5T 592
A7 I IR AL T A A% A5 AR O 22 A U 55 hook 1Y iR
% 5e.
5.1 #RIFRESEE

4.1 Tk B W AR WU ST Bk A R AR
FI 3l 4 BN IR e o 22 4 S0 IR 55 19 98 1 AT 28 L JF
752 55 98 Fl & Ab AR e S 72 AU . ARSI LLVM



1706 it ) Bl % EiFd 2024 4
LLVM Transform
Pass
o N FRF
W Ry 53 B
| sty —m e o=
R B B ] netlink
AL N R SEAfAE
([ soommmy | [ mowmwen |
I .
PR O oy R \
| metems |
A4 syscall_write()
eBPF ~ o _ I netlink_kernel _
Maps create()
o TR
wpr A | Rk v
eBPF JIT sendins
Compiler B 75 sendimzgl)

Fl6 SRR f a0 A H i S BT 5

Ui PEAEZRTT K T 4 %o 42 A fUR AR 55 8 AT 1) G 135
IS A4 A4 (B LLVM Transform Pass) , /E N
AT R o b i EARSE B, B 0. LLVM HE 42K [
PR IR A % 4 i LLVM IR ARRS 4% =X, A SC T
R LLVM #ifF 2 5% LLVM IR & 5 1§ 54
Brr 28, Rt B 18 5 JC Rk Al 348 LLVM 424y
CREMAT AN 20 g B . R A R AR 4 5
%1 ZE A4 LLVM IR 184 DL S04
Xt 22 4 R IR 55 1) B R R R B R AT O
Jei o VAT A 3k 7 U A 55 9 P Ak A A X Ry 5 1
P HIHE A S B AR R 7 AR, I8 B 5T 12 1T
i 2 2 B E AR AR R, DA S 30 FH P S 11 AT £
SRy (R 7).
5.2 MAFREBITHE

AR SR B P R4 18 58 52 B B W eR A
ERAS R, R B S BN 4. 2 WRITR B E SR
B IR W A i T8 S A A R A 3 F)
P F WAL B B R 40 i 55 se Ak, e i@ A7k, B
Fo WL R TAE AR AN T .

(1) R R 7 P04 T 28 28 4 SRR IR 55 ) Ak st 25
S il % 1V FH 5 W 45 PR B, 1% oA ESORR i 4 AT B R AR ot
B Az B — A O B AL AR S Bt B A B8 A5

(2) K48 BE B O 3% 2t o W5 9 ok B0 << AR B Ak
ik -+ BE L B 1 > 4 FEIARAS B I SOfE B DL R
AR WL HE T 16 777 B32 17 B 05 B AE A oo B

) W R B A B R RE W BT UFE A K
JEY T e 2 80 F T (fF & SHAL WAy T B 1Y
PRBCHE K BE ) 8 T SHAT B35 65 o0 $ 40 e 55 g —
A 64 T I A (A AE S RO AT R 2 (5

() Wi b B BE 3T Netlink £ 3 54 1) %
2 A5 W A BE AL % B A% 3k 2 N AZ S Y Ik 55 5E Ak

R Al 01 A O 47 85 48 (R BT 58 W 9 PR B R B
H A5 W 38 2k 22 A 3 A 338 25 IR 55 7 5 DA HIE B ke vk
TR IR 55 R A0 A s vk BR DR R FH 5 R R 55 ¢ 43 )
LT P SN G {5E W 00 4% 388 0 B 5 255
B PSS NS NEE TR WK 6, % &) i
PRI 55 52 1 2B A 36T eBPF A9 N 8% hook %,
BT AAR SCHE T 3T Netlink 815 W0 (5 18 % 215
Witk Ti %, BRI AEM P A, BT ST 7E A %
2AEY )G W 3F Netlink 5 netlink _kernel _create ()
BIEE M NS Netlink B8z 7 #4780 15 W5 N
BRERWZ2EY. 51— . 7N, k5%
SEIXT sendmsg O W) N Netlink B 7 k%
LREYt IR 55 7@ 3T sendmsg O W) 8 T 2R 505k
YR 1 Se A% 1 1 22 A AE W) L IR 55 5 4 3l e
Wy T2 0 T 0 76 38 2 Netlink {5 18 1% % 0 % 4
(L7
5.3 REHRBRSZHIF

Bt PAT DR AP IR 55 7€ B9 A P 2 R 0 2 4 U IR 55 1Y
VA AT Jg 2 A5 R T AT S L 9 BH T BT A IR U AT
170, 78 Linux R4 F, % 2 HURR 55 UL &R 50 1
77 2 P S A DG IR 55 AL, Sy T BHL BT 3 T
B3 AT B I By 1k Bedi #5 58 3 B A4 5 4 L AR S
Hg AP LA I 55 5c S5 Bk 22 A U IR 55 1 N A )2
TR TR 2 A U IR 55 SRAT A U R AT S B S
T I St T A 7 B RH I 4R A

W 6 B . A SCHE T BCC T HAE I eBPF 4
ARG H B OR 4 R 55 72 B9 BAR SE U7 %6, eBPF £



71 P BEAs B OR 4 - 2 T AR PP AT D 20 AT B9 A 10U AT e o BEL BT 1707

AR FVEH P AR N P ET A E RIS R B E A
M P AZ AR DR 0k B A £ 37 235 4 B A B0 1 22 A
Al B dt e, nl A 2 A N A%, (2 P 2. BCC
IR a8 A T N A% 2 1 B DR 3 Ik 55 5¢ L Ik 55
52 Ll eBPF WTE :UAE B % 2 HUR R 5 sys_write )
MZLEE B ORS sendmsg O BT R, R
4.3 WL 2. IR 55 50 L BT SAT DL R T RE. B
P RS FWEWT sendmsg OfFIE EWCE B 2 FE
2 E YA PL R RS 5. SRJ5 2 H P 20 0 H
TP sys_write O 4T SCIFRAER , I 55 76 2%
BAE sys_write O WIEAT , TR 4 Bifi BIL 0w #8522 F1 AR 55
PE 55 SO A AT R SCAE A B A
2 B AT S X B R AE Y. BRIk 55 ST
WUAT A5 W 5 2k B H 7¢I 52 BRAT A A5 P47 X8
LG 20 5 AR R BT R AT IR 55 sys_worite O R
AT 5 45 DU, 2% 1k X5 17 B9 7 R I 3 P O 5

6 IEXE

9 56 UE B DA O 37 45 e e S ) PR AT el #9777
ROR AR SCH & % 1 i 78 B 52 36 B 858 17 7 i AT
PR AR GE IR 3 AR LAY AR U AT Boak S . A
SCN B AT 0P A BE T8 2 A D %k 8 A R 47
TR G BEATPRAN SE 56 B A B UE B P R 4 OB R
Je 11 e 77 0 T80 ok 2 S it AR 40 SR AT e ol A7 0 R R
) 107 JFH R e v 2 e AU IR 55 98 R AT S B A R L X
L B AR 3P D R 2R 8 ) RR R 4

R1 RERE

AR RSB
PIER G Ubuntu 18. 04. 6 x86 64
b B AMD Ryzen7950@5. 40GHz
N 1% WA Linux 5. 4. 0-120-generic

6.1 BRI IEF TG

TN SO I JE T AT Bk Ay S 8 5 A
v A i R T2 . Mot 25 5 AR T A S it 1Y
FE U AT Bt o3 UL ) n i A g fa K
Pyt 552 F T BT A R B R A R
1, B8 R S 08 4 o 81 s IR S o B8 e A4 O
FEACHS v A 2 R8T B #% (B4, JavaScript 5] %
S5 . IR R 2 Bk R R b A A 1 T S
MHAH HbR o Wy B Fikz —. Bk,
AR SCBE T T 1) AR A S I IR ) 2 43
5, L 2 HURIR % ssize_t write Cint fd s const

void * buf, size_t count)VE R SLH H R, I8 IEX 2
ZE UM 37 5T B A DR AP R R G A . Ak
SRy 9 IR A SC T i R B SR AT A o B B 1 0 2 A4 UK
JIk 55 9 FH A A 501 A SCIE T Linux # H B9 JL2E
B AT WU AT S 4 A 235 SR o 1 23 R T R Y O
i (EASTE A2 BUA By B 18 B R 3 S5 Bt
S it Y I R A Ao AR AT O A 1 TG L B A
A PRAT Bodi. 0 H o T o AR T A R it g
B 877 08 4 A TGV A I O B OB 18 i 3 AR R S
R AR, DR 7 EAT AT R 56 S 5 I L AR S
TR 8 B UL 1) 97 8 A A Sy
6.1.1 AR HE AR

TEE SE APT Hudy 00 b, Yo & 1E 90 46 U5 n)
S 3 S TE ARG ML BT AT AR L
SEBLAE A EOHE B U/ OR SR By T B R A R
FHLE G B E N BGE B TR RGN A AL
Tk B, U T AR 8 N 2 4 ORI 55 LA S it 3 49
PAT . Wk 2 iR A SCEICT 6 N E L APT
T i o A R B (wiper) BEASAE 9 5286 H bR,
TR e A PR AP AL ) A RPE. B BR AR APT I
i — 2 A B B0k 3 5 e it
IRV P RNCHE W OR A5 M0 H Y. AR SO Ik RO 45
BREFFEASKR AL 46 : (D BB HEAM A APT 2
P AR AR SO e A fE DA B e B A
Rl i =Y MalwareBazaar® 45 K 2% 4% B
)R AEAN T IR G BE L BRE AR A TF A SR
i APT Hrali et rb 240 TF i O B B AR AE A ST 52 5
ST G T AHSCHEA. M4l i 2 BB 1Y) 452 o5k 2 R
() Sy e A ety B bR A SO AT b 3R 8 B 2 X 55 5 3
S5 (0 H AR SO EURE 8 SOAR SO CREBD AT 3 B L T
HERERAT N 10 K. LEERME 2 &5 —5 0
71N o A SC P SIS B PAT DR 4 D B R G 0 I B A T
6 AN S5 H bR X AN 5] SC A ) 48 B
6.1.2 Il A 2 5 3iE 52 56

T 52 B 19 4 T ik v, Mot 2 T M T R g8 rh e
14 Y I 5€ R 46 1 1) A BR 2 725 H Y. Yo 3 i i
filh & Z 45 b B I (58 R € 60 B8 A 8 Y e IR R H
208 R G0 N 9 42 A BUR% e 55 LA S92 it I FUHA $RA T 2
. Sy 0 E B AT O A AR A I B O 3 T s 3R R
(1 T AT B0 B A R, AR SCEEEL T 8 AN RE

O W=V, https: // s. threatbook. com 2023,10,15
@ MalwareBazaar. https: // bazaar. abuse. ch/browse 2023,
10,15



1708 it “ 2% Eivg 2024 4
F2 RBENLBIEXBER

BRI ik SR A Iy g A
WhisperGate e S8 [ 58 e 8 v U2 A A R A L TR 3 5] Sl S MBR
WIPERIGHT JF BT Linux B Unix 0 R % L f045 H o %
MIGLOGGLEARN JUF I BRIE T Linux Fl Unix B9 R 50 A9 FH S0 H s op i BR 2 26 5245 8
Shamoon T 2012 428 U & BUAGFH T AT SIOHE 5 4 45 10 30 28 8 B 28 Ak
Urapper JE T 3T Linux f Unix 89 R 5600 H G5 TR
CoreEraser T Ao 7 25 SO P I I LA S 3 T8 12 Mk A AR Y S B S AR

T K Linux N A% 32 800 TR 1E > 5256 H A%, 0
F 3 R AT A Y R B A R A AR S 2
K H Exploit DB, ‘Efil# i A5 | BE B E N
FEA IR BV R 64T — ZR 50 A9 ) FH 2o 8 50 B T ) 4
R IR 55 1 U B 2 S0 T A b A RR 4 o 1 T i

®3 REMBEBIEIHLER

T 1 45 R ) 41 4 S L) B A
CVE-2014-0196 tty
CVE-2019-13272 ptace_link
CVE-2021-3493 overlayfs
CVE-2021-4034 Polkit
CVE-2021-22555 Netfilter
CVE-2022-0847 pipe
CVE-2022-2588 opecua
CVE-2022-2639 openvswitch

R T 6 22 1 N A B A i) R0 HG BT 52 el 1 20
1 fefE R 074 T 3R] ) T A A 43 500 A K s R S
B P DR AP ML 1 S 3 AL b AT A b B A A 2 B
TEA TG B DA B ) S AN, ik 8 e
T ) FH A A o5 2y DA 3538 FH P $E A % root FH P FE T
Je B ORI DL RIS B PA £ 37 WL T ARG 0 5 LT T 1
AR T 1 ) D A % 2 4 R R 45 1 Sl TR PHOAT T
s J ) 95 1 PR A s ) A 350 A B 4 AT R
6.1.3  TUHAT A 43 A1 0 UiE 55 50

T B DA A oA R v, o A R B0 N R R A 4
ORI 55 1 FRUIB 9R AT Ay 2 A T BEL BT I S AT

Tk BB o A SCER X R A R I v o e 4 SRR IR 55
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with legitimate payloads calls security-sensitive services.
Unfortunately, using malware delivered to target machines
to call security-sensitive services is one of the common APT
techniques. In response to the above problems. this paper
proposes a new defense mechanism called lockdown-
protection which analyzes the run-time actual behaviors of an
application whether deviate from the compile-time expected
behaviors. Lockdown protection can detect and prevent
illegal security-sensitive services calls in real time by

analyzing exceptions in application behavior.



