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Abstract  The multi-domain partitioning management method of software-defined wireless net-
works (SDWN) can divide large-scale networks into multiple subnetworks for management.
However, multi-domain SDWN inter-domain routing message transmission and synchronization,
as well as routing establishment, face challenges such as difficulty in obtaining global network
status information changes, slow response to dynamic changes in network status affecting inter-
domain routing convergence speed and increasing transmission latency, and poor adaptability of
routing strategies when network link failures occur, resulting in insufficiently timely and flexible
forwarding. To address these issues, this paper designs a cross-domain intelligent link failure-a-
ware adaptive routing method for an SDWN based on transformer traffic prediction and hierarchi-
cal reinforcement learning in a hierarchical multiple-controller structure. First, a message trans-
mission synchronization mechanism between multiple control domains is designed and implemen-
ted under a multi-level controller architecture, providing a global data view data foundation for
obtaining global network status information in a timely manner and designing flexible intelligent
cross-domain routing methods. Second, an SDWN network measurement mechanism is designed
to flexibly acquire the state information of each network subdomain, including the remaining
bandwidth, delay, packet loss rate, and wireless node distance; a link failure matrix is designed
to map the link state in real time, and a transformer prediction mechanism is used to sense the
trend of future traffic changes to achieve network situational awareness. Third, an actor-critic ar-
chitecture-based hierarchical reinforcement learning mechanism is designed in the root controller
module to decompose the cross-domain routing problem into two subproblems: the selection of an
interdomain node and the construction and selection of an optimal route from this interdomain
node to the destination node. The predicted network traffic matrix, the original network traffic
matrix, and the failure information matrix are used as the state spaces of the internal controller,
and the domain information matrix, the subgoal matrix, and the agent position matrix are used as
the state spaces of the external controller. Fourth, to enable the agents to adapt to the complex
network environment and to address the issue of slow convergence speed and insufficient flexibil-
ity in routing strategy adjustment caused by excessive action space, a metacontroller uses all
nodes in the domain as the action space to select the interdomain nodes, while the internal con-
troller uses the neighboring edges of the current node as the action space. Five different action se-
lection strategies are designed to optimize routing to reduce the generation of redundant branches
and dynamically adjust the learning trajectory of the agents. Finally, the network link informa-
tion and different reward and punishment mechanisms are used to design the reward functions for
the internal and external controllers to guide the agents to learn in the direction of higher rewards

and avoid link failure, thus efficiently using network resources to generate cross-domain intelli-
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gent paths with better performance. A series of experiments show that the proposed method has
good network performance under different network states and random link failures. The average
bandwidth of the proposed method is 15.51%, 37.88%, 37.79%, 38.31%, and 50. 86 % greater
than those of the existing PPO, DQN, Q-learning, OSPF, and BGP methods, respectively. The
average delay of the proposed method is similar to that of the PPO method and significantly better than
those of the DQN, Q-learning, OSPF, and BGP methods. Additionally, the proposed method outper-
forms these existing methods in terms of packet loss rate and packet drop rate, demonstrating superior

cross-domain routing performance. The source code of the work reported in this paper is made available
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on the open-source platform https://github. com/GuetYe/DHRL-ACTF.
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[F) 38 175 R e, DA abb o/ 42 ) i 22 () 3 A5 19 HF B . 7E
DA 155 3583 [ 2880 v 3 SR P O 0000 L A 2R A UK

VRS ep Y U I 0 o AT A 3 H S5 D0 1Y 25 i i
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(1) LM U A5 2 < 3 0 SR T GETH A AL Y 7 2026
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NS B 3 i B Rl g T RS R O T
T P AR Y, IR H ] 3 37 B AR (AR
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ModeD) #4773 At F0 500 H 90 57 8 19 £ dlE . Kim 4%
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Tk 0 0 A= 48 2H 0 1) 0 28 37 b Y R e itk e
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23 AR S T JC 2k W) 26 Fh AR A1 e 0 K R gl 7
FOFUE 5 3 V& 1 52 0, 78 22 385010 2% v il 25 77 78 9 4%
B SRR, DR R T M O 1 T s B — E Y R
FRAE .

(2) AR LM T AL B« H A1 A 2 700 A% 7Y 52 2L
BT WL S MR 5 2 W )5 % . Nikravesh 4§
NPT T LA 2 2] h &2 2 B % (Multi-Layer
Perceptron, MLP) , H A & 32 3k 19 2 J2 B0 2%
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07 ) T G e R A 2 5 P TN IS A U A AR B X
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4 ke e PE R SEVE . 40 Malik % A5 78 SDN K
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RABBERIEIE 5 Z 01 % iR B 5 2% i 3 R
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EFXTLL AR BLA SDWN 5 38 2% 7 i
TR R W 4545 8 A S B | Bl A 2 ) 4 1 o 9 3
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FALEL wy,, oL AP ZRIBEES u,, .

R p (sresdst) = (V, E ) Fm A B H IR
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total . D; used D

Upw = min {(bi.j —b,; ")
D, Dy €D, <ij>€E, (1)
total \D; .D,, used D, \ D,

"'9([),'.] s _bi.j DN

U oty = 2 Z delay?f, +delay;pfj.pi/ 2)

DD, €D <ij>€E,

Uy =1 — H (1 —loss; ;) (3)
<i.j>€E,
D D..D.,
Udrop = E 2 drop.’; +drop;; * (1)
D, Dy ED <i.j>€E,
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DDy €D <ij>€E,

25 VR A sre FUH B A dst s BEA LY
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Wy s TP IE w0 gy« AL 0y FEALEL w0y, AN
Tk AP Z AR BE B w oo » EAUALHY B8 B — 5%
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total \D; . D used \D; .D;
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PANaE 35 o S R A NG a5 o A | RS R

P B A R B R E . 220 (18) Dy B I At 15

Rdrop, RNFEH e, NAZIRHLEGH 7 5] j FNAE
Wbl 11 7 F 7 WA 1A SR

Ty Ty

s 1

)- 100% (17)

l().\‘s,-]- = max( —
tx ,;
pi

LT pj
drop; =| rx X, |« 100% (18)
Hopy rz,, Roam Wi i R SE 58 raey,, Rom A
Ui F 7 BBt Rom N 1 7 1 ik B s
B, ra, s M3 1 @ OB L 8
TE 52 bR ) B 37 5 v, BE B XN T TC 4 A% i BE
AT G, R FE AR SCRE TR IR 8 T AP Z A i
B, ARAO NGNS AP Z W WIEE dist, » %
BERIR LA AP W32 0] B8, i =4
A BRI A A E]

dist; =/ (x;, —x,) +(y, —y,) + (2, —2,)°
19
Hrp, (2,020 RRE @ AL Z ] H2 [1] =
YA PR
4.4 METWNEHR

AT T — A M Y O AL,
B = AN G4 1 A4 B : Transformer i & 7 4
P Ryu J& M 0 4 I A B DL & sFlow-RT i
WAL, Ryu FROH 6 5276 0 ¢ B fe) s
DU P 2 3 i, I o0 Ar 4k B IR A Transformer 83k
Y0 D s Al T R ok 1Y U B EE B T sFlow-
RT FHEHe L 0 4 0 4% 0 F A 12 1 8 2R A7 T R
fRJEIR . 3 A I SE R He ) 3 i T 3R 46 BB 6 A A T
T 7 S ey D R TS A 1 2 o DT 41 T R BT B e it
A ) 266 Wl I, ST I & A e R A M R L D
D 28 35 31, B DR I 2% [ AR 2 38 AT
4.5 EEKBER

Xt 23 SDN W 26 v, i 8k 5 38k 22 i) (%) £ 15
SR DXIURE 7 L R A B el 3 R T DL ol SN B

I AR R ) B O A A RE L i ) Bl Al AT L)
Shy 38 DAY 4 TR S ) 4 R ik DR SR £ JBE L A Y [
AUE LGPy R AL S D I . RIE )2 5L~
LT T DR LA [) ) — b N T RE 5 0k L
TR S IR AT 55 HEAT 0 il 18— Ay A5 BT 55 2 Y
JEU G TS5 TR IR AR AT 55 B S 20 L RE 4
1o 57 ) R R BE ST ARZ AL RE T . L, it Y B
Sl ¢y R A AR A ) 4% BT R T AC 48 24 1 7y
JZ5iAEaE 2] DHRL HL RS 5 355 0% v [9] 4500 figp B 45
A [ T RIS ) A T2 5 [ R A 3 N 3% Y I
SRS T H AT B0 R D0 AR R R 1)L, BT L AR
TR 5 A A 4% U R R R RR AR B B AR N Y
DHRL ¥85, Beit A #7025 ] T B S &
AN [v) 4 B2 1) P9 A1 2 42 il i sl VR L ) of 8] 8 3 RE A
19 2 > U3 L e )R OC 1) P9 A0 )2 F il i 2 Dl R
B 72 e e Y i A 208 ST S8R R R Y R IR A E
A R T R 245 54 I B ) 2D L R S R O BE B I
A BRI R A 1 L S o SR T 5 AR
JZ A5 2 T5 1% RE A8 A 50N X 22 3 0 245 7 i 9 O
RO [ AL, 5K Mgt ) 1 B 59 087 1 B Sl i B e o G
R TNV B LR IR 0 265 0 1 5T i R R R

5 SDWN I i3 §% B% & FE B &0 B%
mE %

AT 4B 1 B B R B B T Trans-
former M4 0 4% 3 2 PN SDWN 15 358 B [# H55 o Ja
B IRt
5.1 Transformer [ £& it = ol 77 i%&

BT Ui £ T BB B2 17 Sy J8% 2R R It it A R A
2L XN T 45 5 22 R % (%) 25 i p o O 4 L o
BRI AN BE A% 1 58 P 5 1 B B 30 1 L 8 RE 4 i
TR O £ v f) VA T AL f5) % B T 2 R T R
Sy 5 it P AR AL R T Y R G T ) X L S
B, R A% T S B0 Re B AL L 8 B A AL
B A SR AL I L DR 0 % 19 R 2 5% 5 T N A e
i3 TV E A

BRI o R AN B 4 BROR B 56 B A b ) g
8 3 9 2% B I A S SR A e T T 4 0 B 45 O ek
a5 33X 2L A B A5 25 R R TE b . ) 2% ) AE
delay . W EALFR loss, MK FAE drop LA TG
AP ZIMMBEES d . SRJEREAE A B ) 510 1) 3 i
Bl T = — A B, IR s B Lo, 1] BB RN,



11 39

% .DHRL-ACTF.—f# SDWN &

I 30 R SRR 0 I Sy B 9%

2677

e i Tl h s R
[ ] ;
A
e e S et
ST 2T P %
1 Y
11k - i ima ;
wx— R B s AR s~ etwe o~ S e
A I L_r__J A
MY,
£ B 41 4 4 74
________________________________ ST
T wm . : .
/}/ Transformerdf fit 7l #8154 I
vl [
& § Y

HREMEHES

nd =

i

i st 3 15k 344

&l 4  Transformer T R} 2% 28 44

B SR B B 23 B b X8 1 1 i b 45, R AESA Trans-
former W 45288 (9% A . Transformer Z8 44 =2 iy
HAJZ RS2 RS2 s 2 A . A2 R
O AR AR S 00 TR B e 5 1) R g
JEH N A G bt 2 & nm B A g R G 2k T
B AR R % 22 2 R Ak 4 )2 A
J2 AL B — A 2 T T S B A O A LR
0 s T — ik A T D AL AR 5 e 2 D) e e T 4% A
. Transformer P 4% 1Y 5 2 i 4, BV S50 49 1) 2%
Uit g AU L 3% () D R i s — R W R T A B R Ak
27 > v R AR B A —
BRI L BRI GEE 1 PR 22 2% Ir L R
FERIIN bateh . TP 5 BE € SO0 A 1] 2 L VI 25 A
e v P s 4 B a9 AF 2 B0 D T 5 v Y
WA, BRI BN MR EEE Y =
ye +10syle+20 - yle +010 51 A7 HEENLYI
LR AL M 8 BB RL R O, I 35 A S i TR = I BIL I
B, 5 2 AT BNEE 13 AT N TN A AR YN LR ) il
P e 2 47 g BBk R AR A B TR B, i R R AR R B
HM s 3 AT NG A AT NN pickle UG 4R AR
RHC batch R/ANWIEIE Z 5125, 565 5 174 B4
A7 IH— A b B K AR e 4E 2= [0, 1] Z 18], [m] i % £
P AT AE AL B LG F2 F50 00 I 2% Y11 2 i) K4l A
KN 58 6 A7 HRE S A T0I0 ) 4 45 380 5000 4E L 26 7
TN 8 A7 R 53 5 2K & BT S 1] B 37 ) 2% 2 80
TE YN S ach 7 v A S R 0 {8 7 - 2 > 155 1Y)
BHO", 1L AT HRAF I G B TBUAL TR, T T3

A7 9 2 TR

Transformer [ 4% Jii & 5000 442 305 i o %) 503000
IR — 15 43 2 s Ak 2 2 B A i — 4
(7] Bsf AT LA 38 sk 0 00 3 A 1) A o B R R

EiE 1. BT Transformer 4% Ji 2 T 5300k
BN B I s REEEKRID batch s M S BT B R freq;
T A BE ¢ 5 O ) 25 I SR A% B M s i A B 1 R AE
HEFE n_encoder _inputs ; B N FRAEYEE d _model ; 2 3k
W E R Sk 3 nhead 5 Transformer B89N 88 num
layer ;s 7 2 M B F I =211, 2[2], - 2 [¢]
MR R RS Y=y 10,y +2], syt +1]

L ¥R AR S8 280 SR BB S8 0, AR 2 SO0 & S
T 3 2 AL i 45 ) 4 25 2 4

2. FOR episode = 1 < M DO:

3. FOR batch IN data

4. M graph BUETHAIRBUT LR B X = 2[1].2[2],
eenz[1]

i g . - x[i]— minAD

5. A e, ¥ =] = S mina )
Hrf,max (A Hl min X RoR AT FI R K M i /ME
6. L v 2 = N U (= N A

model (x[1],x[ 2], 2]

transformer_

7. PR R B Loss = O (Y, [i]l— Y, [iD?

8. SR 1) A 8 S TR T S 4 07

9. END FOR

10.  IF episode % freq == 0 THEN:
11. PR AT T DU A TR A



2678 it (=2 Bl & i 2025 4F
12. ENDIF DA 43 2 2 53 B0 s o 45 4 R B B 0 4% o
13. END FOR R WS 043 )2 2 S Bl i Ab B R,

5.2 DRL-HAC & & B8 % B 5 %% it

8 B b — /NS R T AR I O vk AR SR
T R B2 43 J22 it A 2 2 fifk ke 125 Bl ey i) R ) B
EHERRANIE 5 Fow  fife R [R) BB SC B 7E T 03T Y
(153 21 B A, 80 s AL 2 IR S Rk (N Ab 2
SRR NN BE A S BB Y 2 1. 2, DL KA
R R B BT . BTSN E 5 N R B85 A I 4%
ZEFE I SR R W W 4% (policy network) F1 H Fr B 2%
(target network) , >Rk R & H F R IE AT AC M L& HE
BRI R RN R AR T

Rafss,

&

I T
FER 8 Ay, oA R 2
Vi 0 R S N =)

f31 Hirg,

BHBH Rt
L .
- 4‘“—&\ N BRI Siin HEEn T —
Crr, 5l T BN ekt
5 B EiRAb s S Bk

T SEANZ B T ] A a2 AR R OIS s
AL T BRI 45 A 1 A8 R R 114 0 265 4 D A B i
R AR B A B 2 0 4% 1 R A L R 2%
WAE | E AR FE L e TE 2 AP Z I e By . SR
JRE n DN K FIW S /RS s, BT
Hr g, BPIRES 36 0 4001 H ARSI %1 3 x
ARZSAE S PR A2 A i 1)l IRF L ARODR 285 P s 42 o 4
W% s, Mg, TRET —BE W RN dEa, . B
KSR AR AR . AT — RS
S s FEREARBGE Cs,vgorios) FEMERIN IR
5 AR 948 U RE A 3t PR 4R — 4> batch K
INEVBAE FEAT NG, 2GR B n 2P A 5 B B 2 B R
A sy RIS RSN 7., o KEPOEFEA G5, o
Qoo e S AEASMER 2B MO Ah 3 T 45 1l 4%
FI s 0 265 DA A BEATL SR AE AR AR L LI B A1 3 o 44 il
for [ 28 R A 2 B TR IR 2R AT N A4 ) S8 AR AR
PR BN BT A BT H AR MR IR e 2 H R AR i B
A3 R AL T R RE IR 2T SE A

He FORVEA A 84 SC SDWN 5 308 A 8% H 55
AR =S 8] S B2 E] o F5 D) R R R 1 B

5.2.1 WRE=MS

W RS 2 WE an 2 X200 iR, Ho
stack A [ BF 4 oR KR, 7 W] — 48 B & 3 AT B BF
e, WAE B R BT 86814k B 8 A B (5 5,
LR ahfEg R AR, ASCRIFIRE S S 1%
BReR AL BN BE M, . W% = E R
M i~ B AR R B ML o S0 BV B Mo o
A7 BRASHE FE T 1 S e A Jr A o7 B R 2% 0k IR
A P A B MR TR BB AR AR R B S
T R ) Tl A L B B B R B T AR TR 4% i
PR ) B 1 R, T8 5 1A R AR S T S R B L A
BV T e it 305 38 2 8] ) i % A8 e ML S L 2
KRR T HIRES .

S, =stack (M, M ..cs.c 'Mipui Maoman) (20)

PEREHEM, H— KN X n B4
FE R R AT L A D FrR  Hop omy, FORIE
S ATES O SIMIME, n HTEE AP RS X B
TATEE a); BMEN—1.0.1.2 FEg—4, h 8 BEAK
METR ST E

il 6 s 45 0 B Z0 A Y IR A AL B R AR
P M, , {57 B RE M, X 28 1 OT 2R 2R 1 a5 1%
s 5 B A AL LT R KRG R . TEX AL
e WE LD sre SRR IR AL XTI X 2R OC R AR
PUR 1 R0 X3 dst 67 B 1 50, 0 [ X £y 4k
TR — 1, S0 X 3 F R 5 BE (A B 20 1y
RUALE N N TR PR 1, BRI 1 84 s bRt
1B A 210 XS SRR B R AR HRIR B 49 A B F H A
B 7 B S X AR B T R AR TR 2, F HARIEERE LR
O3 R TEBUE B B T e Y, AR A BE X f T R
FRIEA 03 5%F FARXT M TCZR AR XA b rfoxsd v 25 g 3
ARSCIIRAE A BRI R 0, 3 €8 X3 R B g ik
23 30, X6 W B T R AR TR 1, At IR 8, DX % iz
HiMEITER N 0 R eI R LS AN il . Bl B
Wit B M ER R S B4
— BRI T S A A B AR TR AT Bk . BB HCGA T
H b5 FHGGE S 4 H AR RS 5 B3GR 2 SCR s,
FHE AR ¢ B A B H A 2% ) 0 R A7 B R R AR IR
BEAR AT BT A 2] B 2R T 1) B B e

my My myy,
Moy Ny myy,

M, = | omy,; € {—1,0,1,2)
m, M, m

2D



11 # B % .DHRL-ACTF. — 03 SDWN & AE 4 B i 5 A0 15 5 07 5 0 0% 45 1 2679

1 2 3 4 n
1 2 1 0 0 1
2 1 src 0 1 0
3 0 0 1 0 1
4 0 1 0 2 0
n 1 0 1 0 dst

Bl6 M, i BRI

W) 28 i B A BV B M U] H 2% 3R 4% AT BE
bw,;  WEEBTIE delay ; « M4 FEALR loss,; . W45
HEL drop,; « o4k AP Z W IE B dist,, HLM) 2
WA K/NK 0 X W ZHEFE R, LR [ s SR
195G R R 2 2 22) i Hoh JE B AT 9 o
IS j £amITok AP 1 SSID ARl i 45, Y
=j WAEFEX AL TR E =, R TR
BAE AT 5 5505 W g % BR8P S 0 0 A
RF o J0) X5 17 79 TC 3R 7 O i AR B B YRR, HAT S
5515 0 X 0B BE B . AN 7 TR M T
IR N TR UAE SDWN H AR HICAY 19 265 4% 5 250808 %o 43
JZ 5 A2 2T ) o 2 ) 2 A5 R I 5 7 A O A R L R
SN B B AT T — AR b R Ak I — 4k 5 58
55y A T ) Ak B 7 5 — B LABR A E S L Bk
fr 22 IO 235 el JBE A% K I 52 1100 A i e T R S 1 i
SEGHUEE L 0 R BRI R BIE R R, A SCR
HT Min-Max J5 3, f 50 4 v 19 8 2 K/ Bl
TEFR VL La 0] . BARML, H— 105 /Y 3 5 4E
B M e IS (23) B35
el 7~

n;js1 =]

fle,sn;) = 22)

Hp,i,j<nje,=e, €FE
Mo —at m; — rnin(Mm,fﬁf.) e (b—a)
! max(M .;.) — min(M ) +¢
(23)

Hi,a,0€[0,1],e=1e °, m,; e R B
JCE > min(M .q.) Fl max (M g0 53 5l 378 56 [
(8 e /N R KAB S e J&— DR/ BRI, 1 T3 4 4y
B ERITEAS R, o Ao ME—LE/ E R AR
15 {H .

UL 8 T 7 o I 408 itk % 50 6 R I M, 2 7E 0 8%
PN Y QB0 B L Al b AT BT Y 22 R A ) )
AL R 0% I 2 A BT R I SR L A TE

1 2 3 4 n
1 2 3 4 n
1 1 2 3 4 : n
1 1 2 3 4 n
1 1 2 3 4 n
2 i
2 2 ( ? 0.58 048 0.52 0.36
3 B
3 ) ( (2 0.69 - 0.21 068 0.25
4 sl |
44 3 074 049 - 025 0.0
]
.l ? 00 025 038 --—- 0.96
n [
n "
n
n
n 00 027 046 038 0.0 -

T Mg FIEAR QAR

W32 U5 e e B R P ) 1 R R O — 1L R (B
DB BB e . TE o R i A T R h L R Ak
AR 5 o I R B O T ) A B A Dl
PR K ) 2 % 30 B il e B ) 2 A0 AT AR T A B

0 1 2 3 n

0 0 1 -1 0 1
e —

1 1 0 0 1 -1

2 -1 0 0 0 1
[P —

3 0 1 0 0 1
N —

n 1 -1 1 1 0

P8 Mo, P45 % I I 4 1

WS B FE M e T TIRE 5T E 0L T B
R =R eI RN N R Sy el R N e e I
WE 9 Fros, b DY EFRRRNE b T T AR
i RARNGAHNN DS D Fom R il G BT
Ko FHRLIY, el BARRIR WA —F BN £ 355
) 358 ) B B o 1T s D) R 7 W — SR B TR B % L e A%
BEARIR o T B EAE B, AT DA 0 B S 3 2
ALY ST BRI ) B B R R R . AR SO R
AR G A AT AE B SRS AE T BRI
HAERBNF AR ESHT BRI II%, K
e B2 F EA g, 5 PGB A D 1
KRMAKXCOFIR,

g, ={D}|,Dy,D% D'}, 1 <k, <n (20)
5.2.2 ZhfE=M A

TE5r R Ak ) s VR s B B i i 5 3 5 R
WA, TR IR Re R T S i m, Hrb W R




2680 it ) &5 EiFd 2025 4
1 2 3 4 n
1 D} ers 4 HEW R
2 D; eég ﬂﬁ‘ﬁ'ﬁ i 'E::B / r‘!
3 ei:i ei:; D3 eﬁf‘ 1 _—;" - /
4 Di ei.ﬁ d N’;na \‘
10 NSRS A dEEUR IR
n e 32 D; 25 () AR ORI ) 8, 22 SR TE A A 28 P R ol
A S As S Ve 5% By 1R y. )
Bo o M, WU B 'ﬁH%)ﬁEEZﬁWﬁﬁ?ﬂﬁﬂa%&i%ﬁﬁUTﬁﬁ
15 S AT VG A 11 TR,

S 1 TE 45 T 48 B0 02 10 800 04 J 9 T 1 30 1 () R PR HE 10 3 8 T 417 80 FL o e
Z Bt ANEIAEE A AR RS A= RSB ETRAS S, . AT IE .
V=Aaisazs aiia,a,) € (NiaNyy Ny )R AR BE R SRR T A HZE 2

N, «N, b Hrhom RRTENENE, » HE G P L1 A5 W HEAT IR AR IC L 45 T IR AR .

T SN B, R TJE 2R AP SR LIS B, B g
BRI R AARTS s, i A SR W I 45 vh 45 3 A4
BLH) B @, » IR 3l 1 25 0 1B B 1A 2 75 ik 1

FIBR RS 35 D 1 AR R D) 4 A% 328 3] phy 3 42 il
AE N BB A AR . SR SRS BTt 2 XM
ol 0 LA S R L Y Ak 3R 7 56

TR BRSBTS LA E R T H
PR

(D IS S HPR S 2 7 BARRES LK 2 2 6]
AL EORAS R M, AR A AL BT R AR
2, KRB R T BRI R RS s F
T HEbR g, i 3 P2 il 4 b 217 R AR 25

(2) AR Y HPR S A2 7 B AR AR 350 4R
RERZ AWAE TR SR . A5 @
o AR R S dk 2 TR T HARIRAS .
TG B b AR AT A0 T 4 il s O AR

WESSIEZE ] A, =EN, ={a, +a; s sa; |
e EN, NHET RN, E’J”‘K%L% . N, eV.l
NEG HRRRE, a;, AT ERSIE, 72K 10
EPJEJ;*’I‘SQ@JEEJI\ZEW%ﬁ?’i%ﬂ%ﬁﬁﬂﬁﬁﬁﬁi@ﬂ’ﬁ
Y[ N

W 10 Bros B R EE ¢ o 4, BN ER A
ARG 4. MET A1 ME, EMIEES
N AL ={a,sa,rassa,} ={None,None,2,None},
Hth None WM ENELE, XM THLA3ME, EWN
EEE N A ={a,sassassa,) ={2,4,5,6}, W
#2% [MT HT DRL-PPONSA 3l fE %5 [ (9 % 11, A
SCRHIE G v e R i BE SR B 5 20V 45 18] 1Y 4E 5, A
TR Rl A0 1 D Ay 190 24 4 4 s RIS R R T 5 B s =

(3) Y T ik 115 s AN @ T 4B EE 1 i, B B3k
SIE None , WIABUE SHTIRAS I 45 7 I0RUET .

() Y I3k 7 3 A AR 4 s, HORIE A i, (B
2T R R AR 2 0 TS R R Bl IR A  JR 4 T
AR

5B eI BE 2 B 175 550, MR Y iR S & R
None, F45 T L 5K,
5.2.3 Rk R

2 Il eRBOR] T 0D B RE AR R E B B O ] AT A
2 GTEA SO BT B BRAR IR 2 B B R KD (B
B 97 112 2], LR R AU — o OBUS fE % 18 Bk
SRS, DA -4 45 3 09 25 Bl 3% oy L 00l 2 2 B AR
Dok s B oK . [RIRE |, o 1 B 4 4 5 R e A 2
21 il R oy AN ER AL i R AR R

AR il PR AL R, T BLIE AR 5 AR G T 4R i %
RE B8 PR3~ > B A 1)+ H IR A [F e R %
Jihy £ 328 1) PR A o 4 L U0 R RE IR S i O 1 8 R
P . AMERAE RN U S A S PR E D HEAT A T

(DA ERN W SNETT s F BR84S 7 IE
A R, . WA (25) s,

R, =¢,R, (25)

Hrb, ¢, AP HWIER B AT, R, N
2P .

(DA B EA R F HAR 8 WA 7%
JihAE , I B 223 R, = 0.
P S Jih R KR R, DUARE B R AR 5 MR B AL HLR

PEA Y R IED A TE RE IR B B B 1 S A L [
FIF 36 T ) 2% 5 o R0 B 190175 200 o T BT ) 41535 e 28 114
FAY . ARSCR N RS i o DU IR B0 . 15 31



11 # % .DHRL-ACTF.—f'# SDWN %

i R Y T B R 0 2681

® 44 ={anazas a;} {2,3,5(loop), 7}

D ARG FH - - M e T AR BE
n:ibr;’ﬁz_'—'ﬂﬁ &?ﬁ&%ﬁﬁﬁ?&

@ AL = {a1,a3,05,a4} = {2,3, 4(loop), 6(dst)}
ﬁﬁﬂﬂﬁmmfﬁ
»Fon ik EhE, 0 None R Eh 1

Bl 11 NI e R R R

PN R B (819 1 — — X 17, 2 Jaly ok 30330 B 9 B 3R, AR
RAEEE L PsE T RE R EBERE , 25X (26) FoR .
(1) 258 BE M BT 1 45 1) 3l 1 8 T 4R 4295 25, L
RIE TS Z AT AN S R B I LN 25 3 19 I 1]
£ O ki = A I 4 A L I I I G

B € [0,17], J:4% I 4% 5k B 2 B0 BUE il o

delay, < odist XV £ e R HE AT IS — LR A
(2) MR e AP n S Jm T 4R il B AEZ i
% i A P R AR ICiZ s VR L IR BRI T L N 25
P AEAT R ooy » FoH G0y AFRBRIETTN T, R, 1R
HER i
(3 PRI SR8 T 48 J& 37 A0 HL7E B% i 46 B
HOIF R AR IC TR B B o (EL T SRR [ b R i B B
Eﬁl[‘a-’fﬁﬁﬁ OO 2 AT A A A L B A 5 2l Ry
e+ FEP C e HHBRAEST A T
(4) Fr e S A T T 48 e 21 i, K2 sl 4k
TR AR, I 45 T To R A A S KR D ek Kk

R one s Cnone NIRRT T
(5) Y P sh VR IR T H i1 G 6 25 78 R
— AL I ] Rl H A BRI BN R i s S A
R, C AH
Ry =Bibw(e;) —P.delay(e;) —
Biloss (e ) —BidropCe;) —
Bsdist(e,;)
Ru= LR, G €[0.11.R, =1
R = —CaaR, S €L0,1],R =1
R one = ™ Guone Riinic s Coone € L0 1]
b = Ctinisn R tink » Crinian = C
(26)

A8 22 Tt R P 8 2 Dl 4 O FR L Y A ER A T 4 o
RIE R T HARIG 20 BT A0 S0 i 1 14 1% 31 N
B 3l v R AT SR AT A 380 Rl 1 R BB AR 4
S i A PRI 2 2T e ) s S A . R R B
mARXCOFIR,Hp P FRER, o WFERER
SRRV

R ‘IZZRg(Cl/)+Rin(Ci/) 27)

5.2.4 PR REL
TR BE 43 )2 i Ak 2 2 v i SR I 28 280 0 i E A
W26 18 2 50 @ 1) T BT O 38 3 e /I AR A5 R oR S B
Y, B 2R R B 22 20 (28) B o
L(0,¢) =E[min(w,® * AF, ,clip(w;” .1 —e,
14+e)* AF )]+ p*E[(V(s,) —V (s, )"]
(28)
Hrr, AF, HIEFHRE H AKX GD R, R, Rt B
ZI09 % 5 R R, v R4 E RS M E AL E BB
Vs, RHFERREMERE, Vs, BT —IREM
HPRA ., w,” o H MR R I3, B 220 (30)
Jirs s mo (Ca, | s,0) k5 W I 246 B3 I 5 W& 43 A
wy  (Ca, |50 9 W7 R A SR ME R o A
clip(w;” 1 —€ .1 +€ ) Jy b B3 57 ek 5, B A X
QO IR, e HIY N F . 2R AR BT
F 2 T VPG BT TH S 00 i 22 TR, DA ot B ) SR
FAY SCEE 5 AT A s W S v AR E
clip, (Wl 1 —e,1+¢e)
J 1—e,wl <1 —¢
= l+e,w’>=1—¢ (29)
@FJ—e<wF<1+e



2682 it =2 Bl & i 2025 4F
i r,(a, |'s,) . — AN AR R A B I 25 L B BE R N U Y 05z h B B
BTN BT A5 IR R RE AR T D IR A I PR AR O — Ik
AF, =R, +yV(s.) —V(s) (3D A B,
5.2.5 HAC Bk B A AT RN 5 AT AR BUER AL 2 S MR s,

12 ) TR s S A 2 i e KAk I B
Weny FBR, [E] A BR T 5 e B HT A I B, LA AR IR SR
R S R . HAC 85k 156 mg 5 5 A =0
B0 (32) F s

0,., =argmax, E .
[min(w® * AF” (s,,a,)»

clip(w,1—e,14+e)* AF” (s,,a,))] (32)

Hrp, E, FoR%te B2 R, w ! AE ¢ B 205

HEms R g 10 H 2, 15 A” (s, ha) AR 2 K
Jei AT BNAE @, BIHESFA o6 2, T o T AT
MG B R, clip (w!® 1 —€ .1 +€) W4
T AS 2 75 TH SR s e

5.2.6 43 )Z5EAk2E ) Bk Ab B (transitions)

Sy it DR AR SC I S5 % e A 3 R SR R B LR R
T2 M AN R A ) B[] B X3 2 Bk Ak 2 2]
ity sk s S B5TC 1 S T A, AR SCHR T P AR
fif T 7 48

XF TR RR ) B, B SE s R AE AR transitions
M 7E, BT )2 H AR E IE B Re AR 52 Bs vl LAHRIA 1Y
AR . BEBT A FEAS S T )2 5 W 3k 3] 5 D0 AR 28 BT 15 2]
V1A A 50 T e P 114 5% W 2 2y ST F S T BB 1 R
JZ R,

BOEHRE T B AR 2K N epi-
sode Fe & STHLAY B b, 8] iF R X AS [6] 15 B 4 B A [
(822 iy =X BRIE IE 6705 i 3k 31 4 45 RS L DA L A
TR Jily o ESRRS I 1 ) A
5.3 DHRL-ACTF #Z &% B ik

DHRL-ACTF #%.0 A0S 52 3 an 53 3% 2 P, 8
ZHMEHEN G P ERBEIN N, BN, 15 85
B . P R BEVE 1 0% TR0 A P AS L M
Do 265175 5 PR 285 4 I 3 o 0 D) 8% 9 i R R IR G
Ao 30 o 2% ik B A B M0 DAGAE SR 2 S A B 4H
JILHR 43 » WA 1 B A 8 £ 5 24 A BE A R
FEM, . 2720 % o, UE B M .. SRS 2T )2
Bk KT HBARH ;7 HRURSEA, &5
UG RE M.

81T RIIR LN ANZ Rl #% Actor K Critic B9
W25 S8 0, .0, . TR0 28 50 3t A 7 B 25 Ak B, 915
BTSN, MEMY SN, . 24T 24 17 R

HP WA RS i AL B A EHE I M, R 45 5 8% AL
TP M e R AR B A 55 TR0 A% 9 L I 208 I 4 | 5%
3 AR TR AP BB E R SO M 4 R
FEBE M o« U5 B M A8, 55 6 17 AR
WAF B R By R A T T HAR g LSS
BB By B 1 B AR HEAT 27 20 PR B R IR
SR L

55 7 BIES 26 17 9 N AME ] g R U Rl A K
e 8 ATl g s e H O WIER , F T A0 2 3 AE 2
AT HAR, 559 47 BIEE 10 174 402 5 ) 4% i i
HRPRE s, ¥ HAR g, ZRBAT S 301E o, . W
RFNWr a, 2T Bis, [Ho#477 B, i — 2
BN Z SR R 201 H AR W HE A AR AR s
PEAT I 5 T A0 2 42 0 4 2 17 R 3t A6 Z K
R

5511 BNEE 16 17 0 N AR S SR U R ad B Hep
St AT i AN R T as AL ) T H bR g, 5
TR s, HEAT 4 BE DR HE AT 2 N FR 5 ) 2 19 )
GRS s, B R I B B AT 55 O IR RS
Y H 5 H AR SR e B e dy L B 2 30 Rk U, H
H R TR — IR s s th . 56 13 B 17 152
PB4 i 28 AR S Actor MR SNE o, S5
WHAZLH 13 2N R R, . W3R —
ARES 5,070 5 15 BIEE 16 17 WK 2% 2 B 14 Bl
transition (s,” sa,” R ss, ) A7, I T EH A
TR

5518 B 20 47, 24 A R ] 4% R REMR IR IX T
FIARIRZS 5 IR 4 ] 808 26, JF 5 200 H ok
SAERHNZTT R A YT — AR SN 5 ) A R
PZREE TR T — T HAr, 2 19 2 20 17,
oM EER A RS AR E, b T
TN Z TU Tl i 0 5 5% pR B, LA O T A1 A 1
REHL. B 21 B 26 47 0 FIBTE REIK 2 RIS R A
) H IR S DA K 25 A0 2 T 4 il 4 06 20 00 2 A8 I
LA BEAR A B e BT b A 05 1) 2% 2, AT
oy 3 Y SR A B e o

ik 2. 3 F DHRL— ACTF 1y SDWN 5 5 4 %
Wil P ST 3 i P A
BN R T EE E M, R M, B0 B



11 M 1% .DHRL-ACTF.—#f# SDWN &

I 30 R SRR 0 I Sy B 7% 2683

M jopain 3 )2 B R s R F HARR IR H 5 F B AR 252
R NHRBM

it U E) H R Y S 2 B P_Gs—d)

1. %) 4 Ab P9 B 4 ) 2% A I 28 6 28 1 Actor K Critic W 4% 4
H O, .0, EEREAXBRER AN, HIYWA
N,

2. FOR episode = 1 < M DO:

3. FORM . sMu sMop IN FZ 45 B A7 DO

4. HRAFIE S — B S (N, N, FE ML EG
B RE UK b s 5 JE B M

5. W M, M s Mg s M g #0747 T 4 2 DF B2 73
iR AL ST PR RS s,

6. G0 AF B M o E T HIF g,

7. WHILE True DO /] U G

8. FOR ¢ IN range(H)

9. a, < n,(s,.g,) // Actor MR NE a,
10. IF ¥ H#¥r g, Azl THEN.

11. WHILE True DO: // P # 4% & 2%
TEER

12. s, < train — stack (s, s g,)

13. a," < train—m=,' (s, va,)

14, SRR A HAT B AR i B AL R, A
TR s

15. PR A T s R R SR AL A ] L
transition (s, va,” \R.s,, ) THHRIL KB EHF X E, |

16. MG RAF X E, AT RO R A A

T T4 2% BR VB, U0 2 2 (28) BT 7R 9 LA UG T 57 1N 3 I 2% =
o, <0,.0, <0,

17. END FOR //# 1L T4 7 H R S5 R

18. 24 P9 TR A R RE AR KR T B AR T 8RS AR A Ak
ERETIAR AR B s, < 5,00 <5,

19. E, < transition(s, sa, sRe 55,01, 8,) < learn

20. MZEM E, R RE B B A R 4 B0, <
0,.0, <0,

21. IFs,” MLk F HARRZ THEN.

BREAK // B P 4 il % 476 25

22. ELSE // F BRI

23. P F T HARORE 7. 8 H A SRR BN
3B HH A 2 T T 1 796 B

24. IFs,” #A® & Hbr THEN:
BREAK // % 1k it & 1 3
25. END FOR

26. END FOR

5.4 DHRL-ACTF EEHEZES

SR DHRL-ACTF &9k 8 245, 364140 91
AT S T A 4 J22 iR Ak 2 ) A T T SRR B AR
I3 M HEAT 53 HT

(1) i 2 000 5 1 0 R &

Tt o YU () 52 2 B S fh A 4 0 B )
B 2H 1 3 ) 2 i A i AR FL Transformer 2 1% 4%
wB oy AR TR AT BT R . AR A JZ (Embed-
ding Layer) . 5§ % ABF1E4E JE M n_encoder _in puts
We 55 B d_model s H. AN B[] M K R B
On_encoder_inputs X d_model), JIl I batch ¥
AL A BE ¢ /Y I R] T 8 JE /Y ) A A
O (batch Xt Xn_encoder _in puts Xd_model) , 4k
—J& Transformer 27659 4% AU B 8] 2 2= B2 105, &
SRS AR TR 4%, F R DRI
OG? X d_model), BiHt M &I [8) JF 8 O X
d_model®), BI)ZH A BEHE . OG X
d_model +t X d_model®) , [Fl¥E% J& batch FEA A
Obatch X num _layer X (t° X d_model + t X
d_model®)), BRI ] B 42 % F OCbatch X [t X
n_encoder _inputs X d_model +num _layer X (t* X
d_model +t X d_model*) ).

XoF T I o T B k2 ) B2 O B L B A S RO oS
HAZEZSH: O _encoder _inputs X d_model) ,
A~ Transformer 2 WS40 H 1 2 1 $OE 5 1
O4Xd_model®) , HiB M4 Z%0:0(2 X d_mod-
el”), num layer 2 B % 8. OGum layer X
d _model®) , [R) I i1 1 v ] 00 J2 2 05 0 L =S )
BHE R OCbatch X t X d_model + batch X
num _layer X t X (nhead X t+d_model)) ,

(2) 41 2oy )k R IR

o3 JZ B AL o I ) A2 2% B2 A A B DI 2R A
M), B I 2575 3k T3 ) 4% A5 8 A7 A i b iy BT A
(M _traffic s M_fault y M _domain) A4 ARKEHE
BN N, SMEUEAR S EEAREN OWM « N),
TETCEE i EE PR (7 AR 20 b, 45 YOI k0T £ 1)

22 H ¥ Bk 7 Hs RO 47
H AR ST PR A4S ) 45 108 A5 Al i PN 8 428 o 5 1 24
AT T B35 T HAR (SR MO B 4 70 2 1 4% 1 26
BB 28 O(M « N « H « T, HRGHE N
Pl % (7 H bR N BE AR 4R 20 1 0 10 I 18] 52 2% B2 L 4
LPATHT 0 AL #E C Actor 45 VIR 28 H. | £ K A7
fitt ORAEER . FT 10 A2 3% R Actor RIZ808 L JZ
BN G GZYEL N D ZARE R OL « DY)
LW RAE G ER NG KM E2 ThREE B DREAS, B
WGBS ZRE N OB « L « D), B NG R4 22
JE:OW «D*+B+L «D", MHNMWIGHEIRE.
OM«N+«H+T+(L+D*+B+L+D")), 4z



2684 it =2 Bl 2 i 2025 4
D) 2% 2 BT B A s ) A2 4% B 5 P 28 AR (LA £1 BETA
Bl B ARk o A T R — K& — —
TH JAS Uit
HREHOM « N« H-+B-«L D", IEAREMAET I T . R
ininet- 1-r'i . 0. D N -
[MEZREROM «NeoeH T (L D*+B-L - W W% S
, e e s Ryu $ il 4 14.3.4 VA 0 9 2
Dy, kBN OM « N« HTB-L: GPU &k GeForce RTX 3090 5
D%, Ubuntu &% 18. 04. 6 S0 R
sFlow-RT W45 4% 4 3.0 T AR W RN A A

oy 2 AL 2] 25 (A AR 2 S HUIE A A
tor-Critic W% . 8258w D, L JZ2M % B35
WA OW « DY), ASCHTR B PR —Fh ok )= 454, 1)
AL T JUEE A A PN 8 4 ] 4% 4% & Actor/Critic B
%, BMBHERN OWUL « DY), [R5 2584k 2 2] ik
HWETHANLREAX, AL KM E,. /714
T « H 580, 850008 SRS SE . %0 55, (&
VORASYEEE ]y S, ShIEAEE N A W52 050 =5 1]
OS+A+1D=0S), Bz . O0(H «T+S) 34k
AR E, ArfifF B RAER . BEh H, 8=
. O(H « S), R&KMzER OH « T « S +
H «S)=0H +T «S) ;M* T REPHEZS I A
PERT o5 FH 0 25 [0 52 2 B8, DREEAEBE M, s M »
M s M ynain » B ERELEE ] K « K, WPRES
230 OCK?) , A 43 2R Ak 24 2 1 28 [0 52
RERNOWL «D*°4+H T +«S+K»,

6 XWizESEREITM

AN EEAN AR S BN E W4
% 22 i B 77 2 DA B I 4% 5 I Y e IR R, AR S
A3AT U 45 B DHRL #8258 B & A AR
WA DHRL-ACTF 5 PPO. Q-learning, Dueling
DQN.OSPF F1 BGP By X} L 45
6.1 HERELE

S B 22 B 2% 15 @ AE R AE R S8 Ubuntu
20. 04. 3 IR 55 %8 L L E GeForce RTX 3090 i
FHT s w22 I 4 15, BRd o7 R A BOF B
Mininet-Wi-Fi-'"" $#5 8 #5400 22 3 0 2% 3 5% , (7] Bk R JH
sFlow-RT 3. 0 W I % s A it R 000, o5 J i ik
iperf3 T H &% . IFRHE T 1000 A4~ Bf 2] 4 i ] e 51
Do 2 Y7t et A0 L SR A B[R] [R] B2 10s, JF B 5 i
2 B A7 4% O pickle SCF, Hirp B KR
Wi 40 %6 s PN L 60 %6 Sy ] O BOEE L B S
ffi /| python 3. 8 # pytorch 1.11. 0 SZ¥ SDWN 5
S Ak 27 2T 138 B A B4 A O B R AR R A5 B0 B
k1 iR,

~ ,. ll e -
b\‘\;&? .\‘_/: e

B 12 SRS A

AR S 55 30 3k B AL 3 R R P i ] — 5 i I 1Y
S /N AT UL I I B %L TE ¢ B TE) PR R A B 9 £
S e SE R R0 0, 9 HL HE B 1R A SiE SR B L R A
R R I ST I B R BE LR L (AR R £
ANHE TR B 12 2% i e I, BT D00 265 4% A Y o
FEWIAE 109 A Ay . LR Fh & 12 iR, Ry i 41
1) TG 28 ) Bk D 50 Al v o0 FN A R T = A
2 -3, W 0 2 2 s T ) B I L B € D Sy R PR i I
Hor, 5 o DX A 5 — A W 2% 7 3, B LAY o F
45 . AP /9 SSID #R iR M 1 2 105 20 €8 X 5l h 55
TR T AR o, AT RS AP (% SSID R
TN 11 3 205 265 X IR 55 = 2% 5 35, | 42 ] 2%
oy BEATEEN . AP A9 SSID AR M 21 F] 30, % £
W 2% Hefi & 30 AN L 118 Sk BR . AL A
MAH —A> STA M, B R X STA #174R1E .
SR RRADL L S A TG 4R 0 45 o IR OO, FR AT
Perf3" T H % 5 A 5 2 {5 B 89 Python A%,
A 38 3 2% P o 4 M 55 v & ik P B0HE i B
(UDP) Jii 217 5K, >R JH BB HL1E B2 7 s IR 55 i 4
112 Bbs ki i 7 2, 9 45 4 51 7 B8 8 B & T Y
KN PG A5 S8R 2 B, ¥k
KANFERIAE 0 ~ 50M bit/s BTG EN AR IE R 215 B
FE 4K 10:00—15:00 B} Bk B {E L HoAh i B 22 18

AR/ PR AR BRI B O 3 5s RAE— K I i



11 # % .DHRL-ACTF . — 3 SDWN & AE 4 B i 85 A0 15 5 07 5 0 1% 45 1 2685

Ryut ™ 2 il 8 W 47 B R R A 76 1 1000 A4~ 30 4S5 45
] Y 40 A~ Ui 5 6 B A9 T B 40 L AR 5 B BRI 5 A
Pickle ST H L A B o (9 50 3 AL & ) 4 ol 5 A 4
Fo I AE | F A 3R B AR BE A S ORI sFlow-
RT T HEHAHNEEY LR RERE. &
FAE 13 FiR.
6.2 Transformer it = 7 U 14 88 Xt b &% iH Bb SE 36 14
BEXT Bk 43 17

K Transformer X 2% 45 7 2 T 9 28 i 5 1

Top Flows

SrcAser  DstAdér  Prote SecPri Out Pri

L ]
=

Bits per second
LIS

LS LhLn

Top Ports

*2 HESH
EX 4 18 ZH 1H
MAC I8 IEEE 802.11 g Frequency band 2.4 GHz
AP $it 305 ) TR B P 30CH D)
CCA B4 —62 dBm {518 1,6,12
1L ke Log-Distance oI E 21 dBm
WO #5 5 dBm LRI 5 dBm
55 38~140 m 5 XA 300 % 300 m®
I AR OFDM 5 L 1R] 360 min

LA PR HEE  2.5~4m/s TEHAPBIWERE 38~140 m

T e P s o e e g g

B 13 3 B AR TA) AR Ak i il £

O, REUSTE — 2 TR BE 148 TH i 5k A PR RE L [R) B A
T X 265 % i s R B AL — i R S kE . B
AR SC A BT AEAS & W 5 Ik 5t 100 () 4 ) 2 AT
T A RO Oy B P RE X HE, DA ROAS SO T
Sl It H 7 1 A 0 P A O 9 A O S
FATRERELA 1000 > R A A5 A I 25 3 it 2 9
Xof 17 1 D) 4 e R BE R 6 AT T 0 B 1 Z Bl IH — 1k
A0 B 2 B () TP K 3 2 R 4 3 1 S 0] 0 Sy I
LRI A U ZREE 36 780 AN RAFE ., H T 2%
> i AR AR MR AR AL 220 SR AE AL, A X
Pl 0 2K 4R I B P ) S S A 0 (A Ak A5 R X R
R ) 4 it e Bl AR AR Ak Chn 28 3G LR BT O Sl ) 1
REJy . fif IO ¥ 46 %) 1% 25 (Mean Absolute Error,
MAE) . ¥ i 1% 2 (Mean Squared Error, MSE) Fl1
Y46 % 5 43 iR 22 (Mean Absolute Percentage Er-
ror, MAPE)AE iy & A0 A1 1000 9 B BE 19 48 45 X
IR B A SR /N R A B AR AR ) TN oA R R
e B 14Ca) g th T T2 U I 45 I 1000 A AR Y T
{H 5 B SE 1Y 221k il 48 L 08 (0 1 2k 38 7 5L 0 T 4% i
% Y U B Al L A Y R T H — AR S B (R R AT XF
o, S B4R xR Transformer BRI T Y 25 2R
T B (0,28 ) % 7 SR GON-GRU #5570 7 ) 7 &5 5%
WAL FRRH LSTM fill p 455, VA,
K JHHET Transformer T J7 2 BE 00 4F Sz et L5

BAER A e, X FZ AN Transformer H £ 3k
FERIHLE A RE % T AL BR A OT R LA
AR B B ) e 91 v A MR G & . 181 14 (b) 45 i
T MAE.MSE F1 MAPE £ & 48 #7 i % tb 25 5L, 7]
PL& B2k JH Transformer 50 A BY (1) 35 J5 % 22
MSE % [t GCN-GRU #il LSTM #fZ /N, i B TR
JH Transformer £ 8 50 # 25% R 2 1k GRU Hl
LSTM #f ., 38 ik 3 B 04 5000 AL ) AT DL G e s i 1
LV 3R 75 1 i 2 e AT TR0 R0 2 B U KA 1
SR [, T S TSI ) B B B b A 2 ) Y i
PR e 2 e 2 AT AT RAAR IR 15 T i 5 Ak 2 >
o) VR 8 B TR Wy 1k 2k B I 1 BB LA 2 Y B IR
FE N fe 30 2o 7 Rl S 56 43 A B T 1 I AL AR
RUTE 53 2 5 Ak 2 2] v (% FL AR e B, R T 00 D00 A A4 2
P2 T I T X 2 R 25 R I 1R R A9 A, BE A T 1D 15 ek
B SO e R TSR . SR A R A 15 ()
FE 15(h) fr s, /T LA 3G 1 35000 A 8 1 43 23
S AR AR 2] Tk L il B L R Rl 0 A A g
e o [V I FE 4R B AR A S T 1 20 K L X
ST — 5 A i SDN R 4% 0] 42 #L ] — e AR
S A ICE) A 0 [ 1) O 8% o PR A B A% Ao
AR U BE 0% 1 O 22 2 1 ) ) 2 3 e RS B L
— 7 T AT P 50 IU AIL H f F00 R SR — B Bsf R] P I 245 i
s RS Y28 Al B, B2 AR RS VA L BE 8 1k s Ak



2686 12 A/ 2025 4F
AR B e 6.3 DHRL 2B S5

1o ARSI B S W B £ R R T AC
g0 | S S SEAL F: 07  E R — 2% T S O
ol AP W O A B3 . HCof 151 B B Actor 1 Critic
MR T ML AV £ L A T2 1 22 LS 2 4 i
o |1 oo orumma | | STl O e . T 39 0 1 4
0 25 50 75 100 I’S-I].Edlﬁﬁﬂu]ﬁ:!] 175 200 i% EPF)T&E EI/J %Zlié%ﬁ EE %% 3 é{ﬁ\ le_l ° PPO gi /ﬂg %
1 53 R VU2 69 10 4 254, JEof 0 45 Actor Net-

Ca) JE—A4k i 4 40 Tk T30 % b il 4
= GCN_GRUFI#i &

= Transformer 7l 34 {i

081 = LSTM Bt
o6
]
L
Fo4
0.2
ool Dl - - o

MAE MSE

(b) A [ T84 7 i O AT 2 E 5 SR
PR 14 A [ O 0 AL 1) A R O HE 23 AT

) B REAARAR F B B R AR A 23 ), 24 2] B A Y
110 Bl VR S DT AR A5 B w5 11 5 il {8 o AS W A A o i %
B 6 H s I8 FF AR G I JE B A2 o DA T I A1 099 2% & A il
B Y XU . F e AT LG T I 2 AL R A T A vk
AEMSHE T DHRL-ACTF 2 BE % th A sk v i .

MAPE

-500
o
1000
e
-1500
e

i
et
]
wl §
-2000 %0

-2500

400 600 800 1000
IR

(a) SRS VI GRACHC R i 28

0 200

4000
3500
3000
2500

i_f 2000
1500
1000
500

0

0 200 400

WIZRARH
(b) A5 VI SRR HOR R ith £8
PR 15 O ok T 5 A P 9 ek 0 £ 9

S 46 P RE XT LE 2 A

600

work , W )2 Critic Network ., Actor Network HF
RAEYATAVE MR LA ST — RS S, stk
WA, Critic Network W] TIFM SRS S, 19 R
IR R, IR —ARE S, WEITFIR R, .
e ] A 3 0 B A T (Adam) , B BES 1 3 N
2] SRR TR [R) s AT LA D T SRAL I AE B AR
B RE 8% A 0 ) 28 AR A I R R D RE A8 L I
S, ROk, A A A b 2 S R
X BRSO RS R S TE SR — R E — Bl
BLAIET 0 AR S 88 = e — LY H
BT s FH T R R 1 R 46 7 8 N7 B ARIA I £
FOEFR . RGBT B & A LE S 1 B
b SRR R HEAT 4 2 2 2] H bR SR mg . = 2 o il
i TN GA AL R T B ARRES IR Z 45
il i DU AR B 5 B AR S PA T BAR 19 B VR 58 AT 55
T 5 22 o e 28 RE A 1 5 1 o 42 Jm) W AL E A L IR
J2 B RE AR 57 BT AT Jm BRAT: 55 RN A

%3 DHRLBHIEE

2 i fE

Bk LSRLS) le *,3e°
At RN k 32
ey 5 0.2
R AT f 10
E2L Rl NN B 3000

P 4 0.99
PrnFE T .6, 0.5,0.8
E R w4 M 1000

TE 53 JZ 5L 5 2T i B vp, BT 2 Y 19 2% TR
L0 VAN || N NN S B SN 4 E S TSI
SR TR BRI ROR B EE, A7
560 I T X R 45 9 2 R Ay B AR R R L B
P s BRI S8, HA S B A

TNTET 16 Ca) 7, BT AN T3] A I 266 B3 M €, 188
PO SR SO B R e . b R A bR R R I
Jir s AR AR AR s e AR . 2 RN
SHUBTR f =15 W RE MR RE A5 3 A 2 il 8 e K
HACSOR el MR ORI 1 ml LA 5k



11 M

B % .DHRL-ACTF: — 3 SDWN & AE 4 B i 85 A0 15 5 07 15 0 PR i 45 1

2687

£ 50 ZR A RS RE ST Y £=1 B, B ek
PSR BE AR BT R R A I DA T 5 0K D (AN R
FE BB TCE S B e KM . B i RN b —
L2 25 I 2% v 1) O B TR 3R Xk i 48 I 4% 1 I 2 5k
A B RN,

WE 16 (b, SER I E T AN A [ R ik itk
ANV 16.32.64.,128, Horf, X b =32 LB
WSRO R e B AR  HURSK R TR, B A £ Y
B MK S il (B I st B 2, 24 & = 128 I3 B 1A
e 23] 600 AL A B Tk, wiE 16 (o
HAR T A ) RO R R, P R AR
Actor WIZE 1Y 22 2] R o 43001 E 2 107,10 ° (107",
Critic ™ 2 W) 43 5] & # 8 3 X 10 7.3 X 10 °.3 X
10", MREHEBRE N 107° f3X107° A A A

= peo-update-time=1
ppo-update-tine=5

L2 e P—— ppo-update-time=10
e | h}[ J i rﬁ‘q" ppo-update-time=15
=] ﬂqk »m " 17
-3000 e
o - w = -
4000,
0 200 400 600 800 1000
IRt

(a) PAESSERTE S A R G R i 2

0 200 400 600 800 1000
VIR ACH
(c) #2345 3 Ry o B R i 2R

BRE S PR U SR B RAE . D3 4b i R /Iy %
Al A B 25 52 M B 32 W SR B R

Wit K ESLW S, s = BEAREEDN
SHHAT 53T s AL S T R BE ORI A
PE TR e R e A UL S B B KRB . A e R A
T AR 7 2 g3 R g 2l B 2 DA B
KA, BILR R A G’ 55 %%
FREMRAT N AT 55 H AR, DL 5 | 55 B A2
A, R 16 (DG ARRRIERT ¢,
%’[ Cimisn = 1 9§100p =—0.3,8uone =0. 4,8 =—0.6
I B0 12 W S 8 2R T A R A i % T S5 P ) )
N BB B B B . % Lk DRL-PPONSA &
2,183 1 DHRL-ACTF 55 ¥ 7 4 i £ 3 )i 32 7
T 66.5%,

01 I
-5001
=]
E-1000{ —— batch sizesté
%K bateh size=32
; W e e p—— e batch size=d
g-li(](]: on 1| 17 ¥ batch sizes128
20001 SR
<2500 |
0 200 400 600 800 1000
UES Ao
(b AR A5 o £ 3 i O 2R i 48
0f =
-250|
= 5001
ﬁ 7501 —— discount rate = [1,-0.1,-0.2,-0.3]
= A discount rate = [1.-0.3,-0.4,-0.4]
ﬁ( !Uon; scount rate = [1,-0.5.-0.8,-0.9]
= | HII! i |'|I \"'.I'
—i250{
15001 ww
1750

0 200 400 600 800 1000
U E T
(d) HERFS\ELREFCRMLE

K 16 DHRL W% 2 H0ik B 5t bl 28

6.4 XTEEILIE

k. % DHRL-ACTF B8 Bk 5
PPO.DQN.Q-learning Hl % fil 2 it B% 1 J7 3 OS-
PF.BGP B PEREXS LU, A% 3 32 24 AT I £ ~F- 347 Tk 251
W bw, . WP E delay,; . W45 F-15 F 40 %
loss,; « M4 ZAE drop,, MITEL A SO HIE
B, AR R B R B T B

(330 U5 H X 157 ) 4% S 2413 50417 i L R 4%
- 257 B 4 S AR B 1A DGR R, Herh o, R 18 F R
pickle B8, — 4 pickle B9 5 s & 2R S AT %] ¢
VA JIT AR A5 14 4 JRy X 6% I o

1
loss; =— ulk,o.\’x ’ (33)




2688 it (=3

Bl

2 4R 2025 4F

RSO SEE  Se it — R S O B
/NI HC—RCE BEAE A G455 . 7R AT S5 i
e B P Ak bR B A A B BUE, o B, = 0.7,
B, =0.3.8,=0.3.8,=0.1.8;=0.1, WK 17a) 2
6 5 it P ) - 3 B B R 4%l 58, DHRL-ACTEF
B R A T iy A 1 R By %) S X8 TR A AR R 22
ZIF Lo HA 5 vk 2, b2 [ PPOLDQN, Q-
learning, OSPF, BGP % ¥ 4+ 5l = 1 15.51%.
37.88%.37.79%.38.31%.50.86% ., %45 R %
B, DHRL-ACTF 7£ % 45 th Bl ik % )5 0F 47 3 37 %
HT RE A% D SR AR A Al o A K Y B AR AT R ] %
FL R R R R R R b B’ 17
(b) Hh i 15t 48 A5 g AT T 403 H A Y A5 B
J i 6 B /N R A SE 0 1 B B SR P 4 A
$i. DHRL-ACTF % ik °F 35 i 3 4 56 2 7 3 1k

3004

* DHRL-ACTF
+ DRL-PPONSA
A DRL-DON

® () learning

* OSPF

* BGP

ik R A 7 B (Mbps)

1004

6
W3 45 AR/ %)
Ca) SPHRAA S50 R %4 Hth 26

& 17

2 4

A

#* DHRL-ACTF 13
+ DRL-PPONSA

1 A DRL-DON
® () leaming

=
=

>
=

60

S 35 BE I SE(ms)

40-

CESER-Ere e
(a) PEYEERRI EERT H i £8

PPO, DQN. Q-learning, OSPF, BGP # & &
9.92%.20.47% .20.56%.19.43% .23.14% , X
J&HF DHRL-ACTF 5| A T % F 3 &= # i 5 % 4%
PEFEMLA , B A Transformer B2 44 528 t-step % #§
A FF 1500 8 A 80RO Y DR 3 5 T A
J2 5 A 27 2] v T FE I 4 BE R T I 25 2R 3 S
VRS TE 10 0 28 5 I 78 SR W ) 45 1 5 b R R
JNAC Fh L R ACE 2 T 25 40%) , i A KL
FIE R AR IE R . MILZ T X
1 DQN Fl Q-learning J7 ¥k R ikt = 2 25 B % 8%
RE 145 5 B A JRi i e AL . 1 B OSPF Fil BGP J7 i
X 9 F A % 3+ 75 ¥ DHRL-ACTF, & i1 % JH #
A5 i [ AN TR SR W X Bl A 3 N RE R R, BRI R T
J5 1 DHRL-ACTF 7E 4 #7756 PE 68 I 58 K45 B 4F
MR

1847
g
I()‘ 1630
14 4
z
= 124
=2 19
£ 104
&
2 s
B * DHRL-ACTF
+ DRL-PPONSA
64 A DRL-DQN
® (Q learning
44 % OSPF
* BGP

3 H 8

2 6
T (i BAR /16 %1
(b) PRI RN L th 2

Vi 5 U 545 R AT

0.0104 4" * DHRL-ACTF
+ DRL-PPONSA
A DRL-DON
i ® Q learning
0.0087 *& % OSPF
* BGP
>
= 0.006
3
&
W
2 0.004
S
0.002
D,
0.0004 °

6
P4 AR/ %)
(b) P EAIER L

P18 Y2 e i AT A ARG 2R B

B 18 Ca) H 1 o Y S M 4% B % 1Y 7 35 B 4E
DHRIL-ACTF 8% 8y F ¥ B 2 2 2 B DQN.L Q-

learning, OSPF., BGP 43 HI ik 58.02%. 58.41% .
66.56% .68.02% JH L PPO & 1.73% . MEE



11 39

B % .DHRL-ACTF. — 3 SDWN & AE 4 B i [ A0 15 5 0 15 8 B% i 55 1 2689

A LUE A SCBOTE 1Y 5 B 8% e 7 B A E S A R AR
B REMERE . ] 18 (b rp i o 110 2 ) 4% 5% it 1) o 141 &%
R E M . DHRL-ACTF 5 ¥ F ¥ 1t PPO.DQN,
Q-learning . OSPF,BGP 43 Mk 46. 64 % .63.27% .
65.22%.70.29% ., 72.26% . X & H T & it ik
DHRL-ACTEF #4 8 T 2 Uk Ak 5 W 1) 43 fi HE 42, 7T LA
PERHEERLE B, M 0.1 B THE = 0. 3 SLEL B & P
[ Ak 5 15 L o o0 42 il 4 R 52 T 300 00 445 S 20y 25 00 3kt %
TE 0 FEBE B% . AT LUA RIkE o 40 2 6 A2 L 1 I 4 IR
F SE | e AT S I AT A L DA AT L AR AR B 1
SEFN F AL AR, 3k S I s S g R AR P R AR
WA B BARE AL RIERE

P19 Ca) Ho i B 10 2 I 45 % B OF 29 = A0 8, 55
AL W T I 2% i B DR Ay kA i I ST T T AR
Pt E RSN, DHRL-ACTF & F ¥ 1t PPO,
DQN. Q-learning. OSPF. BGP 1% 70.72%.,
92.26%.91.81%.91.64% .94.67% . k] A,
BGP 7 85 350t J5 , 048 $cdie 4 & 26 3 Jn ™ &, i
DHRL-ACTF W % & (4 e s /b, 18 19 (b) flf it
A R 5 I A B K BE IR 0. DHRL-ACTE #4
i BE B K B CF 3 2 I PPOL DQN 43 il /)
16.52%.13.63%, [t Q-learning, OSPF.BGP & ¥
B 1. 74% .11, 67 %6 .10. 48 % , 3 28 Hif 1 ¢ F
R SE | 25 58 R 4 38 S 98 B 1 2 3 25 R T LA B
10 Y6 1) B A2 1< B8 1 Jn mT DA R 65 Y6 1 A e 1 2% L
72. 3 %0 B4 AR AN B AL PR AR 52 5 M IR B OS-
PF /01 83. 6% . 4 TH 1 W 2% F2 i Pk, ik 5
s TR SEACE A TR AE S R A R TF
i 258 K A B B I LT BIL R A ol P P 34 . e B
TEA B B AR b e — A AR KA HALE B,
ALK 0.1, 1437 e AL B, k0.7, MEHE
* DHRL-ACTF . &

+ DRL-PPONSA
601 A DRL-DQN

Q learning

so4 ¢ OSPF
; z ® BGP
=401
@
é 304
¥
%-E_ 20 1

10 1 S

od @ Tk 020 o3 ]

2 4 8 10

6
R4 4 AR &/ 41
Ca) TS8R FF 6 300 H i 28

P, BOAR BT AR Rk A B K R b L A% B A B B
kg K8 {H DHRL-ACTF 06 HA B A1
T 237 B8 AR S D S AR 5 A 30 55 R 2 PR RE , BT A i
V14 B BB A P B R I A A L R Y LI 4 SR
AL LI W A2 A TR 9 2 13 F 3 5% (Lb an 28 L SR
P de g 55, B WLAIA% i B AH OC 1Y T 5 VAL S 10
Yo, R 2R UL A i AS [R AR Ak B A5t
Jof B A AE (B RIS

9T #E— 8 AF DHRL-ACTF 8.3k 09 A $ohkE
FERE M - AR SGR AT T T FOA AR [ 37 50 F M g
I3RS 00 AR AT P A 08 U o R OAS [R) % B 2 5% 43 )
WHEMT .

(D IEF a5 AR E H i —FhE 255
R & /N7 T2 K 1V o T ol L B T 7B W 5
A4 A7 38 T FH T I 28 o T L X 3l 3 o T L )
25 kS DAL RN I 2% 22 42 43 BT, 3k LR AT S 0 T 4% 3t
B T BSOS 0 IR A =50 BIARA A3 A
P(A=50) A U & 6 FE M e 19 IE 8 U0 i 35
S I AN 25 TR B e 1) 2k

(2) 5 R 5 5% - 58 K U it e 46 78 A~ L e
B H SRR e IR mR A A ) 4% 5 A R S R Y
[E] B N, I 2% 3 d R e T S KO 28 SR 3G s e B )
26 U H A I 1) PN 2R 3G . %k e, R 8 A A
10 % He BN 226 K i A s i bk of 8 N (e = 150,60
=30) Y iR HEATAR L W A B o LIl 8004

(3) B Al I W I8 37 55« I 488 iR B AL 46 T 2
H T AR SO R BIE 5 1 25 1 B S T 41 I B 1 3 St
SR JE T ) — A R R 5 — O
Bk F R FIBIEFE , FRATTHE 1 A R B I SR ICAE T A
Je B FE PR D L FRATT 38 Sk B AL T T 10 06 4 i (RD
V8 W0 B A B R B v ) 1 R — D i O SR A T R

* DHRL-ACTF
+ DRL-PPONSA
LV A DRL-DON

» Q_learning

5504 seg 51

% OSPF
* BGP

L

=4

=]
L

P35 A (m)

3 19 ar
o g s
IR = o \L A"
g A - B 7 L W 54
R Y M

3504

P A ARSI %1
(b) Ry BERE-HC SR il 28

P19 P A i 4 ORI I B 45 2R o0 A



2690 it (=

Bl

Eind 2025 4F

[ NS VN R QA L PR NI N Y ]
exp(8=50) ;

(40 15 Sl ey 3 A7 A B ) 19 377 5 < 2% 0 0]k ]
R B S0/ TN SE R E L B BT My, K
Oy T —EBCR R B R U AT LA E i3 B TR] B
G A BN AT E R 50 06 R BEAT RN 5

(5) e B b o Ui ok v 0 40 o R A O 4% O
3 S PR 2R GE AL BEAE A7, % g AT DU S 3% E T R
P E 5 80 Yo BE AR BT S AL A i (2) g
Sz 3t i 7 ORIt 1 ot e IR 97 28 B G 1 i

VA b g i B A 4 b e S 8O R & T X
AP

x4 AEAEHGESHEESHRLE
Y2 M, M .5 M somain HAMXSH
1E i 40 i IF WA POL = 50) EZ1 A =50
. " ‘ kR (150,30,
GV LGRS B R T L CHE 6 T B o 2, W 5 1 10%
WA 58 i L iR 80 %6
AR 10 %6 4 B 4 6 40 B T 2O 1 (8 4043 A7 TR) B ARSI A P (A = 50) 2 B =50
15 35 5 Pl Z 1, 3R] A 58 B
1 % [ itk JCE N 18 Ky A 18] Bs)D HER YN, P =50) ik i) 4 3R FE 5 & % 0. 5
— % W W B i R [ T R R 1 (A8 B0 A TR By HER VN i) FP— 3o 1] 42 T&R%o0.5
EH s T A BN 28 K VAR KN
SR SRR TR N LR R D Z ik
R o " TR i 80% -+ ¢ % B R Bk o 3 fHY TE A I
30
Sl s i U L
7 W** i
1]
@ -50 ---- IEW R R
= ORI 55 8¢
X e AR B
= 3 T e B M 3
e ;ﬁruvyﬁ 75 SR Bt
_ ! il .'][
L._ 1
=150 HiaE T - . -
’§E 50/ 75 100 125 150
g
e
31
=200 - T T - - -
] 200 400 600 800 1000
=AW

A 20

SRy DR TE RV TRT S 0 245 SR 0 — Bk, AT g —
iy N 8778 =l W B R & S - i 1 S TN R
TR R IE B X A E R T — i E B =
0.7.8, =0.3.8; =0.3.8,=0.1.8, =0. 1", [& 20
NAELL bR R AR R R S g R . N a) L
B TE & AL Y BT R R (B 8 B &
EEE

(W) 5 B B« i A3 A% i 373 5T 118 dc 2 2 Tl (LR
Fe A, B sh AR . X R BIAE I 2] 9] B AU iy 2%
MARE HE B2 Mgk, BEE 2R
RIS, e 2R E W BT IR TR . ERY
200 RZJ5 BT A3 3 55 10 2 (B 3k 21 1 58 s 199 7K
- I HUE g W, ok RABAIAE S0 — 4L
IS  PERETS B T B BT

7[5 A% B 7 5t 0 A R AR P A i)

(2) ) B B« bl I 2R AR B i — 203, B
LAY SE T T, IR 7E K2 400 R B 3K 2 A R
Ao UGB, A S5 00 2 il (i A0 2 5 7 8 1 KO
HigEshih, XERARBEL ST IS O %
BT B R R

(3) R B B« BTG 1 5 1) o 28 2 il (1 0 2 5 1
B B K I Bk s /N, X R AR RAE 463 5
SRS, RS FEAS [ 1 3 it 37 50 T DR R0 3 1y B
SE R R

(D TE K It it ) s Fl e R 8k i 5 h , AR
FERZ) 50 AR 400 A H 3T B B 0 R T F%
A 20— BB 8] 0 98 48 )5 22l SO R B T R
7K . 3 3 B T B8 O 12 76 1 6 9% % ik o A v 97 2K
Tt E I, B AR 2% 37 B — B BE R {H BB 8 1L ik



11 # B % .DHRL-ACTF. — 3 SDWN & AE 4 J i 5 J8OA0 15 5 0 15 0 1% i 55 1 2691

S RE R E RS .

T 46 Y A W] B A VI 2R B8 U B L 7R A A 1R
b 5T AR BRI (E 2 5 B T
HAEL DI 58 N GRIa e A TREIRES . XY
45 R W BT Y By RS 7 3 AR A () R 45 3R 58 T #R
R R YO SSORE L RE 8 0l 1 2 AU AL B P E
AT f I A

7 R

ARSCHE SDWN HEZE |48 H T — Fl 3% 143 2 5
b2 ) B i 1) 8 7 BE % 1Y 7 B DHRL-ACTF,
[T Transformer P AR Y 2 8 2% ) 26 o oK
VB it e A A A A R L A T BB A S R
W 2 2544, SEIE T %) SDWN W 45 114 28 B B 1y pe o 42
Ml 763 & 4 2 1L B SDWN MW 4% 3 855
DHRL-ACTF fifi ] & T 5 W& A6 B2 50587 1) PPO 41 )2
S A2 20 5 vk W A ) 0 45 % TR) R AR A A
RS, R el [P A 0 A8 AR ) Y e R ) R A
It HAE W 28 Z 808 AL B BEARATI 98 7T LU AE £k b 7
BB AT IR T K. g 45 R a1 DHRL-
ACTF S8 AN ] I 260 28T DA K B AL 13 o 19 %
% BB A AN G 2% 1 BE L SF ¥ EE AR R 2B L
HAbE 2w . AT R — ik B AR R
DHRL-ACTF 535 #% iy 55 1% T #) 3 1) 26 722 Pk g
I, SDWN BR 44 1 45 55 F 43 J2 5 Ak 5 >0 Y Bl
il BB DR TIE TR T 1 [ i R0 7 2 % I 45 RS i B B 2
7S AR 3 N TG 4 I 4 A Y 3 T e A, AR OB
TSR T 25 B [ rh s B A AR T k)
B P SR R0 ME R, BIVRE T RS8O0 S e R AR L B
o 7T A5 30 1 5 H AT I B I i e O %
AR FT B R P 2 AU 22 T 4% i 40 3 17 AN [R) I 8%
FINGE AL R A5 DA AR Sl 15 T TR R B SR Ak 2 ) RS
23 ] ) BE A o O AR A0 408 2 R P ke v Bl 1 23 1l DA
D TREE R BERE . R T 4R R O A TR R R
Y F iz AetERe, v LT A s 280 20 )7 X
DA 3k B 130 50 S8 AR L k2 b o BT R i S BCR
FH L T IR 2 ) B8k [ 38 B 2 el it o 2L B1A
H sk S804 05 vk Cn Dk 4k ot 2E ) Bk A iE
IO 2 JRAIL D o I8 AT 6 H W 3R Ak 2 ) Ik LA
Sralfbeg ) R AL eE 2] onRAb S S S ik, Al
DLk Ak 2% > 3 e AN W) 3 o 25040 43 A0 1) 19032 Ak 1
RE. BR T FE 48 A7 FLER A rh i 05 T AR PR Z R
et R AT J5 S — S 50 PRk 95 b TR, 3R AT 2% k0T

FHET K % o 5 50— 2 /N BUASE 119 52 56, I of ik 4 1
& FBHE MT7621 38 #eHlals BV OpenWRT %
M 25 ERAE R 48 F1 OpenFlow HMYLHY OVS 52 #4L, H
PP T 3 kvt SDN SR U0 5 RIS 56 F 1) 3%
I T B AR AN E ) X R SDN SE A . AH Ee H R
B P4 2 H bl ol 24 JLT — 4 i SDN A2 i 4L
b A B 59 07 3L AT LG AR 22 AR

WA o 5 L U B IO 246 5 R FG SIS R T A
IR (A P o AR Sk HEL 3 T o ) 2 e % e, oy
SR B R Ak PR T AT () ML Ak BB B . AR
SCHARE T — 25 B fig e i ) 021 0T I A 1) 8 e ()
R, 3 g H AT Ak 2 2T BT O T Al D Eh TR A
A TR P I AT B S 5 I 45 AR FN G AL s L A
T A9 G B AR DU P O X R RS 2 T L XK
ASUAS, S 9 445 54 e ) A0 35F 3 10 98 6 T {HL 3K 2 R i e
FEORE IS 19 573 — A~ I 5 A 8 T Sk 5 1 BF 5 ) R
WA AT T — 251 JF A AR R A S
FTAE,

B OB ARe AL IELT IHFFENGTF
R AFdpit HAREFHEKRF T BALT B
L5RFAEEEERZE AL ERE 55 84K
FHRELZREZBEAMRIANAEG L E-FFHHE K
FHEAF R I T T WA F AR H 8 IR
Fo ) 5 AT R 0 R,

2 % x #t

[1] Karakus M, Durresi A. Quality of service (QoS) in software
defined networking (SDN) : A survey. Journal of Network and
Computer Applications, 2017, 80: 200-218

[2] Hakiri A, Sellami B, Patil P, et al. Managing wireless fog
networks using software-defined networking//Proceedings of
the 2017 ieee/acs 14th international conference on computer
systems and applications (aiccsa). Hammamet, Tunisia,
2017: 1149-1156

[3] Wang Y, Shang F, Lei J. Energy-efficient and delay-guaran-
teed routing algorithm for software-defined wireless sensor
networks: A cooperative deep reinforcement learning ap-
proach. Journal of Network and Computer Applications,
2023, 217, 1-17

[4] Cicioglu M, Calhan A. MLaR: machine-learning-assisted cen-
tralized link-state routing in software-defined-based wireless
networks. Neural Computing and Applications, 2023, 35(7):
5409-5420

[5] LiY, Zhang Q. Yao H, et al. Stigmergy and hierarchical

learning for routing optimization in multi-domain collaborative



2692 it

2

Bl

Eind 2025 4F

[6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

satellite networks. IEEE Journal on Selected Areas in Commu-
nications, 2024, 42(5). 1188-1203

Zhu S, Sun Z, Lu Y, et al. Centralized QoS routing using net-
work calculus for SDN-based streaming media networks. IEEE
Access, 2019, 7: 146566-146576

Dhamala B K, Dawadi B R, Manzoni P, et al. QoS-oriented a-
daptive routing in distributed SDN using SARSA reinforce-
ment learning//Proceedings of the 2023 7th International Con-
ference on I-SMAC (IoT in Social, Mobile, Analytics and
Cloud) (I-SMAC). Kirtipur, Nepal, 2023: 301-306

Zhao X, Band S S, Elnaffar S, et al. The implementation of

border gateway protocol using software-defined networks: A

systematic literature review. IEEE Access, 2021, 9:
112596-112606
Mazyavkina N, Sviridov S, Ivanov S, et al. Reinforcement

learning for combinatorial optimization: A survey. Computers
&. Operations Research, 2021, 134: 1-24
Botvinick M, Ritter S, Wang J X, et al. Reinforcement
learning, fast and slow. Trends in Cognitive Sciences, 2019,
23(5): 408-422
Ge L, Li Y, Li Y, et al. Smart distribution network situa-
tion awareness for high-quality operation and maintenance: a
brief review. Energies, 2022, 15(3): 1-24
Casas-Velasco D M, Rendon O M C, da Fonseca N L. S. DR-
SIR: A deep reinforcement learning approach for routing in
software-defined networking. IEEE Transactions on Network
and Service Management, 2021, 19(4). 4807-4820
Caria M, Das T, Jukan A, et al. Divide and conquer: Parti-
tioning OSPF networks with SDN//2015 IFIP/IEEE Interna-
tional Symposium on Integrated Network Management
(IMD. 2015: 467-474
Kotronis V, Gamperli A, Dimitropoulos X. Routing centrali-
zation across domains via SDN: A model and emulation
framework for BGP evolution. Computer Networks, 2015,
92 227-239
Moufakir T. Zhani M F, Gherbi A, et al. Collaborative
multi-domain routing in SDN environments. Journal of Net-
work and Systems Management, 2022, 30(1); 1-23
Karakus M. Gate-bc: Genetic algorithm-powered qos-aware
cross-network traffic engineering in blockchain-enabled sdn.
IEEE Access, 2024, 12 36523-36545
Xu A, Sun S, Wang Z, et al. Multi-controller load balancing
mechanism based on improved genetic algorithm// Proceed-
ings of the 2022 International Conference on Computer Com-
munications and Networks (ICCCN). Honolulu, USA,
2022. 1-8
Boyan J, Littman M. Packet routing in dynamically changing
networks: A reinforcement learning approach. Advances in
Neural Information Processing Systems, 1993, 6: 671-678
Casas-Velasco D M, Rendon O M C, da Fonseca N L. S, In-
telligent routing based on reinforcement learning for soft-

ware-defined networking. IEEE Transactions on Network

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

and Service Management, 2020, 18(1). 870-881

Yao Z, Wang Y, Qiu X. DQN-based energy-efficient routing
algorithm in software-defined data centers. International
Journal of Distributed Sensor Networks, 2020, 16(6): 1-12
LuY, Chen Y, Xu X, et al. A sub-flow adaptive multipath
routing algorithm for data centre network. International
Journal of Computational Intelligence Systems, 2023, 16(1):
1-11

Zhou W, Jiang X, Guo B, et al. PQROM: To optimize soft-
ware defined network QoS-aware routing with proximal poli-
cy optimization. Journal of Intelligent & Fuzzy Systems,
2022, 42(4) . 3605-3614

Godfrey D, Jang J, Kim K I. Weight adjustment scheme
based on hop count in Q-routing for software defined net-
works-enabled wireless sensor networks. Journal of Informa-
tion & Communication Convergence Engineering, 2022, 20
(1. 22-30

Pages A, Agraz F, Caro J B, et al. Machine learning-based
multi-domain actuation orchestration in support of end-to-end
service quality-assurance. IEEE Transactions on Network
and Service Management, 2022, 20(3): 2575-2586

Li Z, Zhou X, De Turck F, et al. Feudal multiagent rein-
forcement learning for interdomain collaborative routing opti-
mization. Wireless Communications and Mobile Computing,
2022, 2022(1): 1-11

Ye M, Huang L Q, Wang X L, et al. A new intelligent
cross-domain routing method in SDN based on a proposed
multiagent reinforcement learning algorithm. International
Journal of Intelligent Computing and Cybernetics, 2024, 17
(2): 330-362

Guo L, Zhang J, Chen T, et al. Reinforcement learning-en-
hanced shared-account cross-domain sequential recommenda-
tion. IEEE Transactions on Knowledge and Data Engineer-
ing, 2022, 35(7).: 7397-7411

Moayedi H Z, Masnadi-Shirazi M A. Arima model for net-
work traffic prediction and anomaly detection//Proceedings of
the 2008 international symposium on information technology.
Kuala Lumpur, Malaysia, 2008, 4; 1-6

Kim M. Network traffic prediction based on INGARCH
model. Wireless Networks, 2020, 26(8): 6189-6202
Nikravesh A Y. Ajila S A, Lung C H. et al. Mobile network
traffic prediction using MLLP, MLPWD, and SVM// Proceed-
ings of the 2016 IEEE international congress on big data
(BigData Congress). San Francisco, USA, 2016: 402-409
Huang L., Ye M, Xue X, et al. Intelligent routing method
based on dueling DQN reinforcement learning and network
traffic state prediction in SDN. Wireless Networks, 2024, 30
(5): 4507-4525

Xu F, Lin Y, Huang J, et al. Big data driven mobile traffic
understanding and forecasting: A time series approach. IEEE
Transactions on Services Computing, 2016, 9(5): 796-805
Shi H, Pan C, Yang L, et al. AGG: A novel intelligent net-



11 # B % .DHRL-ACTF. — 3 SDWN & AE 4 B i 85 A0 15 5 0 5 5 B8 45 1 2693

work traffic prediction method based on joint attention and
GCN-GRU. Security and Communication Networks, 2021,
2021(1): 1-11

[34] Tang W. Xiao Y, Kong X. et al. CycleLLH: A novel net-
work traffic prediction model based on periodic integration,
2024, 47(12): 2867-2888(in Chinese)
GHICA H—F. FLEET, %5, CycleLLH. — 3% 7 J& 01 44
e G BT L 0 5 Bk TR AR AL . T BELHLAA AR, 2024, 47(12) .
2867-2888)

[35] Hameed A, Violos J. Leivadeas A, et al. Toward QoS pre-
diction based on temporal transformers for IoT applications.
IEEE Transactions on Network and Service Management,
2022, 19(4): 4010-4027

[36] Malik A, Aziz B, Adda M, et al. Smart routing: Towards
proactive fault handling of software-defined networks. Com-
puter Networks, 2020, 170, 1-14

[37] LiuY, Guo R, Xu C, et al. A Q-learning-based fault-toler-
ant and congestion-aware adaptive routing algorithm for net-
works-on-chip. IEEE Embedded Systems Letters, 2022, 14
(4): 203-206

[38] Valinataj M, Mohammadi S, Plosila J, et al. A reconfigu-
rable and adaptive routing method for fault-tolerant mesh-
based networks-on-chip. AEU-International Journal of Elec-
tronics and Communications, 2011, 65(7): 630-640

[39] KeCK, WuM Y, Hsu W H, et al. Discover the optimal
10T packets routing path of software-defined network via arti-
ficial bee colony algorithm//Proceedings of the 12th EAI In-
ternational Conference, WiCON 2019, TaiChung, China,
2019: 147-162

[40] Yong B, Muging W, Jing S, et al. Optimization strategy of
SDN control deployment based on simulated annealing-genetic
hybrid algorithm//Proceedings of the 2018 IEEE 4th Interna-
tional Conference on Computer and Communications (ICCC).
Chengdu, China, 2018: 2238-2242

[41] Guo Y, Chen J, Huang K, et al. A deep reinforcement
learning approach for deploying SDN switches in ISP net-
works from the perspective of traffic engineering//Proceed-
ings of the 2022 TEEE 23rd International Conference on High
Performance Switching and Routing ( HPSR). Taicang,

YE Miao, Ph. D., professor Ph.
D. supervisor. His primary research in-
terests include edge storage and cloud
storage, software-defined networking,
wireless sensor networks, pattern recog-

nition, machine learning, artificial intel-

ligence methods and applications (inclu-
ding deep reinforcement learning and graph neural net-
works).

LI JIn-Qiang, Ph. D. candidate. His main research in-

terests include software defined networking, reinforcement

China, 2022 195-200

[42] Blial O, Ben Mamoun M, Benaini R. An overview on SDN
architectures with multiple controllers. Journal of Computer
Networks and Communications, 2016, 2016(1): 1-8

[43] LiY, Cai ZP, Xu H. LLMP: exploiting LLDP for latency
measurement in software-defined data center networks. Jour-
nal of Computer Science and Technology, 2018, 33(2): 277-
285

[44] Sun P, Lan J, Li J, et al. A scalable deep reinforcement
learning approach for traffic engineering based on link con-
trol. IEEE Communications Letters, 2020, 25(1): 171-175

[45] Bhavanasi S S. Pappone L. Esposito F. Routing with graph
convolutional networks and multi-agent deep reinforcement
learning// Proceedings of the 2022 IEEE Conference on Net-
work Function Virtualization and Software Defined Networks
(NFV-SDN). Phoenix, USA, 2022, 72-77

[46] LiJ, Ye M, Huang L, et al. An intelligent SDWN routing
algorithm based on network situational awareness and deep
reinforcement  learning. IEEE  Access, 2023, 11:
83322-83342

[47] Fontes R R, Afzal S, Brito S H B, et al. Mininet-WiFi: Em-
ulating software-defined wireless networks//Proceedings of
the 2015 11th International conference on network and service
management (CNSM). Barcelona, Spain, 2015: 384-389

[48] Dumitrache C, Predusca G, Gavriloaia G, et al. Comparative
analysis of routing protocols using GNS3, Wireshark and
IPerf3// Proceedings of the 2022 14th International Confer-
ence on Electronics, Computers and Artificial Intelligence
(ECAD. Ploiesti, Romania, 2022: 1-6

[49] O. Ryu. https://ryu-sdn. org/. (accessed Mar. 14, 2023)

[50] Tayfour O E, Marsono M N. Collaborative detection and
mitigation of distributed denial-of-service attacks on software-
defined network. Mobile Networks and Applications, 2020,
25(4): 1338-1347

[51] Ye M, Zhao C, Wen P, et al. DHRL-FNMR: An intelligent
Multicast routing approach based on deep hierarchical rein-
forcement learning in SDN. IEEE Transactions on Network

and Service Management, 2024, 21(5) . 5733-5755

learning.

HE Qian. Ph. D., professor, Ph. D. supervisor. His
main research interests include distributed computing, soft-
ware defined network.

WANG Xiao-Li. Ph. D. . associate Professor, master
supervisor. His main research interests include artificial in-
telligence, distributed computing.

WANG Yu-Ping., Ph. D. , professor, Ph. D. supervisor.
His major research interests include evolutionary computa-
tion, optimization theory, and optimal design method for

network and engineering. data mining.



2694 it (=3

Bl

i

i 2025 4F

WANG Yong, Ph. D.. professor. Ph. D. supervisor.
His main research interests include cloud computing, soft-
ware defined networking, network traffic classification, In-

formation security.

Background

This paper addresses the issue of intelligent link failure-
aware adaptive inter-domain routing in multi-domain Soft-
ware-Defined Wireless Networks (SDWN), an important
topic in the field of Information and Communication Technol-
ogy (ICT). Existing methods struggle to adapt effectively to
increasing network node scale and network failures, often ex-
hibiting long adaptation times, slow convergence speeds,
poor adaptability of routing strategies, and insufficiently
timely and flexible forwarding. International efforts in this
area have been limited, focusing mainly on traditional routing
protocols and preliminary reinforcement learning approaches.
However, these methods frequently lack sufficient awareness
of network traffic conditions, fail to meet Quality of Service
(QoS) requirements, and encounter challenges in highly dy-
namic network environments,

This paper proposes a novel SDWN inter-domain intelli-
gent link failure-aware adaptive routing method (DHRIL-
ACTF), which is based on Transformer traffic prediction
and hierarchical reinforcement learning, effectively address-
ing the above issues. The method designs an SDWN network
measurement mechanism to flexibly acquire network status
information, utilizing a Transformer-based prediction mecha-
nism to sense future traffic trends. In the root controller
module, a hierarchical reinforcement learning mechanism
based on the Actor-Critic architecture is designed, decompo-
sing the inter-domain routing problem into two sub-prob-
lems: inter-domain node selection and optimal path selec-
tion. Additionally, different action selection strategies are

designed to optimize routing, minimize redundant branches.

WEN Peng, Ph. D. candidate. His main research inter-
ests include software defined networking, reinforcement

learning, and stochastic optimization and application.

and dynamically adjust the agent’s learning trajectory. Final-
ly, a reward function is crafted using network link informa-
tion and a reward-punishment mechanism to guide the agent
in efficiently utilizing network resources, generating high-
performance inter-domain intelligent paths.
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Our team has achieved significant progress in SDWN
routing optimization, covering traditional routing protocols
such as BGP and OSPF, as well as deep reinforcement learn-
ing strategies like PPO, DQN, and Q-learning, aiming to
improve bandwidth utilization, reduce latency, and enhance
resilience to link failures. The proposed DHRL-ACTF algo-
rithm combines Transformer traffic prediction and hierarchi-
cal reinforcement learning, achieving superior performance in
bandwidth, latency, and packet loss rate, significantly en-
hancing network service quality and adaptability. Our find-
ings contribute to the advancement of SDWN and offer new

perspectives for future network research.



