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Abstract Lattice-based cryptographic constructions have become a pivotal research avenue in
post-quantum cryptography owing to their intrinsic resistance to quantum adversaries, their
amenability to parallel computation, and the existence of rigorous security reductions from
average-case hardness assumptions to worst-case lattice problems. However, schemes predicated
on the learning with errors (LWE) problem and its structured variants—namely ring-LWE
(RLWE) and module-LWE (MLWE) —are encumbered by the computational intricacies of
high-dimensional discrete Gaussian sampling and the attendant inflation of publickey sizes
required to embed sufficient entropy. The learning with rounding (LWR) problem ameliorates
these impediments by supplanting stochastic Gaussian noise with a deterministic rounding

operation, thereby yielding markedly enhanced computational throughput and substantially
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reduced publickey and ciphertext dimensions. Notwithstanding these improvements, the
formulation of zero-knowledge proofs (ZKPs) over LWR-based primitives continues to confront
substantive obstacles, including but not limited to prover computational overhead, verifier storage
demands, communication bandwidth constraints, and the delicate calibration of rounding-induced
error accumulation. In this work, we present a non-interactive zero-knowledge (NIZK) proof
system grounded in the LWR problem, architected within a commitment-and-proof paradigm that
meticulously balances efficiency, security, and modular extensibility. Relative to the scheme
introduced by Esgin et al. at CRYPTO 2023, our construction delivers several salient
enhancements. During the commitment phase, we amalgamate linear relations and modular
constraint relations into a unified ensemble of composite equations, thereby streamlining the proof
logic and facilitating seamless extension to more intricate relation sets. Intermediate commitment
values are produced by leveraging an extensible-output function (XOF) in conjunction with
Pedersen commitment techniques, guaranteeing both computational binding and statistical hiding
properties. These intermediate commitments are subsequently organized into a Merkle tree,
which permits logarithmic-size public commitments in the form of the Merkle root, affording a
compact and verifiable commitment footprint. To bolster security against replay attacks and to
attenuate the leakage risks associated with suboptimal generator choices, we optimize the
sampling mechanisms for both the randomness vectors and the Pedersen generator vectors,
ensuring each commitment instance remains cryptographically unique and unpredictable. In the
proof generation phase, we instantiate a succinct zk-SNARK protocol to derive non-interactive
proofs that convincingly demonstrate the committed values satisfy the stipulated composite
equations. By judiciously selecting the parameters that govern constraint rejection sampling, we
effect a significant reduction in prover restart frequency, thereby lowering the overall
proof-generation latency and improving prover-side efficiency. During verification, our design
employs a hierarchy of layered verification conditions that iteratively cull invalid proofs through
successive checks, yielding a verification algorithm which remains practically efficient for
real-world deployment. We conduct a rigorous security analysis of the proposed system,
establishing its zero-knowledge property under standard cryptographic assumptions, proving
simulation extractability to ensure soundness against malicious provers, and verifying succinctness
to confirm that proof sizes remain compact. Furthermore, we address the practicalities of modular
arithmetic by delineating rounding-computation schemes tailored to various moduli structures and
rounding moduli. Central to this discussion is a novel hybrid modulus scheme that preserves the
asymptotic efficiency of number-theoretic transform (NTT )-accelerated polynomial multiplication
while further optimizing modular reduction and rounding computations via a combination of
modulus—conversion techniques and bitwise operations. We supplement this proposal with a
comparative evaluation of the hybrid modulus scheme against alternative rounding approaches,
analyzing the time complexity of core polynomial operations and storage overhead.

Keywords zero-knowledge proof; learning with rounding; commit-and-prove framework;
Pedersen commitment; Merkle tree; extendable output function
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2(A,B)=(K, —Iy.,);

{1 Fiy BEATHERK . 1155 F = Aj + By;

HE PR ¢ = H(pp, mp, ulp, t, F);
OEWIEHEER f=y T cre,z=j+ cow;
(3R fAE .

R Rej(f, ce, ., m)J”JJEF'n ;

W Rej(z, ow, ¢, p ) WIE S 5
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XRERAIE & R B0 TE oy 75 A A L RTE (¢, 2, f )
) IERPE , B R AT W R 2 ROC R T 5
4 Merkle B4, i 6 1 328 J23 A6 A AR S5 R4 HT R 1Y) 8 AR
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5oy i Oy 202500 = 2114 RIVAT LR AL 206 7 (1) 45 #127
AU RN 187 (i i T A S S H0E E
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()0 er.b — i) = Omodq, Hh i= (i, -+, ).

(DFEMT R, Lf=y +coe’ (). (DEMHT
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HEATENEE MNP TS % & P R s
[ AT AT A b= imod . B (% T FER g F
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L(mp, ulp) BT
IEE

EII. TRERAAFTMIRE.
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TN H 3L . =<
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Background

With the rapid development of post-quantum cryptography,
lattice-based cryptosystems have become a major focus in the field
of cryptography due to their exceptional security and resistance to
quantum attacks. Constructing efficient and secure cryptographic
protocols based on lattice-hard problems, particularly zero-
knowledge proof schemes, plays a crucial role in applications such
as privacy protection in blockchain.

Although zero-knowledge proof schemes based on the
Learning With Errors (LWE) problem have made some
progress, they still face numerous challenges, including low
computational efficiency, large sizes of commitment and proof
values, and reliance on Gaussian noise sampling. In lattice-
based cryptographic problems, the presence of noise is essential,
while the Learning With Rounding (LWR) problem generates
errors by rounding the computation results, thus avoiding
explicit sampling of random errors and further improving
computational efficiency. This characteristic makes LWR a
promising alternative to LWE.

Inspired by this, we propose using LWR as the underlying
problem to construct a zero-knowledge proof scheme. Currently,
research on zero-knowledge proofs based on LWR is limited,
with recent studies focusing on using rounding problems to
construct pseudorandom number generators. However, existing
schemes still face challenges such as large commitment and proof
sizes, which not only increase storage overhead but may also
reduce the feasibility of practical deployment. Furthermore,

performance is suboptimal when performing large-scale high-
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dimensional matrix-vector multiplications.

To address these issues, we propose an improved zero-
knowledge proof scheme based on the LWR problem, utilizing
the Commit-and-Prove framework. To enhance computational
efficiency, we integrate multiple constraint relations into a
composite equation and leverage the rounding mechanism to
convert the constraints on the secret vector into controls and
constraints on the error vector. Additionally, we introduce hash
tree techniques, using the root of the hash tree as a public
commitment value and combining zk-SNARKs to non-
interactively generate proofs. As a result, the publicly revealed
commitment and proof values are sufficiently compact, thus
reducing storage and transmission overhead. At the same time,
we control the noise introduced by the rounding operation to
minimize its impact on computational accuracy.

Furthermore, to improve computational performance, we
analyze the effect of modulus and rounding modulus selection on
computational efficiency and propose a hybrid modulus scheme,
ensuring that all three basic operations in the rounding
computation achieve optimal performance. Additionally, we
explore efficient polynomial multiplication acceleration algorithms
to address computational bottlenecks in high-dimensional matrix-
vector multiplications.

In summary, the proposed scheme demonstrates superior
performance in terms of computational cost, communication cost,
and storage requirements, reducing the resource consumption in

practical deployment and enhancing its applicability.



