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Abstract In recent years, neural network inference services such as ChatGPT and DeepSeek
have provided small and medium-sized enterprises and individuals with access to advanced Al
capabilities without requiring massive datasets or extensive computational power. These services

have made it possible to harness the representation power of neural networks across a wide range
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of applications, from natural language processing to image recognition, enabling users to achieve
sophisticated results with minimal technical expertise. However, the widespread adoption of these
services has raised significant privacy concerns, particularly in scenarios where sensitive user data
is involved. Two critical issues arise in neural network inference services that must be addressed:
(1) ensuring that users’ data and inference results are protected from potential leaks during the
inference process, and (2) providing a mechanism for verifying the authenticity of models and
correctness of inference results while preserving the privacy of the model itself. To address these
challenges, cryptographic techniques such as Homomorphic Encryption (HE) and Secure Multi-
party Computation (MPC) have been explored to safeguard user data and inference results,
enabling computations on encrypted or shared data without exposing sensitive information.
However, despite these advances, neither HE nor MPC alone can address the dual requirements
of privacy preservation and verifiability in neural network inference. Zero-Knowledge Proofs
(ZKPs) have been introduced to ensure the verifiability of models and inference results without
revealing sensitive model details, but integrating these cryptographic tools into a single, cohesive
framework that addresses both privacy and verifiability remains an open challenge. In this paper,
we propose VHENN (Verifiable Homomorphic Encrypted Neural Network Inference Scheme), a
novel scheme that combines homomorphic encryption and zero-knowledge proofs to provide a
solution for both privacy and verifiability in neural network inference. Our approach is built on
Rinocchio, a Zero-Knowledge Succinct Non-Interactive Argument of Knowledge (zk-SNARK)
protocol, which is tailored for ring circuits. Rinocchio is particularly well-suited for verifiable with
homomorphic encryption schemes due to its compatibility with schemes based on ring
polynomials. By leveraging Rinocchio, we achieve verifiability of homomorphically encrypted
computations, allowing us to confirm the verifiability of encrypted computations without revealing
the underlying computed data. The core innovation of VHENN lies in its ability to integrate
verifiable homomorphic encryption with neural network inference. This integration ensures that
user data, models and inference results are fully protected during the inference process, while also
providing verifiable guarantees of model authenticity and result correctness. Furthermore, the
scheme addresses the efficiency challenges associated with combining homomorphic encryption
and zero-knowledge proofs. Specifically, our approach takes advantage of the Single Instruction,
Multiple Data (SIMD) feature of homomorphic encryption, which allows multiple operations to be
performed simultaneously on encrypted data. This significantly reduces the number of constraints
in the construction of zero-knowledge proofs, cutting them by 1 to 3 orders of magnitude
compared to non-SIMD solutions. Experimental results demonstrate the effectiveness of VHENN
in reducing computational overhead. Compared to other privacy-preserving inference schemes,
VHENN achieves substantial improvements in the computation time required for trusted setup,

proof generation, and verification—by more than 4 orders of magnitude.
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FERENLE AT, BGV 1 2 1 S22 4k (R
I AT X 43 IND-CPA) | B % 4% 2 1
X PToPT,, N4 J5 % 3 CT,~CT, B 53 A ST ] &
T st [R] () Mo F R AR AT XA 19 . B3R RLWE i
T R 5% S B i) 2 B s RN 7 e JC YA 38 4o %5 S3C
MGETHE Rz
3.3 RS SIMD #1E

BGV [R) 20 % 77 58 3453 T SIMD | i 24t



1464 it =X

Pl

It [A) AR 3 K 22 W SO B I o 2 B — A~ %
SCH A AN B SO0F I %% S H A — S DA T S R AR
PSR 25 S 2 A0 2 (8] AT bR A T R SR A
H T2 R 28 1 T HR P A & R RS 5 T AT R
VERT DL KRR 550 i /) o AT AR TE B &R 5
ML B BRI . M I AR R
S MR R ERAE W] DL R S ) BB AR BT
SIMD #2414 38 2 502 ) i AR AR P ] 1
Jii s Hod O %R ety M et [0 5 2 AN, oy =
Rot, 1 (cty)s ct;=Rot; 5(cts )s cts=Rot; s (cts )s Roty (¢t )
PR B S et W BRFEARRAE L 3R 1 Z2 e R o
] 45 e o i MR A

ct, ct, ct, ct, ct, cty
a, b, ab, ab, a,b, a,b,
a
L b, ab, a,b, a,b, ab,
O] -
A bz azbz Hiibii dobu a4 bl
a ;
3 b:; aaba dobo 4 bl azbz
c t:ct;rctﬁctfrct,
5 6
anU a'I bl az b2 alibli
ab, a,b, a,b, ab,
+ + +
5,2 b2 alibli a()b() al bl
ab, ab, ab, a,b,

Fl1 BT SIMD $E A9 PR 2 300 2 i) i o5 AR A 7

3.4 TXRIER
TE A% 45 1 2k-SNARKs Pp i o, 38 % >R F —
B R FE ¥ (Quadratic Arithmetic Programs, QAP) %%
7N HE T AT BRI B L B T A 2 TR T S R
T[] 2 A oAy 22 30 X %) (I 6 e ] R, DAL T 3 ot £
oz BRI A IE B T . Ganesh 58 N i Ik
H R I FE ¥ (Quadratic Ring Program, QRP) , H:
5 QAP B A ZUMRHIE AN [A] A2 1] DL 2 L
PR A L B A B R ) . — > i T PR A 4 3
R PR QRPEHR QEFF =AML . U={u(X):
/eé[O,m]},V:{vk(X):/eé[O,m]}7W:{wk(X):
ke[ 0,m 1} PLe—AHERZ T (X ), X2 10150
YR TAZMAR(X ). W CR—DEA AR
' AR TR R AT A R B A A AR
QAL CHIQRP KA !

FETE— A R f A/ A 1 a,
oy Ay 15 Ay 25 ** > Ay ER” o {ﬁﬁ%’:f?{xga +1s
JER™ R (X ) B p( X)), Hir,

yt2s s Uyp—

24 2025 4F
PX)=U(X)V(X)—W(X) (4)

U( X)Jriawm(X)) (5)

V( 'U() +2a;. 'U/ (6)
W(X)= X)+Zak-w&(x) D
XEXQE’th/J\j\jm,Eﬁ%IﬁTt ) B B Ry
m. FRZHMAUX) V(X)) W(X)ER[X ]

S 7 H9 2% Eﬂ&t{ﬁ?ﬂﬁk%%CE’JQRm@%
T FE HLEE CHY QRP . B B FE— M RRR AR
AL B ICR PP Z 8] 22 (AR Ty . O B
MRVE ) g€ CBFILR r, € A JFE L AR Z T
(X)=][(X=r) (8)

gel

M 5 v [ 3 4% %2 FE (Chinese Remainder Theorem,
CRT), Z I w, (X ) v, (X)) w, (X)) 7] L3 1 X%
rgEAiﬁﬁﬁgiﬁiﬁfﬂiﬂE%?ﬂo XFEXMNT,=x—r,
BT, Loy o g s BE T AR —DHFIREE L I, -,
Ligt, X>>Jé‘9}¢ HEM. T p(X)=p(r,)mod(X—
7o )s AR
$:RIX]/t(X)=R[X]/I, X
RIX /L X - X RIX /Ly (9)
P(X)=(p(r), p(rs), -, p(Fagixy)) (10D
R FEAF T, 2 ALY pr, *OHT AT LA
WA (X ) B BR p(X)a il ¢ (X)) BR p( X )15 B 1 7 22
A ACX ), 2 p(X ) =1 (X)/L(X)o
3.5 IN_LEzk-SNARKs Hrill
Groth16 & — Ff 3 T 4 51 il £k ¥ 44 15 1Y zk-
SNARKs S, FAETE B A /INFIGS E B (1] 77 1 2
R BPE e, BE NS AR U Ak FH T i 225 19X 286 #E 2 9%
EZ R P . ASCRA T Rinocchio™ Hfs 1 i
A Groth16 R US54 I zk-SNARKSs WM (5
ZiFk N R-Grothl16) . 1 e QRP 255 i 75—
T AR THE R Z I i i RO S X R RS TE 5L T3
TR AN RS . K gt RN Ak
(Gen, Encode ), BRI .
(1) Gen(1*)—>( phk, sk ). %5 ¥k Jy 25 40 A= iU
L U ESHA A, ﬁ‘?bﬂﬂ?/\%ﬂpkﬂﬂ\% sko
(2)Encode(a, sk)—>E(a): 1258 1%~ — FhHiE %

GG B — A FRICR a € RIS B b 25 4] S
HEREEH{E(@)):a€R VNG L] S By — 4
251

1E R-Groth16 By #4 i 1, (Gen, Encode ) & AL
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28 4w % (Linear-only encodings) » H:28 M #8475 J
Tt e QR4 — SOPE L A4S v R b o 1k Y — Bk .
HEMW X FaeRx,yeR, H E(x)+E(y)=
E(x+y).eE(x)=E(ax ), ot R* ¥ R 1) ¥4
B ZIAALRE R R R T A AR A T T R A
WHER A € R FRm— MRk gE .

i — PR Ry C BHA m MM n A3
BT HEE CHQRPRARRH Q =({w,(X), v (X),
wi(X) Yimo, 0(X))e ML=1,2, -, [ 5 HEK Y ]
B AR X1 75 B (Statement) &/ FF A, /R 77 B 8¢
TERT B A TFAE L LR v i v R s A W A 2 i B i
Lo=1~ 1,142, m 5 B A9 DLUEAE AE X W
WE(Witness) & 5 7 WA G AL 2 15 B IE W] 3 g 42
BT AE B A BUIE W 245 B0 50k IR %
R-Groth16 B9 7 EHE T

(DSetup (1%, Q)—(CRS, vk ). ZE- ¥ AT {54
ST DRSS AR R Q M it
IS 45 1 (Common Reference String, CRS) Al
SR vk. SR AT E S = AT Gen(11) 5B
s AR FA B X (phsk). B TS BE P 2E B
a,B8,7,0 < R ,e< A" 1T CRS:
phAE(E) -0, E(a),E(R),

{E(}’ 1<18uk(5>+ ‘wk(€>+ w"’(e)>}/zel,

- {15(5*1(,6’1”(5)7L avi(e)+ w&(”)},

’
keI,
n—1

[E(67(¢1(e))))

(1D

vk=(sk, CRS,¢,7y,7) (12)

1E FiR Z80h . CRS T A4 BUUE B, B & 2% 25 3iE
izl E‘:F‘,{E(y 1(,6’u4,(€)+avk(e)erk(e))}ﬁel

TEE B A B P AE 5 5 WA X 8 S 5L
(E(0 1 (pude) +avile) +wie))) | TEHEMIA M
HAE T 5 WLEA XS RN S50 ok T RIE . 8k
K HIETT

(2)Prove(Q, CRS, x, w )~ m: %541 IR J5 4
7+ BLQRP %7 (Q = {ul X), vl X), wi( X)),
Z(X)),Qit%%%?ﬁ‘% CRS.FH W x=(a, as, -,
a/)’ ﬁiﬁw:(“wl»awz, ---,am)ﬂ?ﬁ/‘ﬁ/\,%‘ﬁfﬁﬂﬂﬁ
Fe R QXN A IE I e R ao= 1, u.(e)=
z::/ﬂa"’u"’((i)’ vu‘(€>:z;jl:/+1a"w(€)’ w“'(8>:

SV aaole). WEMTTHE
A=E(A)=E(a+>) au(e)) (13)
B=E(B)=E(p+>" awle)) b

C=E(C.)=

E(ﬂuu(e)—i— avu,(e)+5wu,(e)+ h(e)t(e) )

(15
G BIEH r=( A, B, C) KL LKAy .
(3) Verify(Q, vk, x, m)—>{0, 1 }: %53 H I IE
T AT LA QRP SEF Q. Bk 81 vk, A B o IEW]
A s Q0 AR B IR AT 1. A S R AN B
JLUBI CINO Y = et T Sy A - X

f= (ﬂu_‘.(s)Jrav;(s)erx(e)) (16)
F=E(f) a7

Horp, UA(5>:ZZZOWW(€)9 ‘U.\'(€>:Ei:0akvk(s)’
w(e)=>1_ awie)s BEJF . BT 51 % X A
JRT:
AB=E()E(R)+yF+oC  (18)

A BT IR [ 1, 58 B 7 3 9] 0.

R-Groth16 Bpsli /& AT 2241k

E X 1. 58 % (Completeness). 54 A B A1 UL
WE A BT 4 AT LA B— NI o AR Sk ik
BT, B0 IE 2 0 1 O A6 negd (A) 2T L Z W% AN Tt
1y, Hrp R RS

TE X 2. AR A HPE (Knowledge Soundness).
XA R A R B A WUER & T fE7E—1>
THARE 1A BRI P2 LR e, & 0T LASE 21 [ BT 19
RE o BY BT AW — AR UE IR, JEHUES €
AT DA TG S — A A WL IE {45 —ZH 06 2 QRP
FKZ QA x A ULAE w. B (&, w )€ Q. FUEM
Ui IR S0 A RE R AT LA Z B AN

E X 3. FEHRME, (Zero-Knowledge). 1 7E
— B S A UTEAS RS WAE 1 50 S AR S
FLSCUE B IO X P REE R o B F— 68 1A
PR BT, & AT DAL Z B AT RE R negl (2) X 43 FL
SR LR R o

4 FFREEAR

4.1 ZREGHEER
A K ] Commit-and-Prove iEH] &2 48, 1 5t
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Pl

L
&

Eitd 2025 4F

TIE B 7 3 2ok A o PR SOGT iR 18 B 25 i AT R
TEM MK HEIL) 50 % B " Rr iR M 2 N 2% 2
o BEIS UEWI 2 ROR R 1 S A S AT R
ETHEAR RN . WL UE P HE RS SR i PRI
(A 28 0 2% 28 2o T I A R B T A o AR SCA B2 I
25 o0 % i BURIE B 2R 8 0 AL 3 I 7 TR AT A A 3
B =SS B LA T A B =07 BRI
Bl rAa# . W EA SRR RR T

(D AMEH =J7 . alE3 =T fEwin e b Bk
B AR IR B PR3 2 3 2 2% 4F H# (Common
Reference String, CRS) MUK WML &5 1916 =%
FAF B (Structured Reference String, SRS) . ] F
A28 CRS F1 SRS 18 Bl AR L FF AR Rl ad
SRR

(2) BRI FIA 35 A I 35 1 e LR A s
RIS HBGHIAT AR | IF 9 57 A O 28 I 28 4 BT
ARETTRAXT N QRP &R o FEHCEEA BT A # &
PRI BAE T » P T A R ERAE B AR e

(3) A i A 3 - B A A0 1 41 R ) [
BN I RHATINGG I AR ARG . TE4%
WSCE) I 2 ) G 2R R X 1 IR B S %o HE R 4
RAEATIRAIE I AT
4.2 FEpMZERE

TEAG 58 T [A) A5 i i 28 ) 28 22 A e 3
T H AL B P T  HE BHA AI 55 Bk Bh T AR A
(W FRP IS F TRRD X M IRk 55 A AR
S EAZ T B RAAE L B 2 i B2 i
BT I HE 3 AR L R MERR TR A R . AR
T 7552 B b I o A REAE LR AR 55 s Ry o i 852 310
BT I  » DA A SR B8 S 1) TE i M sty o
LA . PR 7 T (R S 1w 2 0 2% Jn
B v [R]AE  TE I 3 4 3 45 SRS AT 6 ik Y )
ST HE B AT A E A L AT DAGE AR R 55 g 2 32
FE TR (WP R TR 0Ttk T 21k
DEPSEIRAY

(1) TEHf M - 70 T [R) A5 0 25 1) ol 228 [0 248 4 2
o, IR 554 AT e 2R R IE B Y HE LS SR . RS,
TR A HE WA T — 7 T R SS A
AT IE B M T HE R R a7 PR Y T AN — 31
AR DT 7 BOCRE 1R W HERRZS 2R o5 — O I, i 55
i B TR 5 i 1 T A e A i LD 7 A TR
BRI S, RO IEW R . X PRS2 AT LU o
i RET TR H B 5 M 150 5 8 2 SRR A T L

(2) HLEEVE W e 55 i 7T BE 23 A B0t [A) 2

T 1) 8 BRI 2 B0 R FH P R L A
B T B T RIS N2 B A 26 X 45 48 S4By
LS B S BT AL B RV . AR T
o 38 A T R I SRR % S, IR P R R A
S i 28 L A S ) S (A8 3 1ok 37 R T iz
TP s 2 b i — 25 22 B WA R 43l 4B - A
BH 5 DT 18P P 00 1 B R T %

AR BV ERAR A H A E TR BEA
A 23X PR 422 i FH P 4 RS A4 P SR A B RA
B AT BERA TR R A BN, DT A5 2 A8 158 1 A R 235
o T3 —T5 AT R R B T A e S BT
TR A AT T B P DA A 22 X 4 A TRl B %) 5040
T RRAME B (H 2 G RE 2 1P AN £ 5 5
SE TS O -

ENYTESE S 73 W N T e oy d o

(1) 7 T 4 B0 B B, 4 2R 4500 A0 4t 2 285 51 1Y)
LB M T BGV RN 7 0% 4tk e 4
PEEARR AL 3. 2715,

(2) 78 T4 $fE BEAIE BH B B A AL (R AL %5 1 5 50
TE Y 22 A PR T T 35 T B 2 0 IE I B Y 28 42
M ARG S A ME AT A R A R U B R
L3579,

4.3 FARRE

SR T S BRAT G AE A e 8 O 2% T A R, AR O R
BT H s B 2k-SNARK 75 % 14 1 1] 531E
B BGV RN % . M5, 2Tl RiE BGV, 5%
A VHENN 5 3831, W 2 fif 2% . VHENN 3
BLALHE ARG LR Ak 0 T 0 4 B IE
BRSO TE S 2 . RS IRAUERNT .

(1) RSB TR - A5 T AT 5 X T A 110 A5 2 3F
T3 I8 A R AR AT o 1P BRI UEAE I 22
AR IR 55 b BER IT A B IR 2R F T R — A

(2) IR AL  AERT LR AL B B« 7 S AG) o 2% 4 2
f9 QRP AR B K et 228 00 265 17 1) 4% % v 0 B A 2k
Tl A 40 Ay RS4RI R oA 3 - F B, A BT
N7 QRP . B8 Je B A5 7 S B0 i 1) 15 2o AR A A
QRP. fiJi B i 27 i B Y QRP E AT 7 42 , e &
A WA LB QRP. Fifi I 07T R-Groth16 il
HBGV [H) 45 0% 1 15 8By B, A il b 22 10 2 50
I R-Groth16 ) CRS 1 BGV A& %, H
R-Grothl6 X E N AF IR E . LM AES =0
PAT.BGV By BN TCTHHIME & 55 =07 .

(3) T # 24 « B50H0 i A 3 4 41 3B 8 n %%
KL AERIETAT ¥ o AR T AT 3 5 RO N a8 S48 )
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AR =TT

QRP

m A BRI 2 FFCRS T B I 55 £ J

(BB | s

\.

4 n
B oG

Hidls T s
e Hed

2
—> IR R

\.&. YIE A )

Kl

~

Riem W R ik AP
\% h—>4

YU 5 45 S5 QRP HEW] j

B &

K2 VHENN 7L ife

22 o 5 A P A A5 B0 A 9 LA 2RO AR
BT A& . SRR T 80 A R S
SRR QIR o

(4) Jonv s i B B0 Tk ] A= i« 56 T o 28 0 268 0
HEH A QRP 58 2 o 58 BN 85 42 2 )k W A B R
EM AR 45 s T A 2

(5) HERLEE IR 1 o ik 55 gk 2 - YO 2 o o B A6
SRAEWTJE o FH P H AT B0 L i o . An SR g ik
R T R R R iy A 5 A 11 24 BT L
WE AR R R O T AN IERR AR 2 AL

5 TFAIWIEBGY

K H] zk-SNARK PR & AT 450 1E BGV % 5T
TR LT BGV 19 %5 SO L A o A1 ’J
AN E Ty 5= W N TR T RN 3 T G2 S o
A 1145 QAP.R1CS (Rank-1 Constraint System) %
HL % A AR B R s T =2 38 36 A BRI R
AR . FEIET BGV N8 b, WA SCAL 4%
— MW TTE, B SCRFE WA Z TR i
BT A B ER 1 SR H B P A Y A 2 I =k
PR LT X e vk 8 i BGV Y S0 & 3c 5
SCHE VA R SR A s AL . T QAP S H
T BRI F 5 11 A T 2CME DL B T 3R ERR
&, A 3% 117 5% 3 Rinocchio H1 48 H 9 QRP 1E R
BGV % SCHHA L B AR ER R T 3X, AR 3 AT 30k
K BGV %,

58, X BGV 1 [A] S 184F 19 QRP #4185 1k W]
A RGE R PEATIEA . iIEBGV RIS PTER,,
BN CTER,, BGV (1 [A] 5 A 22240 15 %5 3C
s Add (CT,, CT,)— CTy. B30 5 W 30T Mulpr

(PT,CT )= CT, f1% 33k Mul o+ (CT,, CT,)—>
CTyo T3 SCHNVE RS 305 W] S0 . A 2y
S0 N B 2H 43 A T A 22 1 Ok A 22
A RIATSE . BARRY  FE% Somik % CT, =
(105 L )ER AN CTy=( oy €01 VERL T 9= 1o+
Cons €1 =11 1 Cors CTy =039, 1 )s F 24 F I B
FEEZ RN d— 120Nk E 8 R 4 0 R 5
ARMBPTT o 7R SC S SCIRIE X CT=(co, ) E
R:LPT=pER,ITH co=pecosc=pec,» CT)=
(105 €11 ) AFFHAT IR A Z T A3k .
M) A5 %% SCoRIE AL T LR TR E N 5 2%
PRI S B AT B E M BGV 322 TARESE v T4 S0 ik
EAER QRP HiE .
bn 3. 2795 Frak , g7 8 SOk Y iR AR AR 2
PG .
(D) CT, = CT\Q CT,, ik FHERANE P 2 115
Ferk S
(2) #AHZ e S CT,=(dy, dry dy) I
o PEATAL 5 i -
d =" (19)
(3) Fa 4 i ([ logrq, ) A5 BURAE (45 3 2 13
ATtk LA
(4) B i 5 5 3 2 IR k454 .
T T 3 A A7 22 1 TR Tk RN 43 Y QRP
W LR BGV i [RIZS#RAE R QRP # 3 .
5.1 IR FEZE QRPHIE
L, 2300 X3 i mT LA A7 B H 22 3 4% T
AHIFEAT 2], SR M7 XT PSR ECH n 1) 22701 X 12 4H ofe
B 2 4= B0 O (n? ), 7R AL PR B R B i), (L 8 2
AL A SRR R B 5t . 0L (Number
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Theoretic Transform, NTT)#4t T —Ff Pl o1 5 Vi, u(r)=1,u.(r;)=0 (24)
22 1 5K 3fe vk 1 kL AT LUK B ) AR 2 R RIS R Vi#0,i7j, v, (r;)=1,v,(r;)=—1,0,(r;,)=0(25)
O(nlogn). it NTT %3 25 LA ik i 4704k . Vi, w,(r;)=0 (26)
Al ks 25 X e ik o — R0k T ek ] . #

B AR 3. 5 AR AT QRP 1 J5 vk SE B (o (O S e (X))
XA TR 1 QRP Hii . BJR 5 T4 128 s
FU AL B F A 13 A LB R o, R oty O+ R dun(X0)— @D
B e 289K 31 1, (1 L 25 Gl 2R ¢, i (o (X ) D3 e (X))
AN . XMFiel{l,2).kel: AT 2 ( X)) BERR W EHE r s AR R — 2 R 0, PRIk
U ={u(X) AR @D AL & =>""" T 3
Q=| YV —lor(x) (200 2D-QO)ATLUREGA r R LT (X ) Hg— 4
rf)(';){w“X) RS o, (1 — o) = 03 AR dar o, -,

FARLE QRP. B4, Q= Q.0 Q) RN NHLEE C=
Co G QRP, Horp , U={w,(X): k€,UL}, V=
{v(X): k€L UL), W={w,(X):k€,UL}, XF
Hir 2, 5k HERERE (X)=1"(X)
(P(X ), BlJR T A L R R 5 A€ L\ I E
Q X N £ I Xk WX )= (X)=
w (X )=0, LR T REL\L BEE Q. g%t
W2 AN (X )=0vP( X )=w?(X)=0. XF
kel UL, R HAR 2 W08 A L B4R , 55t nT LA
JE R FIEL A R
w,( X )= (X )mod £ (x)
v (X )=0 (X )mod £ (x)
w( X)=w"(X )mod /' (x)
I ARk, RIT i a1 QRP Y
1 B 22 00 e X 7 ) L LS B QRP
5.2 5% QRPHIE
FEAL A ff B B BRI BRI L CT=
(do,dy, dy)s XTI d, € R, 181 50 T AL 531
AR doy AL RIR dovor oy oo dy [y 100 TH7R

A= g T AR ARE R 0,1, -
[ogrq.|— 1. ALARIC [ logrq, |- ¥

2D

(X)=(X—r) [ (x=r) @
Horbr, v, ooy g1 EASA NRFIRER
X F0<i<[logrq/|— 1,#:
uo(r)=0,u:(r)=T" up, 1(r)=0
v (r)=1,v,(r)=0,v,,(r)=0
wo(r)=0,w,(r)=0,wy, (r)=1 (23)

X 0<j<[logrg,|— 1. %

dz, [logrq,]—1 IE dz E’J'fﬁﬁi}’ﬁﬁ% °
6 VHENN A ZXi&it

A FEET I IHEBGV it VHENN 74,
TR 2 D 2 T P AR A B QRP SE &R Bl
BT BGV LI 2 M 28 s #E 3, 22 T R-Groth16
FIFTEGIE BGV SEBLUE B 0 A 1l s foe i R HE RS SR
IS UE S5 3%

6.1 MHEMESHKIES QRPHIE

BT I 8 e 0 A A R A TR, IR
AT I ARG SE TR KR s B A
FINER L0 R Ge v, T ARIEAE 5 252 1) 4 B AL i
SR AR B R 2Ry Fe ) TR I AR R . fE LT
IR 22 101 21 o 22 4 B e, o 2 N 4% 1) T Rl AE 4G T
ST o SRR G B R e RS E Can Rl 2
I RSSO LI . B RIS TR E AT
AR LI A BEL N . I, B e/ 24
IRR) £ T 1) % 486 v ) B A Ik e 4 ol Z2 3 =N vk , 3fe
A th 3 2T e 1 A o3 A R R AL L T
LG C.o A2 BRI Y QRP . B+ 45 33K 26 1 Ha 4 Y
QRP # HR 5. 15 Fr ik 9 7 V5 A7 B2 B A iU
ASHLE I QRP.

TE A28 W 2 0 2% 4 B AR 55 L B RL BT A 5 K
it T AT o B AL B R 55 o in 4 BT O A R T A
BT o B A B0 00 288 T RO AR (1% 7 A (L A B B
HR AN A S B B R (R RHIEE 2 AT
(9 o DRI B 46 7 SR 75 B (Statement) o 433040095
FERURCEE A B i v A SR B X8R T
FOE PR ) B 4 1 o DLIE (Witness) o e 2%,
AT LAFE]— QRP X R TR N
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Q=(R,, L, {us X), v X), i X) | ,1(X)) (28)
KRR TR
D {uk(X),w(X),w&(X)}::O%Tﬁi‘l n—1M

QRP Z I Ho n M8 . QRP 2100 54
23 I A5 A TR 4 o s 4 B R A R S R T

T PR OCEE
2) t( X)) Hbr 2T,
(3) x=(ay, as, =+, a,) M7= W ALFEH A BN

i [ d ], BB W R R AE cm W L BN % (0 4 24
gk y]. Ha L IERmESE. 4], [v]ER,
i€l 0, L PAE SN ZG, Kt cm WER, R,
s fA]

4) w:(a/ Fls Qb2 000y a,,[)ﬂﬂELﬁE s @Tﬁ*ﬁiﬂ
W IS 50, QAR A B DL A e B e A
(AT 25 F o ) 5 SR BDREJ2 4 i . Hod, W
S HET R, &P IRISRIE T R,

G X F (r,w)eQ. p(X)=>" awu(X):
S awd( X) =D awwd X)s o ao =1, p(X)
Be( X )RR

Wt AR R, A] LLAS B — N R AE N B AN
WIER QRP X &R Q. HERIFTAELIET XA Q
A= GUERR , DA AR B T & b — AP 4
R W, A A L [ ) o ke e i o
(RN 2 Bt [ o [ AERER WL BEA T A ) 1

R QRP Az i B A5 b 48 I 4 4 B % 1
SA P L B PP A TRk IR A e M . (B S
o 187 FE R Ao 2 IO 44 38R A0 5 T PR AR A A e vk
Srag W/ NG X R U 6 A 2 I R =TI R ]
W, Hop 22 5 B RE i 2 O ik
JE AT DL E B o AR TS T T RUIR T TR
P& S5 AR ROV QRP. R T 2B R M iE
()AL BRI THE A

B FURP 22 I 45 B0 Th (R R LR i B R B A A T
PSRBT, FE R AP A FE 2GR S8
B AR PR =R LR Bk R b Py 20
50 A RS SR FH 0 7 AR R o I 4 HE A B
K2 WU 2% - 78 QRP #4155
XiF N 1) Z2 3 AT A 1, LRSI UL 6. 275 . A
A BB BRSO pREOY SN T 2N A
AR T PRB TR0 A 9 QRP 2R s Al A0S A
T B A TR

XF T RelU 4575 BEPAT HL A3 VE 0 3005 pR AR

A LLE S IR B S 80 E L QRP &R . TEHEREL
b B T ReLU BYS5SR A0 B4 m— i JR (B
U RN A I E S &S VN N ST NI ]
W iE R B AR B E . pln B S x]
i ReLU sRELA A  EHERR L R P, 25 2 = 0, Wl
Wla]Setmp=1. #x<<0. MW H[0] & tmp=0.
TER & QRP B W is R IR N [[1"ﬂ: tmp [ x], BP
A DAPRAIE b s 58 0 e e 1205 2Cn] DL ORAIETE B
RGN ERGET HE ABIMO B S BN v e S
R — Lz A [A]

H Al A 57 200 of A #0200 O LS e gk
BB HEUE R SR X R 7 Ik &
B X A2 2R IR B PR, 7E S X B OR K
FAT IR B 10 22 IR B D 2 TR AT 5 4 . H
RV NG R F TN el 1 [ | = we S S RN
W RIS e 45 ATH Ak T BF 5 1% 0 49T A B [ s AR S
KA 1B L B 1 QRP AR IR B 2 i Ak
TIRR WY B, A Ty 5258 R W Bz 52 807 1
AT
6.2 MNEZHEHE

TEA 2 28 T B rpr , 3228 a8 AL 36 25 3
Tk VB S S 5 SOk VR S SOk . AT
706 [ 285 o %2 3 B8 A BRI 78 Dy T, D) [ 285 22
i i e B0 7 2] s b (£ d]), W)*[[yﬂ»ﬁ
R B RN A AR R S L [ ] R i ) 8
Wﬂéﬁﬁ’ﬂ?‘ﬁﬂy]]%@ﬁﬂﬂ%ﬂ‘ﬂﬁﬁﬁ?ﬁ

TEM 22 28 I 2T s WS U2 F 42 i 2
J2 , Rl i 5 AL A ) A RN R I IR 3
(Hadamard) F4§ . X S6 S il iz 5534 mT LAy s A
Terk . RSt 2 i AE s e d o] DL
FER R R R S IE S LR . X T2 45 11
LM, QNS R AR 1Y 1155 I JC Vs R
BGV [FZS AT . Ry 7 SE I 2 M 28 AL
PEE BT, AT DR MR = 55— 20k
AR 2% B AR 2 MR TS oK B8 R0 S 1 22 10
Ko 5 AMRRFRIOE RBOY XN l i AR
VAT e R 2 W 7 TR T 38 R HTRVE FEL B
T Ry A2 1 og <
6.2.1 2=

Z2 IR Ty 5 2 5 T () 2SN 1 o 28 I 24 22
SMER T iR AR Lt is A B Ty 5L R
AL FZRAR I E2I Gk, R
fen B 22 I AU PT DA KA B b R Bl 22 , DA
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Pl

L
&

Eitd 2025 4F

T AR AL 3 R R R . (H il T RIS 1
THARCREAR , BAFTEGER ], DA B i s 1 22
T TSR, 75 ZEAEME R FRCR Z [ 34T
R o X T Softmax 5511 bR £, 18 3T 15 22 18 H 4K
/N AT DIARZS 5y R T 28 0 O8RS T i A BiE U &
. X T ReLU 85 A H AR 09 0 Rk, A<
SR H /N e K8 3 (Minimax Approximation) (1
ZIRA AT B ZTEDATS R sgn (2 )1
Ry HoA o3 B L e pR AR Bl O EARER T B3 i
ReLU pR &K, 72 K5 B2 FITH5 52 24 2 2 [8] AT DLk ) 5

UF -
TR T KL
1, x>0
sgn(x)=140, ifx=0 (29
—1, if x<<0

(AL T AL . H B ARk B £ T
B 4L A (dido o di) 118 41 & £ 00 2
P Coepi(2))):

CL) i I 0 T IR 2 o i 1 p () —
sgn(x) H< To

(2) Fe /MRS in 2 v i) A A o vk gk (i
A

(3) Je/ME RIS TN B B EOHFE -

i 3 V) e R (Chebyshev) 22 101 20 A Sk B fill v
BOkM A 205 p, (), T30 8 S 2SI 4R 2 i
R Binmy 20 2l A . il sgn(x
Pl pe i (pi(2)))s ReLU BREL AT LR A

::I‘%l";gn<f> (30)

AT A5 305 A2 [ 2 8 TS 0R R oK, HAR 22800
1 ReLU pREL I 2 I AT RIFRR o Bl 5 2R FH RIS
XA T
6.2.2 Jraikn

TIE— A AT T R SR A AR L M AR o 4
GRTRTT R TR ZRAE T TRk A&
e T 58 o R 3 2k ] 200 A U 32 3 A6
T AR T AT R AN . RBGE I MR 1)
TR T — A iy e = ], IR 55 # i deik it
— I BEAILE o A8 )2 T 18 2 51 ph Jin % BEHILER
ro A2 [ BEJS . RS ERIT [ ] — [ |IF s 25
REBBIRITAE. BIRAERE ] [r]H
BB SC 2= AT LUKE 2= F e A0 R 2 (R A I B 2%y
B PRI A B R i T LA TIRVE

=

RelLU(x)

Bl A R L AR B SE R Re LU PRECHY L ACHRAE . 2R
PRV SAR LM 2 AT B 58 LA 28 I 2%
MR
6.3 IERA&RL

BRI A HTEPATINEE R Z Ah , I 75 A B
SR AR UER . A 5. 1 A B QRP
KR ALK Q=(R, L, {u( X), v X), wd( X)),
(X))o RUBEHLE CHA m DML n AT, il
L=1,2, -, 0 XF W Wl /2 1% QRP & &R 1 75 W] 2=
(aw, as, +++y ;) ELFEHERRECHE [ o | BER A DL RN
B R [y s Lo =1+ 1,042, -, X B 2
1 QRP KA IWAE w =(a, 1, a0 ++*, a,, ) ELIEHL
ISR W AT B 0 B (e . PR X T s 4 B
BETL( ) R B A B L Q (o, w) =1, BV 2
QRP X FR . fEUEI A RSl B T H R A
Pl =(a, as -+, a)GWiEw="_a,. 1, a,s *
a,, ) Hn e A T W QRP X R QW x = (ai, as, -+,
a;)s BT BAIEBH 7o B4 7 B
6.4 WIFSHH

B BT A 5 0 A A B SR [y | AR A
Ja s BT Verify(Q, vk, x, w)—1{0, 1}, Hir =B
r=(ay, ay, ~+, a,) OOFEHEFREAE [ o [, WK, DA
T s 5y ] FERE A R 1.
T [y AR T SO 5y, A Tl
HRE T B S 20 R ML, B0
TEMERL R v A TR IE R AT 28

7 REUSH

Hi T VHENN 7 i1 i 21 5 Be i) % 4k 58 4
W T [ 250 2% 7 58 00 2 AV R IGTE AR 3504 i
Wik . TEN0 % HEFIE B B B, VHENN Y422 2 PR
# T R-Grothl6 i) % 4V . i T 7 Rinocchio' ™'
AR i R-Groth16 (19 14 1 1 o X QRP R H ) 7
1), I A LE B KA A &2 2 53 B o R AR 5 45
T 3 T R-Groth16 4 Jii 4 #i Bk B A= sl Pp 3 T
(Setup, Prove, Verify ) 1£ 5% # 4 (Completeness) - Al
il & B M (Knowledge Soundness) 1 2 1 iR
(Zero-Knowledge) =A™ J7 T 1Y% 41 407

EEL LT RZEFN, WRB R A #
(r, w)EeQAEM T —/NMIEM m, ik B RENS LIMER Pr
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b IR — I ST 8 B E 5
(CRS, vk )=<Setup(1*, Q)
Pr| x<-Prove(Q, CRS, x, w):
1< Verify(
IEE . X T (r, w)eQMIEH r=(A,B, C),
HAW R %X AB=E(a)E(B)+yE(f)+oC,
Hrp

=1—negl(A) (3D)

Q, vk 2, 7)

_ (Bule) +ave) +w(e))
7

(32)

ZIEAA Pz . &’
w(e)=>" awle)=ule)tue) (33
v(e)=>" awile)=v(e)+v.le) (34
w(e)=>"  awle)=w(e)+ w.e) (35
H T Encode 5.3k EO HA I RSN, ik 572
RS ey < = 1 (Tl

A+B=E(a+ule))E

(E(a)+E(u

(e
E(u(e))E (v
e))
(e

(,8+v( ):

) (E(8)+E(u(e)))=
e)) +E()E(B)+
))+E(a > (v(e))=

)+

E(B)E (u(
E(u(e))E (v
E(Q)E(p +yE( )+3c—

)
(A el b))
)+

E(a)E(B ,

E(a)E(,@ (ﬁu e)+av(e)+
w(e))+ E(h(e)1(e))=
E(w e)) ( (e)t (8))+Z

PRI o G SR S0 7 3 R B B — 1~ TE A A Tk ]
i 0. MBI E (u(e) ) E(v(e))#E(w(e))+
E(h(e)t(e))s i ule)v(e)#w(e)+ h(e)t(e)
5 QRP KR QEMEALF. ik, MM T:( Setup, Prove,
Verifj})%%%ﬂ"]

2. PHLTRFRE IR, WX T
Z BRAYFLT AL F— 1532 IR AT LS8 47 Tn)
T ARSI E 0 2

(CRS,"U&)‘_S€ZMP<1A,Q)

(A|E)(Q,CRS):

x, 7, w)< :
( ) <negl(A) (36)

-
(7, w)€ QA
1< Verify ( Q
. AR — ML AT LA R —

!
,v/z,x,fr)

ESIEN ¢

Au Ay Ay Ap { A I Z TR A(2), A 2),
WIREW 7B ICE A, B, CXHAY A, FTLAF R A «
A=A a+AB+Ay+A(e)+
, Bui(e)+ avi(e) + wie)
Ay
o8 :
z:, /+1Ak'8uk(€)+aw(e)+wk(€)—|—

o)
t(e)
o)

B, C AL AT LLLIAH [A] 9 7 XA 38 2k 3 7 =X
it A, B, Co 5 T Bk Be a5k 55 X
) BT A 10

Xt 8 Uk Br Be i 2% s AB=E(a)E(8)+
yF + 8C, Al LK HAW K —A> £ 5T Laurent Z W =11
— R, HRPE Rinocchio H 58 XA | Y Laurent
Z Wi X Schwartz - Zippel 51 ¥, & F A 7] L)L L) Z 0%
AT LSRG i i R 5 AL B, Cos BRI
ETEMA, B, Co it H—A WA w' #15 ( 2, w')
€ Q. WULHER Pra] LLZWE A TE, P T2 AR A
Ll

EE3I T EFRA, R — a2
FEL ) 50T A TG DAk 52 A8 A5 28U it A 28 A6 B A ik B
A BUE A OC T WA E B . XA X T A
(x, w)€ QF—MIHHEAZRAELT A, W 2

(CRS, vk)<Setup(1*, Q)
Pr| x<Prove(Q, CRS,x,w): |=
1< A(Q, vk, )
(CRS, vk)<Setup(1*, Q)
Pr|  7<-Sim(Q, vk x): 37
1< A(Q, vk, 7)

BB . R AEAE — B A AR R T
vk=(sk, CRS, e, y,0) AT m<Sim(Q, vk, x ). LA3K
EIUEI 7 RS R T

B A% BB L L # A, B,€R,, HH A=
E(A,).B=E(B,).biJ5i1# .

C=E(C,)=
AB—E(a)E(p)—

+

Aye)

E(pu(e)+ ave)+we))
0

PRI o 54U A% B AT LRI B 1] A A 400 3iE W

7 =(A,B,C), i 4 5 F % X AB=E(a)E(B)+

yF + 0C s /2 R B[R] RE n] LARE Dok S5 1) 36 Uk B

F23% o B IERR A DLUEAE U UE R o S BABIIE R 7' %




1472 12 -

Pl

THEE AT X3 BAUIE 7' A AT
i 55 WAEA S BI(E B . P, 2R BT m] RLMGIE W]
7 R IR DLIE 45 B, T 2 o 5 2 AR T X 3
AUREPE . DI R 2 IRAECT A TSk A —IEW]
HRRAAT AT 5 T DL IR B A 5 8 DML T 3 2 2 R
k.

8 LT

8.1 XWiEE

SEHRCE A IR TE— R AL T SRR R
2 (TMDi7-10700k@3. 8 GHz CPU. 128 GB NA£ 1Y
Ubuntu 20. 04 #24E RGEHUIK FHEAT0Y . A SCEEHR
M CH+iE 5 . ZF A E B 3 F libsnark Al
ringSNARK 52 8, [7] 4510 %% 2 F SEAL PEVSE 8
[F) 25 0 %8 R T SIMID #4% , AT JRA 7 b 2 ) A5 B A

AT S TR L S B AT I A
USRI AR IR Rk | IR A 5 % SR, )
IR S SOk AL RS . BEETE = A
A AN [RS8 3 AT 55 10 500 B AIAS [ AR 33X
T S A UE IS B U R . SR A R AR A
WINE (Wine Data Set) . MNIST (Modified National
Institute of Standards and Technology database) .
MedMNIST. CIFARIO (Canadian Institute
Advanced Research, 10 classes) . H:H, WINE A2k
FACETREE , FH T /INFIRE L v R A1 1Y) 43 2 ] A8, L
RURRAL GEHL 5 2T AL 55 . MNIST . MedMNIST
5 CIFARI1O 1y EHSH 4 4 . MNIST S — 4 $ i 45
B2 T IR L 2 SRR I SR DA, CIFARLO
SRR AR L A LT MNIST B 2% . MedMNIST
Ry B A SR B 4R L AT DA R AR T SR AE VS TE 1Y L
JEER75 s R DA RS R I VDIV T 4 ol w4 €7 T S 2 S
HI AR AL 4 A 28 N 28 5780 (ShallowNet)
B R 22 W 45 A R (LeNet) , IR AT AN 7] 50 2
SRR AR B ARHE MR R . IS4 B TA SO
ZRM T RSN AR A SR 32 3 in 2 W s
B R BRI BT R RCRER, XU R AT
[Fi) 285 1108 () 48 22 R 28 4 7 58 H RTAE TR 2 0 28 9
28 v N FH TG R I MERBIR ST . S THE A
BOR TGRS T IR A ST 20 SEBRUR s S
PEAR T2 BT XA T LY VR 2 4 e A R 22
2R/ NV IR AR AT IR . B AR AR R QA TR
WFR1MFE2,

for

24 2025 4F
1 HIEEEE
HAnaE el FEAFESL FEAREL
WINE 3 13 178
MNIST 10 28%28+*1 70 000
MedMNIST 11 28%28*1 58,830
CIFARI0 10 32%32%3 60 000
*F2 BB
BHRGERR  WINE  MNIST  MedMNIST  CIFARIO
BRI S5X5 B 5X5
ERZ1 / /
THiA%4 WIAEL6
k)2 / / LR 2x2 HBRE2X2
ERWESXE BB SXS
GRUZ 2
LR / / W12 miE%16
k)2 / / B 2xX2 BREZ2X2
LR 4X4 HRWEAXA
EHEZE3
LR / / TH i £ 64 TIE %L 120
SIEERET 13X32 784X 128 256X 84 480 84
SERERE2 32X3 128X10 8411 8410

8.2 IWHER
8.2.1 ¥ LRtz HIF4Y

AT T IR A2 A P 1 B R A
B BAE A TR DL R AR R . RIS Al
TR = O PRAT M ERL 1) 22 B RN — k]
FIE . WE 3PN, IR T I AR (W SR
(Mul-PP)) . [] 25 10 %5 %% 3C 5 B S0 ik (Mul-CP)
[Fi) 265 i 2% 2 SC T CRAL #5643 i ) (Mul-CC) Wk
43 (Decom) RS . I TAR ARG LR
% FEL R A 48 T A, o L B T T A S I 24 5 TR 1
AR G I As S T RS R OR o 53 R
BGV [RS8 g4 7% SCofe i 5 - %6 91 28 48 i it B 11
bR SCIRZE IR, B 2V R AR RS K, W]
S UE B AR ARG 5 T T B A 2 kG
Koo PRIAE fl 22 P 26 1 S B o P L TR 2 4
i 75 i A USRS 52 2% B A B i s in o B
BT 1) R T A O i T B S B A

®3 ERURMEHEIFH

et Mul-PP Mul-CP Mul-CC Decom
AR E(s) 0.157 0.167 0.176 0.590
UEHAZE B(s) 0.027 0.035 0.095 1.610
BAiE(s) 0.039 0.039 0.041 0. 360
EAD L6 1 2 4 34

@D libsnark: a C++ library for zkSNARK proofs, https://
github. com/scipr-lab/libsnark

@ ringSNARK - A library for ZkSNARKSs over rings. https://
github. com/zkFHE/ringSNARK/tree/main

@ Microsoft SEAL, https://github. com/microsoft/ SEAL
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8.2.2 MHZ LR B Kk T4

A M T DU A B AR A AS 7] i 45 ) 45 455 Y
L SEBR 0 A AT 90 E T 445 I BEERAE B RS
ALHE T B UE B AR BRI IE o X A [ ) 45 25
P AR A LG UE AT A5 3 BALTH AT — IR . UEII AR AR
T R PR T A 5 8 A AR AL I S I AL
T TFE )R R A RS A 6 IR A
r [ A Rl 2% (R 0% 54 RN A B 25 S R S IR .
Y UE ek A U e N . AR 4 BT L Bl R LA
BRI 22 B W E IR B UE AR B R
] Sz A9 B B 2 3 . o, FR BT e B
A AR . T R 0 BB R A T AR SO
FITHET I R-Groth16 77 %5 . Al {5 15 B 5 % 4%
FHIG B L BB TG B AT — IR . R E
Z P P 25 ) 45 R 55 B A 25 T SO B A FL I
A2 JR R L o B B ol QR B 24 OB A I A
B DRE AT 18 R I A A 6 E B 2 R
X o G o AR AT 5 R A, SR AT LA )y ThT
AT — AR d A 15 07 5 R A g . D)
— 7 T REAI 20 AR ) 5 B T DT 4 TH B AR %
ARSI 3 F 5 1 R SIMD #R I 7 PA T B AT
%5, TR AR A PR 1 2 sk B i

x4 WMEMKEERIENITEFH

Wi ShallowNet- ShallowNet- LeNet- LeNet-
WINE MNIST MEDMNIST  Cifarl0
AM{E B (s) 40 563 916 1743
TERA A B(s) 358 5359 8755 16 501
BRTIE(s) 129 1950 3134 5125
2y 646 2580 3302 4540

WAL n D m B BEE 0 BT SRS R A
MR GEE mXm POk, B2 E %2 E
HSCIRAS R TR R A S 7= n Xm X m A2
2 g Bz B e A SR, 8 S0 I S e SO ik
ERAE LSRR BT IM o SR E & S8R 210 2
W . 7E SIMD #2:E N S04 T in %5 #k 248 B A
— B m YRS R 3 1582 1 S50, 5 B0 2
JEE BT A AT LA A — A B T 138 4 e 2O 1T LA
B I I % 21 [F]— A~ 2 S [ R AR AS R[] Al T
DL gt 2 [7]— A~ B SO 3XORE 24 Tk 29 ok e
AN A TRIE LR IR KPR d . h T
0T LU T T BT o AR SCIE B — IR S i SN B . AR S
FrERfE, %7 T WINE .MNIST 25/ NV R4 , B3 U
A LA 5 Z2 A B0 AT 9147 A B AT A5 A A4 B
1155 25 B BRI 3 2 ] 80
8.2.4 ffiEiR

AT XS T G PIAE o IR IR 5 L 6 B
TEBHR/NGEAT TR . U6 6 /R Bl 25 B 10 42 2%
JEE RS 0, A 7 S5 A 2 A 1 /Nt Bt 22 386
T 98 3IE 2% 51 5 UE B K/ MR FREARAS o RSO R NAF
7 R A AT I B S U A G AR T R
UEED TCT APz B A 1A, DRI E AT SR T LA A2 9%
VRS2 BRAGFH P A F5 R o T B 24 32 82 FE A A AR
R A R AR AT AT Iz B AN
KT S UEE 5 5 0E B K/ MRARFANAE , H AR
BN AT 2 [B] DR O B 2 326 205 P SR T 36
T AT 2 P ) B YR AN v B 2K

£6 WiFEGHAK CRSTERK/N

8.2.3 LBl KXt L

AT R SIMD $ A X i 2% #E 2 F A 740
0 J5 14 38 29 R &R e i 29 R L DL SR R H SIMD
AR B B AT 0 i B A H AR 1 2R &R
G A AT T XF . W3 5 R R SR A SIMD
ARG A BT 55 I 20 AR B K> . R
TE TR SR A5 [Rl S #0147 12 B A 4 2
THEHL 11RO IOR BEAIR L o, e 4 i 452 2 ik
AN BE RO HE T R m, 2 oo EE N . B2 EE 0]

x5 AREYE
. ShallowNet-  ShallowNet- LeNet- LeNet-
WINE MNIST MEDMNIST  Cifarl0
SIMD 646 2580 3302 4540
J& SIMD 1609 205 598 1219650 1764610

ShallowNet- ShallowNet- LeNet- LeNet-

i

WINE MNIST  MEDMNIST Cifarl0
WA HIGB) 5.27 19. 44 24.83 35.16
CRS(MB) 1457.25 5349. 82 6887.27  9368.81
RS (MB) 0.48 0.48 0.48 0.48
HEHR/IMB) 2.04 2.04 2.04 2.04

8.2.5 {EMARXS L

AATRF T T R ReLU 34035 pR A J5 46 ol
25 N 45 4 B 58 5 AR SO T 22 I AL A o % i 42
I 26 41 HHL 5 S TR SR . FRATTX Re LU ARSI B4
IR Z AT T I, HE R T 9B 5 B 235K
HEFFXT LG o o 9 By 200 T 2 5 U SOtk L T A
S5IEHSCIRIE . 5B 2T 2 3 K% SO  THFE
SJEBSCIREE . W T BN A TR H ReLU #7%
PRI 5 TG ot 22 D) 4% B VB R L AR SO SR
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®7 BRWELL it Ah 3 22 A o (A5 0T T BN A T T 1) AR G R
b ShallowNet- ShallowNet- LeNet- LeNet- & HR) 3 10 2 R BB R BRI, IR L 7E & Tl 1Y e IR
WINE MNIST ~ MEDMNIST  Cifarl0 14 F pvCNN, 78 K £ %0 vk B (9 % 0P 1 T
e R ZKML. A pyONN R BRI I X
J Pz 0 I3 0 . 0 . 0 N " T o N y N
52 it 100% 95.61% 77.88%  61.89% RS A9 B R AL G  JRACIE T 22 O 4 IR 55

9 [y 22 3 3 0 0 P B OB A RN R R R (AR A
1. 3% LAWY, JF AR it 23 3 it K52 . R
5 By Z I 2CR  HERA R AR B2 AH LT 9 By 23 203
KAERF 5 B 2RI A 5 AR AR, 7
S g FH H AT DAAR S R R TR
8.2.6 JZEXFIL

A5 VHENN 5 ZKML ™2 Hl pyCNN® 17
TXFH . ZKML 3 F —ff ZK-SNARK 31 Halo2
W T 0] LU F R BIMLAR 2 2 B ] B TERE SR
PE T — PRGN B AL 2R gadgets. IR T
— AL T R A B P gadgets.
ZKML 2k F i) Halo2 3 i #3 kb T Grothl6 F1 R-
Groth16 JTCHg Al fF 1 . (HJE ZKML 3 A i3
BE A R A BRFA DRI R . pvCNIN 57 3¢
J7 G601 $E 30 [ R HH W] 285 4% i zk-SNARKSs
S EHL 2R T % 4 B v ) R R DR AP R T B TE M . 4R
WM+ 1% 7 28 FF A K R 25 Jin %% A1 zk-SNARKSs #1745
A, T B 455 B3R 43 o4 PriorNet il LaterNet, 2
PriorNet {1558, 4 , LaterNet #% 1% & N AE B AT 5
TACLA MR 55 28347144 . 76 PriorNet #5438 H [/ %5
TR 5 88 A 75 LaterNet #5843 5% H 28 T — ¥
S B AR B LegoSNARK WM SE BRI 55 4518 345
BEATRAETE . T pvCNN I JE 78 5 4 i 2 0 2%
MR | R zk-SNARKSs, Sk T 48435 4 [ (16 %) 1 3
HE AT A I T i A YRR 32%32%3, B 5X
5, MIEECH 6 1) — 2 G RZ T BATHT ERE R, 14
TUE W R G A9 CRTE) BEE (ZKML B/ il {5 %
B VUE B A B B0 R B s [R] A, CRS R
INCLBGIE A R/ NE T X H . AN 8 T , 15 25
TR 25 0% a] AR B SIMD 4 4P L 78 77 22 A L[]

®8 S pvCNNHIXTEL

kS ZKML pvCNN VHENN
AIE I E(s) 14. 58 4650. 41 0.35
TEM AR 1(s) 51.05 3997. 82 0. 56
BIE(s) 0.02 123 963. 61 0.15
| 1.12GB 17.30 GB 0.63GB
CRS K/h 600. 14 MB 14. 29 GB 44.18 MB
FER /)N 9.06 KB 4.76 GB 491. 52 KB

M. BEREN. ATESEETRSMEYS
2k-SNARKs . #H# T pvCNN Y [ AL 547 F1 AT 56 51F
A3 SV XoF A B AR ZKMIL A G 1 T 363 AR 7 %8
T LA ] S S0 28 00 4 S B A BRRA AR 471 5 T 63

9 SE5RE

AR SCHE T — b ] B ) A 28 19X £ R S T
%-VHENN. B4 G | zk-SNARKs Pp 5 5k
T2 RSN % % -BGV, L8 T Al 50 iiE
RIS INE . B ] RAERIZS I £ 531+
BGV #8128 90 25 Tl s e Bl ZE M5 4 S8l 1 s A2
TR b 3L LT SV INVS DY BTN K
FIHE S E B M T B IR R 2 AR R S . R
ARSCHAT T SEB0 VAR LLR/R VHENN [PERE, IF 5
AHIE T AT T X a7

ENyES =R/ € I oaACIFSy) Koy Sl R R L
Do) 4% 4 Hp SRR 50 I A A 28 X 2% in % 4
2o RN, 32 BRF RIS N 3003, R b e 4%
T e B AT Y 5 N K R A L 2 A F IR I
it — 20 MR R T R IRCR . HREE RN
FETF4H - ISR TG B i — 20 A o S fk . Rk
W58 T p R TR AN 5 I — RS A 2 e [
A TR DL AR RIS 4% 5 e
G540 AR T G A 2 X 45 in 4 B B RI0R
dE— 2w A AR IS AE SR N H RS . S
QRP M E e I8 X5 5 A 2R L I AR B R s
B Cn — Rk 3 J& #2 ¥ (Quadratic Span Programs s
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Background

This paper addresses a key issue in the field of privacy-
preserving neural network inference, specifically focusing on
how to protect the confidentiality of user data, models and
inference results while ensuring the verifiability of inference
results. With the increasing adoption of Al services such as
ChatGPT and ERNIE Bot, privacy concerns have become a
critical focus, especially for small and medium-sized enterprises
and individual users. These services require secure inference
processes that not only protect sensitive data but also guarantee
the verification of the inference process.

Some current approaches are being explored to tackle this
problem. Cryptographic methods like homomorphic encryption
(HE) and secure multi-party computation (MPC) are commonly
used to ensure data privacy. Homomorphic encryption allows
operations on encrypted data without revealing the underlying
information, while MPC enables multiple parties to collaborate
on computations while keeping their inputs private. However,
these methods do not address the verifiability of the inference
results. To solve this, zero-knowledge proofs (ZKPs) are being
utilized to provide proof of computation correctness without
disclosing sensitive information. Despite progress, a comprehensive

solution that meet both privacy and verifiability requirements is

cryptography, blockchain, TEE, and the Internet of Vehicles.
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still lacking.

This paper advances the state of the field by proposing
VHENN (Verifiable Homomorphic Encrypted Neural Network
Inference), a scheme that combines homomorphic encryption
with zero-knowledge proofs. VHENN protects the privacy of
user data, models, and inference results while offering verifiable
guarantees of model authenticity and inference correctness.
Although VHENN has not yet reached the efficiency required
for practical applications due to the computational overhead of
homomorphic encryption and zero-knowledge proofs, it still
serves as a pioneering effort that lays a foundation for future
advancements in achieving both privacy preservation and
verifiable neural network inference.
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