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The OTA Configuration Method for the Backscatter
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Abstract Backscatter communication technology has been a significant and continuously evolving
research area in the Internet of Things (IoT) field over the past decade, providing IoT devices
with low-power and cost-effective uplink communication. Existing research on backscatter primarily
focuses on achieving communication that complies with commercial protocols. Compared to early
Radio Frequency Identification (RFID) systems, modern backscatter systems eliminate the need
for dedicated RFID readers, reducing deployment costs. Although progress has been made in
supporting pervasive loT protocols such as Wi-Fi, BLE, LoRa, and ZigBee, these protocols suffer

from hardware and software rigidity. This rigidity prevents modifications once the technology is
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integrated into circuits (ICs), which is crucial for achieving pW-level power consumption.
Recently, software-defined physical layer (SD-PHY ) backscatter communication has been
proposed, enabling more flexible protocol configurations for backscatter tags in heterogeneous
wireless networks, thus enhancing adaptability in industrial deployments. However, existing
SD-PHY backscatter communication lacks wireless configuration capabilities, failing to fully
address the challenges of heterogeneous wireless network deployment. This paper explores a
wireless configuration mechanism for SD-PHY backscatter and, for the first time, implements
Over-the- Air (OTA ) configuration in such systems. We propose ULPSDR, a remotely configurable
software-defined backscatter radio system. ULPSDR comprises an OTA circuit based on a LLoRa
chip and an SD-PHY backscatter communication circuits where the OTA circuit provides
downlink physical layer configuration for the backscatter communication circuit. The key design
elements of ULPSDR include: (1) a low-power OTA protocol and (2) a miniaturized OTA
circuit. These address two major challenges: ensuring efficient and accurate configuration in
multi-node coexistence scenarios and minimizing circuit size while maintaining OTA functionality.
For protocol design, this paper adheres to three principles: (1) each node must have a unique
identity, (2) the system should implement an acknowledgment mechanism to ensure reliable
packet reception, and (3) a collision avoidance method should be in place for network-scale
configurations. For circuit miniaturization, we optimize RF chain reuse between backscatter and
OTA circuits and integrate power supply circuits. Compared to existing software-defined radios
(SDRs), ULPSDR supports OTA configuration while achieving 58 ;W-level power consumption
and a 10-second OTA configuration time. These features provide two critical capabilities for
large-scale IoT deployments: low-power communication and low-power wireless configuration.

Keywords backscatter communication; over-the-air; low-power; circuit miniaturization
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Background

Backscatter communication has long garnered attention
in academia for its ability to achieve microwatt-level power
consumption. RFID, as an important commercial application
of backscatter communication, relies on dedicated readers,
which are expensive. Besides, its reading distance is limited.
typically within 10 meters, restricting its application scenarios.
In recent years, ambient backscatter systems have been proposed,
where backscatter terminals can directly communicate with
commercial radio devices such as Wi-Fi and BLE (Bluetooth
Low Energy). However, these methods are limited to single
protocols, and in practical industrial scenarios, different
manufacturers adopt diverse radio infrastructures, hindering
the rapid adoption of these new technologies. A potential
solution to this challenge is the recently proposed Software-
defined Physical Layer (SD- PHY) backscatter, which can
achieve reconfigurable back-scatter communication through a
universal RF front-end and baseband.

However, existing software-defined backscatter com-
munication systems cannot be configured wirelessly and rely
on serial ports for configuration, increasing the upgrade and
maintenance costs for large-scale deployments in industrial
settings. On the other hand, traditional IoT nodes supporting
Over-The-Air (OTA) programming typically use Wi-Fi or
Bluetooth, which suffer from high power consumption and
significant application limitations, making them unsuitable
for long-term deployment in industrial scenarios. Based

on current public research, there is no IoT terminal that
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His research interests include intelligent IoT architecture,
ultra-low power consumption and ultra-high concurrent wire-
less communication technology, IoT wireless positioning

technology, and intelligent wearable devices.

supports OTA while maintaining microwatt-level communication
power consumption.

To address this gap. this paper proposes an OTA-
configurable backscatter communication terminal— Ultra-Low
Power Software-Defined Radio ( ULPSDR )—built upon
software-defined physical layer backscatter communication.
Essentially, it integrates an OTA module and a power
management module based on the LoRa protocol into the SD-
PHY framework. The main contributions of this paper
include; (1) proposing an OTA transceiver subsystem design
suitable for the SD-PHY backscatter architecture, including
a configuration protocol that provides effective OTA feedback
with low power consumption; (2) developing a joint minia-
turization design method for the OTA circuit and backscatter
communication circuit, reducing circuit size through antenna
sharing between RF links and simplifying circuit complexity
by consolidating device voltage domains; (3) designing a
hardware system that validates our design, which realizes
OTA configuration in real-world deployment. The results
demonstrate a power consumption of 58 microwatts and an
OTA configuration time of less than 10 seconds, significantly
reducing both power consumption and OTA configuration
time compared to existing OTA-capable IoT terminals.
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