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Abstract This paper proposes a novel framework called Biometric-based Privacy-Preserving
Verifiable Federated Learning (BPPVFL), which addresses two critical and long-standing
challenges in Federated Learning (FL): ensuring strong privacy protection for participants and
achieving efficient, scalable verification of clients and data. As FIL. has become an increasingly
important paradigm for distributed machine learning, particularly in privacy-sensitive domains
such as healthcare, finance, and biometric authentication, its security and efficiency requirements
have grown more demanding. Despite its decentralized nature, conventional FL often fails to
provide adequate safeguards for user data, making it vulnerable to privacy breaches, model
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poisoning, and unauthorized participation. To overcome these limitations, BPPVFL introduces a
privacy-preserving mechanism that integrates biometric-based identity authentication with verifiable
model update mechanisms. This dual strategy ensures that only authenticated participantsverified
using immutable biometric featurescan take part in the collaborative training process, and that any
data sent by clients can be efficiently verified for integrity. In contrast to cryptographic methods such
as zero-knowledge proofs or homomorphic hashing, which significantly increase computational and
communication complexity, BPPVFL is designed to maintain lightweight overhead while ensuring
robust security. This makes it a practical and scalable solution for real-world FL. deployments. A
key innovation of BPPVFL is its use of an adaptive noise injection mechanism specifically designed
for biometric data. This technique introduces calibrated noise during the training process to preserve
privacy, without compromising the integrity or utility of the data. Unlike conventional differential
privacy methods that apply fixed noise levels, the adaptive approach in BPPVFL adjusts noise
dynamically based on the characteristics of the input, ensuring a better trade-off between privacy
preservation and model performance. As a result, BPPVFL achieves high model accuracy while
still meeting strong privacy guarantees for sensitive biometric information. From a theoretical
standpoint, BPPVFL offers a significant advantage: the client-side verification communication
overhead is provably independent of both the number of clients N and the gradient dimensionality .
This decoupling is particularly important for modern machine learning models, which often involve
millions of parameters. While traditional verification methods become increasingly inefficient as
model complexity grows, BPPVFL maintains constant communication costs on the client side,
ensuring scalability even in high-dimensional learning settings. To validate the effectiveness and
efficiency of the proposed framework, extensive experiments were conducted on three real-world
biometric datasets: SigD, BIDMC, and TBME. The results show that, compared to the state-of-
the-art privacy-preserving FL. approach NbAFL, BPPVFL achieves up to 81% improvement in
model accuracy. Furthermore, in comparison to VerifyNet, a leading verifiable FI. method,
BPPVFL reduces client-side verification communication overhead by as much as 85%. It also
reduces server-side communication overhead by over 90% , while maintaining independence from
the gradient dimensionality. Additionally, BPPVFL demonstrates strong adaptability and scalability
across a wide range of conditions, including varying privacy budgets and data dimensions. It
effectively prevents malicious behaviors such as identity spoofing and model update tampering,
while maintaining high performance in distributed learning environments. In conclusion, BPPVFL
provides a practical, secure, and efficient solution for privacy-preserving and verifiable federated
learning, particularly in applications involving biometric data. By achieving a balanced trade-off
between privacy, communication overhead, and learning performance, BPPVFL sets a new
benchmark for secure FL systems. This work lays a solid foundation for future research into privacy-
aware machine learning techniques tailored for sensitive, high-dimensional data environments, and

contributes to the broader goal of building trustworthy Al systems in distributed settings.
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K1 BPPVFLHESL

BE e B . FEBIR 2 T W 5 [R S A i)
AR T 36 k2 b A 0 o6 JRE 2 73 R i B2 [] e
AN E T AR . X AR IR RG22
AT T B R

4 5] E X A0 B iR A

4.1 [EFBMEX

FRATH IR B 7 S PR T A MR AE B B 4y
BOMN BRI, 040 2 5 35 W AR PR R B Rh DT DR 2R
BAIRB TR Z R TEET A YRR SRR
WHB2E 2 R AEE LT = A B2 n)

(DEEFAEWRAER S5 . =55 ]
A WAL I ES (B a0 Apple Watch. Google Pixel
Watch il Fitbit Charge) s HAh 5 fE % 7%, $2 BN A
AR SR . A TR 2 55 0 S U0
IR AR RGBT — A T AE W RRE 1Y B
B UEAL] » GRS HER M A P IR R RS B
FiEhigE B 2 S ) i R

(2)Z 5 F E YRR BRORA DRI - A= W R AE
s ] ey 248 a0 R AR AE AR ) JE T e B A
BN NBREE. ATHRIPS5ENRA, R
Gt B A BRA RIS RS 5 E W
A= )RR AE AE B 0y DA UE AU B 31 25 2o i v AS A it
#5 o FLARI T X R AE AN Uik 87 i 4h AR P R iE 5L
I A B0 o 58 BB A TA UE RIS B I 25 7 Jr A7 A%
BEHRAE .

(DRE AR e BRI AEBH = > o #2
o P TEAS i3 A I A I A A TR
B X T Ak B R 55w ik R G . N T

TR B A 2R G0 1Y 2 A PE RN AT SR D0 AR IR S S B
BEE R AR Z R AT B 7 A i i
SO A el A5 A AR Y TR (8 AT Sy 0 7 B A i
B 1k -

BT Bk S, AR SR B AR —FoE Y
B4 2 J5 1 BPPVFL, S 2 5% By a9 48
RIS UE , R OR4 2 5 5 AL YRR BRRA , IR (A
I B4 45 W s2 % M, BPPVFL HEZR 40 18 1 B 7 «
T 22 53 B RA [ SG A AL P28 24 5 H R 3R
T LR AR ORIE RS 2 VERETER T 4t
R BERL PR3 RN 58 B 1 I
4.2 BERMRE

FEA T B, 8 SCAE P Ry 3l 0 i T
B & AR R IR DGERL Y M, BAE I 2 5
Ho BIEHPIA SRS MR AR
YIRREEE Bio.. AR HL . A1 A WRRAE Bio i 48
TERI IR VI 2R G DA IE B D 9 P LS L ME— (1Y)
A YRR IERR , WNFE 80 T B0 R A AT . 520
L AAAH 7 (AR PO 0 e Sk oA 28 ek Mt
INESIAER M S 5% . XERFEUH IR
55 W 1Y A ¥ L sk, = Hash ( Bio, ). I FE RIS |
Tovk A 5 A P A R AR H5CHTE R DG E 9 A A%
LT

FESEEEE T AE W AE B B 00 iR R S 5
PR IE B AL DA B AR UE SR B 5 SR e e X — A H
(A i vy, FRATT T B IO X 22 B A M . AR T
SCT W B BT, f g8 ok 1 b e iR 55 2% LI 2 iR
55 i P U R T 10

TEHET A YRR IR 7 2] R Ggivh, By Ot
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AR BT AR B B RA R ] BRI R 2 ) 1855

AR EEX T RS i SR
B0y, ) FH B A A RS A B B ol 5 SR 5
B, AR REN LN, RETFERIES NS
5EWM SR B Rm R . B P RIS A
FEAEROH S B o, INSRAFAE s FI P R «

Hash(f/i\iou):HaSh&i\iof;”’”) (6)
W) By B uE AL 2 9 Mom . PRt W BT — M R
1) A= P REAIE R A TN TR SR (A5 N T8k
HE A S D s A I R Bi ol

o IR 55 4 i 2k IRk 55 22 2 5 R A Mg e
AR, A RERT FH R A2 PR S A LA R A
SR X EHE T P BB AAE S . A 7 Lk BERA it
5, AT FH 22 20 R RADIL IR AR 4 F P 9 25 P FREAE
B Bl o, XT8N R F1H X 9 A= 0 4% iF
B0 Bi o, 5 2 (e, 8)-DP Y2 448

Pr[M(B\z’oJGSJg eePr[M(B\iUQGSJJr 5 (7)
o M R TR B AR BEHLILH . Bio, FI
Bio| RAL R P MR . U, B AL P g
5 5 O A — AR/ HE AR R 3RO Ba A i R 1Y
AU o

FERR R > b FErh S 2R R 55 2 s L P A
YRR B 0T w,, IR RS R w5 ik B rh
M55 2% o BB TRl RE S 2 ML SRS 45 R
M R AR RIMERE . S T IRIE R A A5 R
P . R G R 8 0iE 3 25 I 55 2 21 o IR 55 2%
PRG AR . RIEREGERN G- i1
it AT 28 24 RN RS A A, FRATT AT ZEmf I -

Verify(p/e, w, z) =1 (8)
Horr, Verify SRR AL ph A 0 BB AL R,
IERF A . INFOE R R B e A R @, 5
IEHG I, Verify ( ph, w0, 2) 7 1.

AL P AT RE 2 [ BT A8 2 b K O R T T
A - UEIR IS 2% > o R 0w S i . R T B
1R AR, A 7 1 EEORAER G ik B Z A6 T A
PR AR RS E AT AR . X TR B g,
o L 2 DA ik 25

Sign(s/e, gu)i Sign(s/e, gu/“/"") (9)

Horpr, g, J& FLH P RS EE T, gl R E P

1 0 R BB B L Sign B2 2 Bk skOR RV . IR
2 SR 2 DL DR LA I 28] £ 135 S

25 LRIl AR BB RS 55 T BB S i AR

Sy i EYPRHE RS FAHE SR RS 45 R SF 2 M
AR o FRATT D7 1% 00 2o A W AR AR R AIE L 25 00
AAPRAP TR S 7 MR 28 44 S5 BOR T BOR XX
L6 W PR R GE B 2 Ve RN e R

5 BPPVFL /7%

5.1 BPPVFL /&M% B 2§

T FEF A WA ) B AL 3 ] BRI TR 2 2
2 (BPPVFL) H, FATT T X jal A5 78 v ) U 28 s 7
JEH B DR B RATI R SR A4 SR R
PR AT =IO, DL DR RG22 A
(SN IEE Y

(B G2 7 A B Oy B iE i B rp ] BB & 22 3]
Bty Phids B B . JCHDRAE S A AR T, Bty
HARehE S P B kS SR . AR
PRk —[a] @, BPPVFL FI| A= ¥R Ak 4w DL A2 il 1
BTN PR AN SR B O 500 . 2R W RRAE A s CUnds
ST O B ) HA M — AN T D
WA FH AR )RR A T B 0 Ak, AT DL S 3 s/ PR i
FH P B B XU

7E BPPVFL Jr ik, AN P U AdE ] H 7] 25
A (AN e T3 B B THLAE) $2 O AE W REAE
B Bio,» 330 i A Y RRE WA A PREL Hash ( Bio, ) ¢
A R M — PR A R AR AR TRAT o X BEARIRAT T
TER 2= S i v iy S Sk . A BA G54
FHERH P A RRIE A BES 5

sk,=Hash (Bio,) (10)

Hrr sk 2P U BT 245 . @ Xy
2 AT LUA SO B 0 Dt e

FEWRIR 2% 2 s R v, AR W RR AR B 0 B AL R 3
FEREE, T A YRR B 0 BB AT T B
M EEAR 2 FEU™ H AL B, ik, BPPVFL i
o 2553 BREAHIL TR Ry 2 W REAE BRI 1 35 1 MR S
PLSEIGT P R AL LR

AR - A P i e AL AR PR 5 s 2
HI - BPPVFL B e AR5 [R]85 1 28 ) R A 2080 1
HURTR FE MR AT SR S SR R TIE (e, ) A
1 5%k T8 SUET S e B BRI R R TE R GE H
Bl P AR Y R RA T CEN S /NG €S o AR 7 B
FDRAF KT o TR T 00 20 S5 B0URR 2 B 9 26 W R AT
B DT 2 g BSURA T DL O B AR A A 1 .
FE BRRATI RS » AR A 22 20 B AR ML AR A 38 R %
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B RE E TE AR 2 o H(g):HomHash@) (15)
6=/ (€3,Su) (11)

o, (o) 72 A IE N PR, H T25 5 2% B IRRA T 6E
€, O FIAE PRI H5 40 () SURRBE S, (OB UNBSCHE T 22
{5 BH el R R ME— PR R BE A L DL S A 2 53 1 i
PR BB R I R S R R R M o
RITE Z2 B s A 8 DR P B RLAS 21 8 2 DR 4 T
IR AV A B U e PR /N W 7, D A AT 28
PERE . AT RN B A9 B -
Bio,=Bio,+ B, B.~N(0,6*)  (12)
Hod, B, S MR DA 5 30r 43 A1 14 W 75 0 o 2 M 7 1 s oA
2 ARSI B M 7S R (e, O)- 22 AL AR .
SRS L s W Y (] R D s el | 7 VT |
J5 114 A 2 iE B Bio,» b T8 v VB T 4 118 P P
JE G W R R B Bio, IWTTAR Y T H P BY B AL o
T F A Y 25 A BRAAHLE , BPPVEFL J7 4 558 T %
XFAS [) A= W R AR R e ) 13 1 25 53 B a4 BB
AR T P B RN EE 4 SXORIIE T BRI 25 1 T
e
EPI AT MR AR G EX Tl gE S
IR PO S50 A5, ol i W% s B
KIREAAIMERE . A T I SR, BPPVFL J7
el i 45 B EUF A MR S A AR R R G 45
Ryt sdne . MR EA
AR TRURE BE g e o Ao P A W A s A 2 B ) RAEH
sk W AT BUTF 2544 L LIRS A5 B B6 BE 1 525k B
BEH
2= Sign(sk., g.) (13)
Hif.g =g 47y, 7.~ N(0,62). [R5 2AEBE]
T JE BT g M LB 42 = I o i DA AR N 9 2 4H pks
OOTIE AR BE (A Ay P o A SR 6 2 O D 4 466 22 6
SR T AT Z5CHRAE M 2 P iy Meds o o T ARIESR
A EE R M T R FH RIS A i B ARG SR A 4
YESEAT I B uE . HAR S, RS A REcH ()
T 2
H(g +g)=H(g)BH(g) (14)
RGP GRS /NGNS BESE5E
S5 A ST MR R AR B R SR A E, DLSE L 2
J7RUE s B 1 B — A R 0 0 A (R o A D . B
KIS, NS5 5 e EA B g R A
A fh

NG R S5 AN R A 2 558 AR A 1
Je o fi P TR S A bR KA [R) A R PR AT 0 2R 5 0
HRREHAE:

H(@):T?UH(;) (16)

[FIE , B~ 2 5 35 A b b 37 1554 M A A 1)

REmAEMIS S5 ERANHERSHD) .
H(@')= @ H(g)) (17)

SRIG T 2 5 0057 Mok AR M T RAS A G
A H(@") HiE LGB RS, s 2t
B LB 2 IR 55 A% b AR 19 2R G 6 BE 0 K HR
e A H (), [ R B 44255 B
SEMAEH(wWY)e R4S 25 ARYE L B 56 5iE
REGIRM R
VerifyA ( k., {H(@") Ji H(@) =

True, 4 H(w)=H(w"), Vi

False, HAth

L2 )5 WA (BN L SR B DRAT: oy o 25 RV £y
T Aol SR FIXT I 1) I A (L U 201 [ I 8 ) £y s
JI A 2 5 F LA B R G I A (H L 3K 2 S PR
HORRHESE IR Tk B L R A
Pr [VerifyA ( ph, ™, {H( w‘)” v H (@ )f“’“) _

True} 0

i L B ML R GERE A R 1k 2 TR A
BLOUR A A5 G A (8 AN BRI B . R
BPPVFL Jy vkl i 22 7 37 11555 58 UE AL 8 07
TREGR M TEREEME 2.

5.2 BPPVFL AikHIE2EH

BT R RHE 0 B RADR P AT SR I 2 2 T ik
(BPPVFL) & e i — e 4= R 2840 , S 5L
T W AE A B 3 56 AIE A2 0 A R AL g R0 e
2 SRR SE R PEARAIE o 122200 T EAE = A Kt
W S 5H Gh MRS asfrh ik s a8, &1
AR 31 g 2 4 A A8 L A AR R R TAE L AR E A
RGN 2 PR .

BANS5H RO AT 2888 L ks Can sy
B TR BB 2 SR U A WV RFIE B8, A
A EPATI 25 . BRI . 2 55 %
HAM B A AT LU T#4E . 2 538 B e e A

(18)
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AR BT AR B B RA R ] BRI R 2 ) 1857

AR R Bio (A0 GBS R 408 L IE X H
PEAT AR FR , DAV BRI RS AN AH G B RRAE . SR )5
b I 1 A W E A Bio, 38 18 2 43 B AL IR VR
0 A M 752 O BRRA R A= WA £ 8 -
Bio,=Bio,+ £, B.~N(0,6")  (19)

Z 550 AR WS SE D, 31748 MR A 25

A AR g
2 =VLyu.(M,D,) (20)

Hi MBS 58 i ARMEL, L, A 555 o
B 2554 NHTRAES 0004 YRR G 71
FEAE 20 A5 (A2 WA RV X A M B B g A7 D g
JEARE] g IR AT 4« TR 52 1 1 ) 2
WA H (g, ):

2, = Sign(sk[, éf\z ), H(;;\, ): HomHash(;j\i ) 2D
Hhg, =g+ 7y, v.~N(0,62).

5 5 504 PR E RRARAT Bio, 7 MR 8 66 i
GBS 2 AR M N (g, ) — IR LB
(KRG 55 08 . ST 25 A o v RE T 5 4
CINTEANL /NG A0S 54 Srh s 5528 2
) 78 2 B4y L ST IS 58 G IE R G A
FARUEE T . NS IS5 AR AR E R AT .

NGRS AR S 538 REMIL 8 G APy
AEFRIAF Bio i J5 - ) TS 4 A 490 0 1 36 9 A 75
M, AT B Oy Bk . AR F B M, 2R S
IR W B B R A P 0 B S A W R AE e
CANFE B i i w8 U 2R O HEA 7 I 25 i 4 1) — 0
AN BN X A vk P RN AR VR P B A W R £
o B EES AT .

T4 M, B AR 3 B 5 09 A PR B8
Bio, i %A YU RHAE 5 4 1 P TR UM 1 DG 1
AR 43 S ( Bio, ).

(B, ) =M. B, )

SR A AR RS 435 TG R SR DT b {1
BT B b A © 2 i 28 IR UE VR A
1y . H 2 7 i R 2 32 3 (FARD Rl R 4B 48 %
(FRR) . MR N IE R GRS 5L et
True, % S( Bio, )=+
False, % S( Bio, )<t

5 5 E A YR Bio, 5V MMS AR 14 A
RURE R 2ok BB <o W% 2 5 35 38 2k B 0y B i B AR

Verifyl ( Mo, 1551 ) =

B H5H RREKESS SRS O w
N, RE¥iE4 22 55 0EK . @ BB
ML R S, B M, SEEL T ] 4 H B 0 AR P R Ak
B B E , B Ok R SR P RS S 5O % S AT
55 NG5 T R G0 By Dh i Bk i ek

P15 055 BT A A 1 (R AR L RE 2 g, R 4T B
E L TEE R RE B . IR S5 R &k B g iR
F
R;gg} (22)
Hh , GFRARIMAEERIEN S 55 B EES .

P R 55 i E S S vk B4 PR AR R AR
F L 0057 8 sh AN B R 24 ST 55, LA S i T e 41
R RIR G . PR S A EE R AR T ok
R 55 %8 N A1 25 R 55 2R3 R B 86 @, I X 4
ARG R VEATIIE DL 8 58 H v FIE 4 .
GO IE 5 VA A G A B 2 4 I [R) 2 A A 3R
B REREAZ R E K.

VerifyA ( pk, @, 2 )~ True/False (23)

Hodr, ph B2 575 10 R A S5 4 ph i i &
LGB ph=1 ( phy, phos - ph, ) f () F
TN —FPE LR RE R S 505
A S Tk B 2 R Y . BRSNS 50
B R RS 2 IR L 2R E N ITTR G 8 2=
g(21,20, 0y 2, )s g N W Ay PRBIC Y A 22 4 R A 42
YE i PR v Y R 55 4% BEAS 30 1IE 4 JR) B BE 1 52 2 P A
— bk, RGN T IRIE ph Rl 2 1% A
Sl Sk, oh e IR 55 28N & BT M sl 74645 phs
Al 2, 0 LA (L o 17T 2 30 2 1) 285 i % sl s 23 A =2 AL |
TERRAELE. XS5 HWRHGEEEREGT
PR PR R RN PR e R 55 28 HRE R Rl 2 R R &
G ph Mz, WIRPTA R G 45 R 1 5k, o
Ik 55 25Kk Lo 25 Bk — L R G A & R AR R S 4k
w, W HT B AT A LGRS NS 5E .

w=— 2 Wy (24)

Ho E RN A S 55 A R G e i 2 Ik
Fn ERRGER . PRI ai R G5 B0 4 R
ISR w RIR G A NG IG5 A% NG IR 55 s PR
W2 5% . SHEEARAMIZIOFFRIEXES
B FFARYE Y UESS IR DR S 757 BB AR AR

A QBT IR T2 Z ) 22 258 1.
HARGETE . ZH5FEBLDGMRS 55 SRR 4%

'(ZJ:
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PEAT3E . L R B0y B TR RIS A5 5 19 22 4k 5 v o
k55 a5 L k55 a8 52 5E R FRREE . K4
SRR g B IR IR R B . R R — R A S Y
AT, RS0 i A P RRAE B 22 50 BR AL R
B2 2 TN RS Ay S R T B A7 R g WA
RUrp i £ R R BRI 2% ) S R A 2 A AN ]
5. BPPVFL (W3R 2GS0 40 A sUABE T
FIBE IR 7 ) B AL T — N2 4 19 L o] B0 Y AR RA R
R T 55

#i%1. BPPVFL

A 258 R WEAEE D, ALY ERE B Bios =9

FEAE SRR A M5 2250 IR FA S B e, & IR 5 25 6

WP EYINE (ki phy)

i BRI 3] A SRR B

1. WAL G UERE R M, ARSI M e

2. FOREASHE U,

3. RHEOFHALFRA: YR AE S Bio,.

4. BWIMABERNMR g, = VL (M, D)o

5. ISEME A Hash ( Bio, ) " U4 4 % 9] sk
6. AL g = VLuu(M,D,).

7. He AR B ;:g,. +vi YZ»N/\/(O, cﬁ)o
8. @ﬁﬁsk,ﬁi%%,z,-:Sign(sk{, ;;)

9. HFEZWAH (g )= HomHash(g, ).
10. ¥ Bio, gz, H (g, ) RS BN IS 4
11. ENDFOR

12. FORBNALIRFARE,
13.  FOREMMEIRINS 5% U, 19TH 8

14. 1 FHIEAE R M, % Bio, #6475 3 WiE .
15. IF S 35 iE )
16. i H ple, B UE 2544 VerifyS (pk,, g0 z,)
17. IF 25 2 353k i D)
18. g MAREESG.
19. ENDIF
20. ENDIF
21. ENDFOR
2. 'iﬂ%%%ﬁ&*‘w:%}‘ P2
i

2. HHEMAERRIH )= @ H(g)

i
24, ¥ H (@) ZEB IR .
25. ENDFOR
26. ECRAME @ MRS A H (w5).
27. FORBA LGNS #0255 (@ H (1) )
28. 171 VerifyA( ph, @, H () ) $03iF @
29. IF ik 2

E 20254F
30, O MARSIRAIES W,
31. ENDIF
32. ENDFOR
N - % 1 ~
33, HHARBMSHw=— > Wk
Wl aew

34, WRJREEIZE w KA BT A NGRS .
35. FORENZHHU,

36. I G55 AR A JRBTSE w.
37. U UIE 42 SRR S H U e R

38. IF %riiE

39. i P wo BT A HUASE TR

40. ENDIF

41. ENDFOR

5.3 BPPVFL 770944
AT TEYHA I B T AR AR ) B RA DRI AT 383
B8 24 2] J5 3 (BPPVEL) 1) HAK 7 vk a4 9k 1 BF
NGB O I UE AR YRR B RA DR IR G A Y
SEREPELGUE DL HCAEE B AR R T i fg
BPPVFL B & 20 B & 5 8 A7 3 F4E
WRHER B IiE. BiRmRN T .2 5% U i
HAR M A (U RE T3 VR BB LD B BUE W FRAE
B Bio,» S8 )5 R FHAE W RRAE 08 A pRECTTH LG 75
1B A BT 25 24 5 B sk
sk,=Hash (Bio,) (25)
R TR A YR IR R I BE R B 58 bR
AR B 2 L 38 A S B N R R R, ok
PEATHE S A FR L A5 35 B9 AR PR A O Bio,
Bio,=Bio,+ B, B.~N(0,6*)  (26)
Horbr, B — A6 oA 1 RS I, A ORI Bl S
BB K (e, 8)- 2 Bafh R . 2 5FKIshiE
(19 4 U RRAE B Bio, % 1% IR 55 8% . 1 4 IR 55
A FH TR ) A D R AR B TE R TR M, BIE 2 5 1

%{5}:
Verifyl(My, Bio,)=—1{ IR o7y
False, 3ok

WER B Bk Y, 2 58P R AR,
REE Ak 22 2 5 I~ > b 78 5 A ), HE A SR OKE B
4,

TEF B eI G . 2 585 T LA TR
RUYIN L5, [R] B OR AP A= 0 AR fE FRASE AR A B 1) B R
NS H5EFEAWEBIEE D, EIIGAERI M, Rk
I%l%&ll/nm/( M., D; ) AR i gt

8= VL/Umz(Mz" Dz‘) (28>
Rt — R BRRL . 2 5B X R g S I
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Yo SR G BT 25 40 SR X Bl A B2 R AT 4

BT 2

;-:gf+7f, Yz'NN(OvU§> (29)

2= Sign(sk., g.) (30)

HC SR A S T3 (1 W 5 35 s, i o R

I A (L AR

215 3 VBRI 00 ) 25 0 A 1 1 (g, )
T A AR o T LA UL

H(gl-):HomHash<(,;:,-) (31)

2 5 F AR T B9 A W RE B Bio 4R35
(RS EE g BT 45 4 2 IR S A H (g, ) — I %
RIS A I B n S 55 HFE 47
2 IS A H (g, ).

NGRS Rk A 22 550 FEFER
J& s AT LA B4 -t SR IR 55 25 1 5 o R 56 e AR 7Y
M, WA 555 1 L W RAESUR Bio, #E47 B0 5
i L SRJ5 P2 5 5 105 ph AT F FR B0 g, 105K
TR 2 IR OREE R R R A HoR BB

Verifyl( My, Bio, ) > True/False  (32)
VerifyS(p/e,-, ; , z,)» True/False (33)

X T A B BRI 4 IR S 5, %

TR 55 BA R g MAREES I HBa s

BRSO MM 0 kit B R EME @, IF
AR RS AEH(w):

W= Kﬁzé H(w)= & H(

2.€G H(g)eG )
GRS A R AR M R A
H(w) &%k B kR4, R, fks5%
B AR REERMFAERFHEH(")
(g, )&% 2 b e R4 58
rha iR S AR IR A 2GRS AR R A
R M 2 P i i K S EUS L PAT DL $AE
rhke iR 55 Mol FH 45 10 2 IR 554 il 2 & P S B )
Al M A (i H () H (") 4 BB 25 SR AT RAIE , 7
PRAG R B P AR R AR 0 QARG IR L, ) 4k 22
T2
VerifyA ( pk, @, H(@") )~ True/False  (35)
rh e iR 55 6k T L SR 55 AR R A A
it — 2 m R A AN RIS w.

92 )

t>f

gh
I

Z[@

U,’Zizw}: (36)

e IR 55 AR 4 SR AR R B 8w Kk B A %
M55 45, BRI GRS bt kv 5545 . 581
PR R 4 A R I, 3k S0 2 4 A 5 1 ke
BT () Bt L SR BB A MU AR 7Y

BPPVFL Jy ik il o 2R YRR i b b o 22 53
B RA I 1 35 07 IR 7 LR A T 28 44 TR 2 i A 1) 58
HNERGUE , SEIL T — A2 4 L B AL PR R AT 56 30E A B
B2t RGE AR T B A i B FATER SR A
G5 LR B B A S U

6 BPPVFL FiERIEEMSHT

A5 BPPVFL TEST 5 fhits A BE ek 4%
B = A P T T At AT AR B IR IERH
T BPPVFL ELAT 4kl 37 F1 2 5 % P v 850l 57
) 36 UE Y o
6.1 BPPVFL HFEHREMS T

5 FRATTUE I 56 T A= W REAE 1 BRRA PR3P ] 55
TEBEIS 2% 3 7 (BPPVFL) BB 6% 52 90 2 T A= W) R
1) By R B Pr b ey . BRI R ATE
G35 AR R B 4 PR 1 T T 2 A U
Yeihi 35 TOik PR s A 2 P P A ) R 25 e e ) B 4y
Ik

FEIE 1. EBPPVFL ik, 54l LLsg
FET A YRR 0 B3R5, IR B Dh i s .

. fEBPPVFL ik, 2 55 M &4 &
A 3o A MR AE B Bio, AT IR o A R AEBL
s ELA E— PR A DL M 3 T B Ak, DA
T A BPPVFL J5 ¥ b Sy U0 5 B bl ) 2 ek
UERH

T FRAE P UL HAE YR AE 50 M Bio,
I 3 J5 B9 A W 45 4F B N Bio, = Bio, + B, Ho
B~ N(0, 0*)JEH T RA BRI A m s . A&
B P U A H A W R 1R 080 Bio, 15506 A {E
Hash ( Bio, ), 4 80 % 44 % 41 sk.= Hash (Bio, ).
BN AR R BN E BB g TR T4 -

= Sign(s/e[, ér\)
SN S5 7% 8 B0 04 A= P RRAE B IS AR M, Xo) g
A EAL R BN A R U Bio AT I0E . B
WEATFE B DA 40 W 25 A
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VerifyI< M., Bio, ; ) = True

SUEW BPPVFL et hit s B 03 th ik ok Al
T 2T LT JURL AR R AR Canga 280 A s A
A R B R E — 1 o AT AT Ohy s 2 e ATE AN 2R I 4y
AEYIFRE R O A2 105 Ak P AR ] 0 A= R AE
Bl P, Ph s Jo e B — A Oh it (9 2R W) R AR
e Bio ffi 15 Hash ( Bio,) = Hash ( Bio/*). T
WAy PR Hash () 2 HURERE IS Ay sREL 6 2 X T4E:
BN B 2R DR E B Bio, F1 Biol™ s &

Pr[Hash(Bio,) = Hash( Bio/*) |~ 0.

Z: 581 FAGHAE YR IR B E Z i SR &R
SR M RSB 38 D AN e = o R R
T B, R BEHLAY IR IE 254345 A0, o)
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Background

This paper addresses the challenges of privacy-preserving
and verifiable federated learning (FL), a critical problem in
secure machine learning and distributed data privacy. Federated
learning allows multiple clients, such as mobile devices or edge
servers, to collaboratively train machine learning models without
sharing their private data. While FL offers solutions to data
privacy concerns, it introduces new challenges in ensuring the
security, robustness, and efficiency of the learning process.
Specifically, privacy protection and integrity verification during
training remain key research areas. Several challenges persist in
federated learning. A major issue is developing robust privacy
mechanisms to secure highly sensitive data, such as biometric
information, against inference attacks. Existing methods, like
FedAvg, lack privacy-preserving mechanisms, making them
susceptible to privacy leaks. Approaches like VerifyNet and
VeriFL offer privacy and security guarantees but at the cost of
high computational and communication overhead due to zero-
knowledge proofs or traditional homomorphic hashing and secure
multiparty computation. These methods, while secure, can be

computationally prohibitive, especially for clients with limited
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resources or high-dimensional data. Thus, there is a need for

efficient solutions that balance privacy, verification, and
computational efficiency.

This paper proposes a novel solution: the Biometric-based
Privacy-Preserving Verifiable Federated Learning (BPPVFL)
framework. BPPVFL leverages adaptive noise mechanisms
tailored to biometric data and the CKKS homomorphic encryption
scheme to achieve lightweight identity verification and data
By

BPPVFL ensures robust identity verification while protecting

validation. integrating  biometric-based authentication,

sensitive biometric data. This approach significantly reduces
verification overhead on both the client and server sides, making
it practical for real-world applications. Experimental results on
(Sigh, BIDMC, and TBME)

demonstrate that BPPVFL achieves superior convergence rates

three biometric datasets

and lower costs than VerifyNet and VeriFL, especially under
varying privacy budgets and data dimensions.

In summary, this paper advances privacy-preserving

federated learning by providing an efficient solution addressing

privacy protection and verification overhead. BPPVFL offers a
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new direction for federated learning applications in biometric data,
ensuring secure and scalable training while maintaining high levels
of privacy. This framework mitigates the trade-offs between
privacy and performance and lays a foundation for future research
in secure machine learning for sensitive data environments.
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