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Adversarial Inference—Time Visual Prompt Tuning

ZHANG Jia-Ming SANG Ji-Tao YU Jian
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Abstract In recent years, large-scale pre-trained vision-language models have demonstrated
exceptional performance in tasks such as image captioning, visual question answering, and image
retrieval. However, these models exhibit significant vulnerabilities in terms of security, particularly
being susceptible to attacks mvolving almost imperceptible adversarial noise. Adversarial noise induces
errors in the model by adding perturbations to the input image that are barely detectable to the human
eye. This vulnerability presents a security challenge for deep learning models in practical applications,
especially in tasks involving sensitive information. Although adversarial training has been proven to
effectively improve the adversarial robustness of models, its high computational complexity makes it
difficult to directly apply to large-scale vision-language models. To address this challenge, we propose
an adversarial inference-time visual prompt tuning method (AI-VPT), which introduces the concept of
prompt tuning for the visual modality during the inference stage to enhance the adversarial robustness of
the visual encoder. AI-VPT learns visual embedding vectors and aligns them with adversarial image
embeddings during inference, optimizing visual representations to mitigate the effects of adversarial
noise. Specifically, AI-VPT generates multiple enhanced views on adversarial samples and selects low-

entropy views through information entropy filtering to preserve meaningful information, weakening
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adversarial interference from various perspectives. As a result, the method significantly improves the

model’s defense against adversarial attacks. Compared to traditional adversarial training techniques, Al-

VPT reduces training time by 92.9%, greatly decreasing computational overhead, and is especially

suitable for large-scale pre-trained vision-language models. Extensive testing on six high-resolution
visual datasets demonstrates the substantial advantages of AI-VPT, achieving a 26.1% and 18.5%

improvement in adversarial robustness on ViT-B/16 and ViT-L1/14 architectures, respectively,
compared to AdvPT(Adversarial Prompt Tuning, AdvPT).
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