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Abstract In recent years, deep learning has demonstrated excellent performance in image
steganalysis. The deep learning-based steganalysis method constructs an end-to-end network
through a data-driven approach for classification tasks, thereby significantly reducing human

intervention and achieving outstanding detection performance. However, these methods
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frequently encounter challenges in achieving high detection accuracy when capturing subtle
steganography noise in images. This is primarily due to the substantial loss of critical details
during the down-sampling process, which significantly hinders the detection of both spatial-
domain and JPEG image steganography. For this reason, this paper presents a comprehensive
analysis of the mechanism through which different modules of the steganalysis network effectively
capture steganography noise residuals, and proposes CES-Net, a novel steganalysis method.
CES-Net leverages Siamese neural networks for fine-grained regional learning of images and
incorporates a cross-attention mechanism to further enhance the model’s ability to perceive global
information. Firstly, we employ a Siamese neural network as the backbone for regional learning
on images, enabling precise perception of pixel information and subtle steganography noise in
spatial-domain and JPEG-compressed images. This not only aids in uncovering hidden
information within the image but also markedly enhances the model’s sensitivity to specific
patterns or features, thereby leading to more accurate and reliable results. In the pre-processing
module, we design diverse high-pass filters and multi-layer convolutions to enhance the model’s
ability in extracting steganography noise residuals from different regions of the image. This
provides abundant and high-quality steganography noise residuals for the subsequent network's
learning process. Secondly, we propose incorporating a cross-channel cross-attention network
into the feature extraction module. This enhances the model’s ability to extract steganography
features that have been disrupted by embedding, thereby enabling accurate classification of stego
images based on subtle information such as secret noise residuals. In this module, CES-Net
introduces a novel block that leverages the cross-attention mechanism. This block can effectively
capture both intra-channel and inter-channel correlations in residual maps, thereby enhancing the
representational capacity of steganography noise features and making the extracted features more
discriminative. Finally, at the end of the network, the fine-grained classification features of
images in different regions, learned by the sub-networks, are fused through a well-designed
aggregation mechanism. These resulting fused features are subsequently fed into a classification
module composed of fully connected layers, which is responsible for classifying both cover and
stego images. This process effectively improves the overall detection performance. We carry out
extensive experiments on BOSSBase-1.01 and BOWs2, two datasets that are widely utilized in
the fields of steganography and steganalysis. The results show that the CES-Net achieves state-
of-the-art detection accuracy for various mainstream steganography algorithms in both spatial and
JPEG images, outperforming existing methods. Specifically, CES-Net improves the detection
accuracy by 1.27% to 25.61%, 2.1% to 21.73%, and 1.69% to 23.46%, respectively, for
spatial domain algorithms (WOW, S-UNIWARD, and HILL) across different payload
conditions. Furthermore, CES-Net achieves a maximum improvement of 2. 34% and 2.06% in
detection accuracy for two quality factors (QF = 75 and QF = 85) respectively when detecting J-
UNIWARD adaptive steganography in JPEG images.
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—EFREE U G I 48 S, Re LU #
YEA B T MBI R L . b, mid g )=
AT TE R B I 24 v 30 > TE DU AR, 38 o 98/ N AT AT 248
(Feasible Parameter, FP) &L H M 2% e84

5 Z B W B35 o B 25 2 0L A B 25
HPF 2, 30414 FH 1 5 19 SRM 5 38 0 5% 45 % [ 15
AT TS (e 8 U8 U A AR Dl X 2% 2 > B [R] A%
BG5BT B DG i M PR B 227, B
¥k 55 1 SQUARE #., H

(a)
K4 i I-UNTWARD a5 B B R 235 5 B A B3R % () b, (b) N FER AR 3 38 RMR 22 5, (o) ~Ce) M T il BB I I 2
IR MG 25 5 B IEAZ A0 5 R 1 X 1.3 X 3 f15X 5

SR » 5 IA B 5B I 45 15 B AN R 9 02 3R A1)
AL B v ) 8 A B TR B T 404 (i FH 2R
1) e 88 T8 D5 i Ofe A BB 2 IR, DA R B =F 3 i B
Lo Hr e . IR Mg B AR N BOR S S
ATV 28 S50, A B T4 TR IR

U B, X 25 AR o A U8 U K.
JEL{L 2, -+, 40 J AT BT OB R om

F=xOK,,j€{1,2, -, 40) (2
Horpr, KRR AN UE I  F R4 j oK MR 75 5% 25 R i

-1 2 — 2 2 —1

2 —6 8 —6 2
Ksquare=|—2 8 —12 8 —2 (D
2 —6 8 —6 2

-1 2 —2 2 -1

R T I DA — ol PO X PR A L FE RS A M
R v A DU e 3 D D FE B R R R A S
AR F SR BUR R Z 15 B 22 00, A n] LIAT
RUCH AR UG 2 22 8] () A A

ARSI A AT T AR D SE 50 L 45
WEAFTR . BARR, FAEH JI-UNIWARD 5
B AL AE B A BB 4 () s 19 JPEG #% 3K
ARG RS AR 0.4 bpnzAC., El4(b)~
Bl 4 Ce) 43 52 AN [R5 T 2R UG RN 1 280%% K]
B2 H R . Hob B 4 AT i g
) R HA PR 22 53 L T 4 Co) S 1 B g A R A7 1
T JE U L B 4CdD) RN 4 Ce) 1A v 388 U8 U A RSH 400l
3X3M5X5, ALIFH H,5X5 I8N Al LA SOk
R R Y 25 5% o o 38 8 I J2 1 45 4 i
3R, Hodp A 65 T 40 4~ 55 () SRM 1o 3 18 %
5o 1AM b 78 4L 2 (Batch Normalization, BN) Al
I ReLU 2. i [ 2 /) SRM (=) 38 18 1 25 X E1HR
HEAT JCIE 70 e 00 908 A5 AL, o] Do 26 2% > BN [ Ak
UG 5 BRSO DG R “ Wi 7R R 227, LUK
By N\ P A% v i 0o A B 5 A 5 s AR BT 2 T B
A

KO FRBICR .

P {50 2 v 30 D 5 ) W P e 2 PR A i R A ) 5
JIt 7 s FUAS b 2 M P o 3 20 10 i o RUS AR R iR AT
JIBCRAT . md B e ARSI ZE_E AT IR TS
B — RS RIG ARG L KB AT &S M A 1 1% L
U B0 308 2R 5B X I 9 A AT SR R 345 5
2% BREEFE TR R AL BRI HES AR 15 22 4]

PG 2 ek oy 38 08 U2 I ) M 7 7 22 1 T (o)
RINH
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e Tl
’lf Tt
o H
7T TR
P B
/,{?’ :
1”‘" l"
/!" A
I, I:,'
; f'l?
’ ra
W EHR
KIS WRE R 22 R AR i 7
I(x):[F1’F29'"9Fj7"'7F399F40J (3

Hrp I(2)eRC!" Y, CIEmEE H IR =, Wi
SeIE s Fij e, 2, -0, 40 KR ER j ik M7 5% 25 R AIE
P, 40 MR P 2

AL B RS 7R AR 25 T N RRVE T T 14
L ER E R IR AR U R h A 1R S 8 A A AR AE .
R AR AR 2 2 B/ N B S AR BLBR 25 R IR B[RS
RARR P A5 v SEL b AR A 1 52 M) AR SO FH AR TR A
B il i A B 22 FRAE T () s AV L X — #R AR IR A )
TR S . ZEFRATTAY J7 35 v o i By e
7R 2R AE e FH Re LU J80T6 R Bt A7 BIR Al B

I'=ReLU(I) (4)
Horp ReLU BRI
0, forx<<0
S=) for =0 )

1 M B v 2 ) B RRAE & 20 L H R
(1) s 22 226 FRUEAE T DL E— 25 1) 3 38 1] 1) O 20k
B E YRR 5k 25 1 H 58, 3 MR Bk 25 R 1Y T
e P, BR T i U8 24, CES-Net Jr ik i1t
T He AE N BRI AL B e i) — 864 Ttk — 2
BETR 28 B IR S R 2 EUR T RS F S . K
(%) o 308 0 10 g RN 22 2 2 B A TR ESE AR A I 465 1) T3
AbERJZ AT I R s AL B S R RS (S B M
Lt T 5 2252 D 28 i BRI P9 o 1 R AT 1k o

HAH A G5B E 3 s, R — A
2R B RN FR 2G5, BB R T 8 33, Hvr,
55 12 M4 BN Fl ReLU J2 . 55 2 J2 {47 BN )2 .
BN Z W4 A2 MU R BE A5 & A 2010 . R B 42 7t
Y2 Bt (R OB JE T DA 3B G 11T R st 1 B S R
PR B K E NG, O SR S ARy e/ IMEL

£ CES-Net ¥ 46 1 Tl ab BUAE e vl T T 344
AXFER 22 KU AT B R B2 G BURAE 73 AN
TR H SR AR R A SRR B T PR A — A SRR a2
BF R, SR J5 KA 55 %0 R (0 RAE (B AR e PR T, 22
iR A AR AR T AR R N

I'(po)=> wlp,)I(po+p,)

PER
Forbr, po hy i ACRRAE BT TR 8RR AR 1] T4 1 10 432
B p, N RERIERAZEY R BRI w SR AT 25 )
AL S8

— UL, B BB i A SRR SR R AL
BB, IXRIME P2 R RIS AR AR AR 2 TRl A AH G £
15 R AH RN 4 SR A OC A . N AZN6) RILIE
A FHGE H RS 02 BUGURIEBARAE . BRIt 2 Ah , A N 4%
RESE A A T 22 [ 5 A DR AR 3R [RIAH S o 45 Xk I 22

SISO A F]

TESET W AR B S 23 #7072 vh JRMUJPEG
Rich ModeD F#iE* id it % 1§ Z Fl TPEG REA I
Hel)AH OGS T fig N 224 T T 3RS 5 X6 3R 50HH
FKAHEMPL S, L & T JPEG B B2 S A A ) 1
WA, 2R & AR SCHERH SR BUSE e il it oA
A& ST T IIHL  of 1 o ASE AR 125 5 1 4 Jeg SRR AIE 9 4
KRS NG REERBNZ 5 R Z RS
TEAR B 2 A T T, 4 o e 55 A ) T %6
3.2 RNEENKREFERIEE

FRAE S HURBTE T I 2585 s v B B il 15 5
B H AR AT 55 19 53 A0, B2 2] BUR 2 19 5% 22 R AE &
() 528 CHFERIR . SRR RS £ 28
T8 el GG 2R ) SR AV AT 37 SR e AR 25 1 B, 53X
— i PR TE EIMG R IX IR 5 | A B M 1 JPEG
PG e 55 ) 3 ik o ek T2 ) DCT R ECE i A TH
B SRR Ae 5 S R R . ST A
1GA% 2 AE B2 B B5CRRTIE BE 02 [ B A I 2 38
JPEG EIRRE .

FH T 1 3 0 e S Rk i A el = AR TR AR K]
1RGO Z X, Ol 1 488 N 28 X 2 IR B S R AIE
B HEBE 71 . 7E CES-Net Jy ¥ B FFAE $ BB He i
T T A8 U 7 5% 22 FRAE 4 HUES (Cross-Attention
Residual Feature Extractor, CARFE) . CARFE )%
A8 X 18 (Cross-Attentional Block, CAB) ,
FII 3% Block ] 3 — 25 4ifi ) 5k 22 8 18 8] 1) AH SC 1
R T SRR ARAT 1) B 5 W S R 22 R

CAB Z5 # ¥ iHan &l 6 s BAR Sy - 8 58 2
WG LEGREE R TX T, 0K R 2,

(6)
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Y

| 7X7,BN, RelU, /2 |

‘ | 32X 3, BN, RelU, /2 |
| 11, BN, Rel.l |

* ¥
| A8 SRR S | | 11, BN |
| 11, BN |

K6 CABZHE

JEMH BN 2RI ReLU 2, B A TCIH A&
52 )2 BB N 1}, 2K 8 1, IRl BN
JZ A RelLlU 2 3 B #: 4 & 3¢ L E & J) (Cross-
Attention, CA) 2, 1% )2 R 1T 53 5% 22 R AiF 18 14 (7]
TR IAE B SR N 48 0 B 5 {5 5 1A AR e T s s
& XTGBT BN 2 A TFRBEEE BER,
A B B AR L AN, o T iR 2P TR AR R
MYFIRHRE T CAB WPl ] T — N 5 2 IR G R B%
2 R ERENE R 3X3. KR 2,
FE B BN JZ i ReLU 2, 55 2 2 J& M7 BN 2 1)
IX1HE-,

X CAB BIAZ A AT TR

BRI AR AL — B
VAL RULE P AS [R) (4 )7 91) 22 TR A5 A S, DT 4 7
TR X 52 A A I B R AR BCRE T . A8 LR JIHL
AT FRoR AT

O = W, (softmax(

T

W+b, (D
Jd,

Horp, O & FEEIAER R QKT EA I Q
H#KeR" “ZM PSR AE VeR ™ Tt R
Lty BRI ABCR AL AR ECS 20 Q B M e B AE
B NEERF IR d,dind 530 23] A
{HAGERE . W, /1 b, 53 50 AT 2 2] WAL R B R
i 1/ d, TGN S BE L #R softmax
B R B . B Y softmax PRSI A A a1
E L — MR S A

R AL Y R B R R B A T
Hu ik /D R B R I R T R
LN 20 K2 AN EE NG B . RENS R
PAEAS BANEE R E 0110 L AR R 2R £ T

XTI Y value B, RIACEACFE 715 8 9B 204, i
value S HXT W [1E &

FE T CNNs AL Ge 4 AR5 2] 2| A AL 2 18 8] =)
BB A [ AL  CNN ZEF 42 Jm) BRRFAE 5 T 2AT S
F B (e A AR B 5 30 0 4 Jm A DG T LA )
PR . ST RSE S RATE, 5 S804 > By
FRAIEIEAS A TR SR A X o1, L, AT A BB — 20
2 > N [RE 8 (] R A G (R MR R AT DU % 22
Pl li] 1) 4 R RO G 3R . JF SRR & AR SE 5 27
MHEEE RS RE. SR, FER LS 260
AR EE R, 20 T 22 505 B AR ERAI . e
LSER PG — A FE RS BT S
— A TEFN A A S A T A R AR
BT A G T BT A X R LAY B e G
S Y, DI AR TR 25 1A ] A8 SRR A L A iE E Y
BN SUE B I 2D AR SR A A B
B 43 B 4 R PR AR G &R o 181 7 o T ORI AE
SR AL A (A AH DG 1 S

E' Mﬂzﬁhﬂu{a-%

R FEFFAE IR JE R AEE
Y 1
1 Feature (b, “’#ﬁ-.-) :
I )
| Reshape ) I
- . !
! - 1
! L/ K (b, h'w, n)

K Sb, B, 1
I QR
: Feature ® {—i’({) :
1 3 (b, h'u',d_'):
1 E r 1 1
: [ | [_'.-u.f'{m'fx( ﬂ )l]—ﬁ :
] ¥ o
| (b0, d) F |
] = :
] & I
! = 1
! 5 |
H — ]

Cross Attention |

e

K7 ZEEETIREE

SRR RV S e o SR AR E=S SR (I RIDE S i
B A AR RACER R — 4 SO A 5 B TR dx 28
M 22 )7L N TE Y ST A2 G2 I A48 AR 22 R 26 1
FEXE L FE S04 e i Seam i (] Y S 2 0 R . ETRETIAL
) P LA 200 M AR AL A A 36 3 ) 14 A AR O
Z 18 1o 20 25 B A% 30 T AR L SRR AL X OB R
AR B IO 1 AN AR SCRFAE A T30, DA T S0 R i
AR FUE o XA SR AL BE— PR T TRIE R IX 2
JE A5 S o3 A R AR o I L AEFR AT TR Y
8 e SO I 28 ST B s A B UG A 3 ) 944
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FbE AR R fE T

HARH 25 78 B 5 o 5 W s 5k 22 18] 1) 22 3L
FSWAR LY W B

2(2)=>Aun(1(2,))OI(z;)..s

Horp, @O FRIR B IC R AR , SK FZ TR 41> 16 1Y T
JEAImEE L.
3.3 HFERMAE RS EER

AR $ U e oy B A B oy R e A JSCRH I 1Y)
FRAE B 2 () T 2 (s o AR SO 42 Jmy o 24 3 Ak
(Global Average Pooling, GAP )W 4FE & H it 25 [a]
15 B R4 B — A~ 1 KRy 1] 2, DL 2(,) 0
z(,) R4S B BB R IE R L XA AT B T 08
IR R EE T EL A LD o G 2R P34
5T X

GAP(z(x,))

(8

1 H
T HX W L
Hor 2 () FoRFEAE D H A W 43 SRR E B &
JEFIFERE sz (2, )0 FRANFFEEITE (N, w ) BIMEL
B 28 0k 4 s o7 Y3 A s WA ) & GAP

(2(x)) M GAP(2(x,)) A7 Rl CRlG T 2 1 )
P AR NG BRI FHE R IR 2 (2), B

2(x)=Fusion(GAP(z(x,)), GAP(z(x,))) (10)
1, GAP ()R 2 Jm P Ak , Fusion 2R FHAE
PN

o

v Z(xi)/z,w(g)

w=1

®

D) %2 > 31 1 R RRAIE = (o)l o — A~ 4 i 42

JRS B A o A5 0 /)
y=Wz(x)+b (1D

Horbr, W ml 27 2] BYRCE FE I L b 2 O B I £, y S 28
AR Z JE R ]

A2 2 J5 1 softmax pRETS 2] K525 51
WA, B
exp(y;)

— - 5Lje0,1
ZKIP(%) Pt

Py (ilr )= softmax(y)=

(12)
Hordr, p, Gile ) SRR BE 2 TR o B3 53 4 o py (Ol )
A p, (a ) 43 ) 2 G oo 1R 38 174 HEE 258 0 280 2% 1) R
0 Mg 7 A 25
s 20 0 p, T 8RB0 MG 40 25 il w1
BT L BRE Ar B EHG F i bR 2k
. | Lps(0lr)=0.5
Y70, p,(0k)< 0.5
Hodr, 0. 5% 4028 [l R IA 1 70 28 R

(13

RO o RV BE T AR ok R A 7R A A i 31 i 114 2
GRS INE Y Rl

4 LWERFMEREST

AT NG AT — FR B S5 ok 5 T 45 CES-Net
Tk MR AL HE 5 AN R R 2 o) B 5 A3 B U A
B A 23 B TPEG MG B S A5 I J7 T80 049 %6 LY 2844
TRV TG DV S 55 65 A PR o 55 G DN S 35 L A7
SRR 200 DK 90 25 ASE R T S 568 %o Fb A
AFNE ) S 58 53T
4.1 HIBEMTMEIERR

SRR A A FH )2 B S RN R 43 M il i
1 B % B HE PE BOSSBase-1. 01 #l BOWSs2,, i3 i 4>
B I 4 BAL 7 10,000 K 512 < 512 A 1K B AR R 45
FARENS . LR E IR 2R,

®2 IWIEE

2R fH
PR R BOSSBase-1. 01 fll BOWs2
IEING 25614 % X 256 {8 %
G KB
Pl 15 =X PNG, JPEG
JPEG UG Ha 45 i ik H 75; 85
2B EUR RS Sk HILL, WOW, S-UNIWARD
23 UG S HiAR 0.1bpp, 0.2bpp, 0.3 bpp, 0.4 bpp
JPEG EUR IS Fik J-UNIWARD
IPEG BRI S A% 0.1 bpnzAC, 0. 2 bpnzAC,

0. 3 bpnzAC, 0.4 bpnzAC
25 SRR EUS A 10 000410 000 = 20 000 i

25 B UG B 20 000X 3% 4 = 240 000 i

JPEG BA E G Kt 20 000 2 = 40 000 I

JPEG B Gt 40 000X 1 X4 = 160 000 i

ARG A BT 20 000440 000 = 60 000 i

B R AL BT 240 0004160 000 = 400 000 I
ARSI B8R -

(D 25 B KR Bodis 4 . 1 MATLAB #)
“imresize” PR B 3X PR > B8 A PG 406 T30 256 X
256 KN SR I F A B8 5 0T 2 BRI %) 15 8K
PN A SR BAEEE A4 ) BossBow. H 1745
SRS 38 B B S B WOW™  S-UNIWARD ™ il
HILL 32 Af AR SCR X 3 Fh B s Bk fE 25
SR B S 0 B R 4 Rk A %20, 1 bpp
(bits per pixel) 0. 2 bpp.0. 3 bpp A1 0. 4 bpp) [ %5 1
AR
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(2)JPEG BMEEEE .t T2 1 0 77 ik R B
TR JPEG BB ERS . 315 TPEG B EE
4, i FH MATLAB K “imwrite” pR 50K 28 14 15115 %%
JE 4 T 47 M Rl T PR (75 11 85) 19 JPEG &4k
K JPEG IR K35 46 0 28 1A 800k 7 JF R T 4w
I 8 55 4 1 28 ML JPEG BI% A & N e S R
J-UNIWARD"™ (JPEG Universal Wavelet Relative
Distortion) £ JPEG I8 A 173 5 K it i A
7 0. 1 bpnzAC (bits per nonzero AC DCT coefficient)
0. 2 bpnzAC.0. 3 bpnzAC 1 0. 4 bpnzAC [ JPEG %%,
wEIR.

AR RS 3 B i T B BFA 48 A A D00 o 1
F(Ace) K VAL Fr S BB PR BE IR 8 bR )2
N F B MBS 2B TAES 0 4G I o i 5
NH

Acc:1—%(Pm+PMD) (14

Forpr, Proy JE 48 20 BB BB IR 0 28 0 2 TR 1R 1Y
FEA o P 2 380 BRI DR 7326 Ry 28R FELAR 1 L
e Pra 1 Py BRI 500F

kP
P =Nt Fp )
EN
) —— 1
V0= EN (16)

Horpr, FP & 3 R EGRBRE 1 00 25 0 20 2% R 1 5L
I, TN & 2R AR G 1E 0 73 2 R 3R R Bt
FN 278 305 R 1R 00 2 R 3R UG ) B3 i
TP Frs 5 MG E#  2 h H s EMR  BE:

BT Acc Z A ARSCHR T 55 — A% B PF
Wrighr AUC R BRI A R . AUC A FR
PEREMLT

A B 5 43 M 8 3 8 R S I 5 v ok 4
BB 43 M ARRAE o D2 > 380 T 5 R 48 % R )
55043 JERRAE . FNE A 19 07 Ik —FE AR SOR 2R &
GRIONT I A 56 1) 2805 PRI A RS 2 AR 2 23 LG0T
FUNGANML . o, YRR (IR AR A 4 +4 i
62 13 11 Lb B BE AL A B, BT X AS [a) e AR I B
A FEHLI 20, 000 X ] 4 H Bl AL 358 B 12, 000 X &
AR NS . 2,000 XHVE R B4R , 42 1Y 6,000 X
VERIREE . 280 FZAELAT 74 J7 1

(1) BRI SRR B S 5

(2) 23 B UG B 5 A S 565 5

(3) JPEG EUZR B 5 il S 5 5

(4) FRAATFN G IR FOAS I 52565 5

(5) B MG S R I S5 5

(6) ST S0

(7) THRb S5 K 58T
4.2 HEESHIZERXW

P AR R L T Py Torch IR J3 24 > HE 2R Sk 51
LA, S50 1Y BE 1R 7 £ 02 32 GB A7 19 NVIDIA
TeslaV100 4~ o 7E Ik i Be » fit FHBEHLAS B2 B
Adamax LAk g8 A AL I 45 S %40 Y1l 45 500 4~ epoch.,
R I R R R L SR AT B 5T
AU rf Y PN O H R 40 it K/ (Batch Size) Fl2
>J % (Learning Rate) .

FARHL AR T 24 AR K/ Batch size
Fl Learning rate Kl 254 1 ) CES-Net 84, Hrfr,
Batch size 73 51| HX 8.16.32 Fl 64 #4752 4 . Learning
rate 73 B le-1.1e-2.1e-3. le-4 FA7T5045 . JLHEN
Pt A 3 1 02 23 B R PR B 4R BossBow FlAH
7 0. 4 bpp #EAFEA WOW [ 5 53400k A i il 28 5% 8]
PGk XA AT U S Ak, SE g0 45 SR AniE] 8 B

100.0

- =¥=-Acc
995 |-O= AUC
x i 98.57
41 DO
L T N I e S 98.24
o =S50
98.0
s 1 9258
= 925‘2 v N
o 92, -~ Sa
o L 92.08 .-° Y
920 [ '/)K' Tlo17
L 916, e
915 [
910 L 1 1 1 1 1 1 1

0 8 16 24 32 40 48 56 64 72
Batch size

Ca) /N A R HE i e 1)

97.66
975 | ===+ ACC

-0 - AUC g TN B

L S R
/9062 o

!‘ /’
!
50 50.03 %
500  O-- -5
50 49.96

0.1 le-2 le-3 le—4
Learning rate
(b)) 2 2] S8R0 o 52 1) B

KIS M2 S BOn BRI HER R 152 R
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L
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Eitd 2025 4F

Hodr, [/ 8(a) 2 Batch size X A5 75 v i 5 (19 52 W
[l 8(h)J& Learning rate X5 1R YRS 2 [ 52 1]

41 18] 8 114 52 55 45 R - FATTH 2 B A1 19 Batch
size 1 32, R ZRak AR b Ak B 32 % 44 -
1555 o AN FENZRad f i, S T 3SR AR A fh e
1 FEREAEAC R B X Rl A T REALFT L. [RIA
B bR 2 > R E N 1e-3, I AE R E B9 Epoch Ji ¥
L% R JFOR A 1/10, B le-4. i i 42 (K2 2
FENe BRI N R AL, DAFE I ZR 0 I B B kG
£ b R R AR AU SN, S AR R B Y M RE AR E M
4.3 ZTHEGRRESKNER

R T B UEAR ST VA AR 2 SRR B S A 1T Y
AR AR B E Sr HrARA  IA Y — LE
MRV RS B ik AT 1T MEREXT LE X e O LA
6 Ffr, BV 1 A % 455 119 2 Sl AR B 5 Gy s SRM-
EC (Ensemble Classifier)"*'(SRM %% 38 & #5 7 45 fiF

SEE T IEAR) s ST T IR B 5 2] iy 25 Bl A5 B
BRI 777 SiaStegNet ™ .CSANet ™ Fl LWENet ™'
2 T R IE 5@ T 25 Bl A TPEG % 1Y TR JE 2% > B
BRI J5 % SRNet ™ fil ResFormer™*™ . F& A1 i JH
0.1 bpp~ 0.2 bpp. 0.3 bpp. 0.4 bpp 3 4 Flig AR
[ 3 Fh 2 48 17 8 I R 57k WOW L S-UNIWARD
ATHILL 23 SHEAT T 52560 %5 b DA 4 T PEAl AN [R) 7
B ERE .

D7 B SR S RN 3 an . N 3T LA
B G  AR B E  BRE R Tk 1 T B R
o[RBT LUE Y AERI 2 Pt A SR A RS
SRR B, TR BE 27 2] B S 43 b 1k A G T e 440
TG I . M5 B TR BE 2 > B 5 4341 J5 vk A
FE L 7E LAY 4 Rl AR T WOW . S-UNIWARD FiI
HILL & 5 58 1k (4 B0 2 v s AR SOy 125 1 s T ofe
i & b SRM+EC. SRNet. SiaStegNet. CSANet.

R3 AXFEEHMBITHEIGES KNG EE WOW . S-UNIWARD F1HILL & B &% A4 i 45 Xtk

S . 0.1bpp 0.2 bpp 0.3 bpp 0.4 bpp

Npipes Acc(%)  AUC(%)  Ace(¥%)  AUC(%)  Acc(¥%)  AUC(%)  Ace(%)  AUC(%)
WOW 55. 20 61.30 67.26 78.70 70.12 83.19 72.26 85. 55

SRM~+EC™ S-UNIWARD 54.47 59.17 60.79 70. 86 67.22 78. 66 73.03 85. 88
HILL 53.13 56. 27 57.38 64.22 62.32 71.61 67.44 78.10

WOW 70.58 78.06 86. 98 95. 46 88. 88 96. 65 90. 85 97.87

SRNet*! S-UNIWARD 67.80 77.20 79.23 89.76 85.18 94. 86 89.10 97.45
HILL 65.77 74.68 74.30 85.76 81.25 91. 86 83.75 94. 88

WOW 69. 87 79.93 86.17 94. 14 87.49 96.12 91. 04 97.85

SiaStegNet™  S-UNIWARD 66. 64 75. 44 78.63 88.60 85.13 94.11 88.89 96. 68
HILL 64.22 72.45 74.20 83.95 78.73 88. 89 83.35 93.23

WOW 72.37 82.93 87.73 96. 25 88.87 96. 97 91.16 97.98

CSANet® S-UNIWARD 66. 49 76.11 79.06 90.07 84. 64 94. 36 89.81 97.82
HILL 66.93 75.75 75.68 86. 59 79. 62 90.13 84.95 94.55

WOW 74.53 85. 25 88.25 96.59 89. 83 97.32 91.39 98.15

LWENet™ S-UNIWARD 67.70 77.51 78. 64 89. 58 84.27 94. 09 89. 28 96. 99
HILL 67.19 76.71 75.48 86. 46 81.03 91.04 84. 58 94. 25

WOW 74.97 85.70 88.36 96. 51 90.27 97.55 92.13 98.35

ResFormer"  S-UNIWARD 68.48 78.15 79. 44 89. 67 85.96 95.01 89. 64 97.28
HILL 66.91 76.05 75.17 85.89 81. 64 91.81 84.55 94. 14

76. 07 86. 91 89. 63 97.01 90. 99 97.90 92.58 98. 57

WOW A(1.10 A(1.21 A(1.27  (A0.42 A(0.72 4(0.35 £(0.45 A(0. 22

~20.87)  ~25.61) ~22.37) ~18.31) ~20.87) ~14.71) ~20.32) ~13.02)

70. 58 80. 90 81.17 91. 32 86. 98 95. 92 90. 60
ATy S-UNIWARD A(2.10 A(2.75 A(1.73 A(1.56 A(1.02 £(0.91 £(0.96 ‘ 92 i;
~16.11)  ~21.73)  ~20.38)  ~20.46) ~19.17) ~17.26) ~17.57)

67.70 77.25 77.18 87. 68 82.92 92. 60 86. 64 95. 47
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RIRE AT T S5, LA A AR ik i g

DBt LS S5 RN 4 rm . NFE AL
Bl 52 ER RS K 25 R — R BRI S ik A
SRR B 5 R ik B MER R A R . RIS RT LA
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T35 P R 0 7R Aff 23 35 A8 T % EE 77 SRNet . EWNet
Hl ResFormer, H5 HATHAL R ALAA L, A7k
£ 0. 2 bpnzAC B J-UNIWARD v | 59 ¥ fe 4 T+
B B3 MERR SRR THAF 2. 34 % s 7RI QF =85 1Y
JPEG K B 5 W o A 3C J7 ¥ 04 A T o o 5 78
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DCTR+EC! 54.69 58.73 61.94 72.53 70. 45 84.59 78.78 92.93
DCTR,+ECH 54.81 56. 59 62.05 66. 65 70.08 76.38 77.84 85.93
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65.30 71.95 77. 60 86. 68 85. 65 93. 67 91. 37 97.55
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DCTR,+EC 54.58 57.01 62.12 68.41 70.71 79. 80 79.12 89. 20
SRNet!"”! 55. 55 58. 83 71.65 80. 96 78.05 89. 63 87.60 95.69
85 EWNet” 61.52 65. 74 73.37 78.86 75.05 87.10 88.18 94.33
ResFormer™" 61. 86 66. 40 72.97 82.02 80.88 89. 89 87.48 95.13
61 37 66. 89 73.80 83.22 82.38 91. 95 88. 85 95.71
ARSI 4 0.49 £(0.49 £(0.43 A(1.20 A(1.50 A(2.06 £(0.67 +(0.02
~12.61) ~14.94) ~20. 28) ~16.57) ~19.85) ~15.83) ~14.95)
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BRI s B — R S A 1A
GBI AL Z R0 UG R A SO FTH g 512X
512 R~F K B EIAZ 7R, 31K Matlab [ “imresize” B&
OB HLAE i 256 X< 256 KN B SRS 4 1 5 A
. ARBEILA ] 0. 4 bpp itk AR WOW [RE
BHEATE B
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R, R R 7E 2 AR R B LT A TR A
BOSSBase-1. 01 $#i 4 - (4 B 5 B, 8 A4 X
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JAFE S H] LAFE HY S S R S A B s 4
18 ALASKAZ2 EUGECHE 2 28 SO 3 e D4

%5 SRNet,SiaStegNet F1Z 3L 77 % 7E = FhEHE &£ _ L0
0.4 bpp HRNZE K WOW (&5 Ry RERT LE

fiE Lt SRNet 1 SiaStegNet 4 47 2 T1 , K6 ) 1 A % 14
SRNet #2# 0. 78% . I SiaStegNet #55 1. 91% . 4|
SRR A B G A — B, FL e ALASKA#
2 FNZRARER, ZERG I BOSSBase-1. 01 ¥4 fa 5
Asf s B8 1 ARG M 2% LE SRNet 11 SiaStegNet 43+
A 1.29% F10.19% . 7E K BOWSs2 4 4L 5
i, Ht SRNet Fil SiaStegNet 4351 =5 1. 63% Fi11. 97% .
RS P P S B 5 SRR W AR SO TR AR AR R T X
— st T EA —E L
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R T VG A SCHE S ) D AR TR R O T M e
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Bk FHF TSR SRS TE R AR I — M A
PRI B2 i A% 0. dbpp/bpnzAC, B4 45 A
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, . . S-UNI- ‘
JIEZ/RERER Kimgs  WOW HILL MiPOD
WARD
Acc(%)  Acc(%)  Acc(%) Acc(%)
SRNet  91.07 84.48 67.72 7121
WOW ,
CES-Net 91.48  79.42  68.28 71.89
SRNet 88.98 89.77 75.17 78.84
S-UNIWARD
CES-Net 91.65 92.53  74.75 78.17
il SRNet 82.58  72.58 85.86 78.20
o CES-Net 86.46  78.54  88.39  81.42
‘ SRNet  85.24  84.04 81.12  85.03
MiPOD
CES-Net 86.61 84.67 80.77 86.35

TE MR FEAT NI B0 T B A 2 2R

%7 SRNet#1 CES-Net7£ JPEG B1& 85 & ik K i T HIE

A
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VIR I 25 —
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(%) (%) (%) (%) (%) (%) FiERAT YGRS Gillgs  J-UNIWARD  UERD
SRNet™  91.19 98. 01 85.85 95.09 63. 10 76. 09 Acc(%) Ace(%)
BOSSBase SiaStegNet!"™ 90.53 97.44 83.73 92.59 65.95 75.01 RNet 89.93 92.47
J-UNIWARD
AXTTE 91.48 97.51 86.48 93.11 68.45 75.69 . CES-Net 91.37 94. 56
SRNet'™  86.85 95.43 87.74 95.95 66.55 75.13 ' UERD SRNet 76.81 93.93
BOWs  SiaStegNet!"! 87.88 96.23 84.41 93.64 64.31 73.13 CES-Net 78.69 93.00
ASCHTHE 88.40 96. 54 84.56 93.44 65.15 75.45 SRNet 84.38 92. 36
- J-UNIWARD
SRNet'™  82.00 94.86 76.05 91.32 63.20 77.18 . CES-Net 87.91 93.25
ALASKA SiaStegNet™ 83.10 93.39 75.72 88.57 67.07 77.22 UERD SRNet 85. 46 92.23
ATTE 83.29 93.42 77.69 88.79 68.98 78. 14 CES-Net 87.92 93.25
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PORVPA L 7 2 O PERE (0 5 18 ) A 100 9 248 {5 1
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AT 61.38 86. 46
DCTR,+EC"* 59. 20 73.99
, DCTR,+EC? 61.05 75.28
Zhu fyJ7 51 -

! SRNet!"! 64.43 82..90
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MR8 H LIF M L TAE 4 DC TR, RHE T
SE AR SRR B T T DA B 2 B TR B 2 ) B S G
75 1% SRNet, A SCH RIS T S Ui AR I AR 52 .
0. 3 bpnzAC ik AR, I iEFER ROAST a5
AR R R T 2.64% $]9. 76 % s AEA I Zhu
ik B Wy E R A 4R e T 1.69% F
10. 06 %6 » Stk 1 A SO A A 801 -

4.7 BHEMITEEXN

TREE 2 ] 45 () S5 fni 5 ey AL &
AREEFNVERERY L8R . AT NS B AR T
P2 AR 5 LA AR IR (g Fsf ] N2 ] 52 2% B iR A T i Ak
G3HT s LAVPAS HAE SEBR I H A BE 6T b 5 s 4
SRNet " | SiaStegNet"* . EWNet*"” . CSANet™" |
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SRNet 4. 77T M 5.95G
SiaStegNet 0.71M 7.28G
EWNet 3.82M 2.03G
CSANet 0.47M 8. 18G
LWENet 0.38 M 4.82G
ResFormer 0.39M 1.80 G
Ay i 0.35M 3.71G

A9 T] LA Hi . SRNet F1 EWNet fif 5 2 5
o THAN T o A SCHE S 5 1 240 L SRNet
L2192, 6%, He EWNet &/ 29 90. 8%, [A] B 731K
T ResFormer 77k . HH MO  SECE KA HIA
AT L 2 B9 E A BECEIL, 3% AN 7T 3k f b 25 1
IRITEZ RN LT I8

MR IR TT LI i, H8A SRNet iS50 fie i
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AH X85 i B9 & CSANet. SiaStegNet J7 6 FlE H T
TR R CSANet 43 B0 29 11 %6 154 %6
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e o [rJEs s FRATTREA [ A5 e i) 7 ik S 40 2047 1 434
JEXF CAB B PEREHEAT T AT AAK o A SCHE 23 A
JPEG MG L ¥ 04T 1 1H Al S 35 ik, oy, 23 (5]
5 555 K 0 A4 T i 52 56 2 7 0. 2 bpp 1 0. 4 bpp ik
AF ) WOW . S-UNIWARD F1 HILL =F a5 5
% bt AT . JPEG KR B 5 A6 D 1% 9 Rl 52 56 02 78
0. 2 bpnzAC F10. 4 bpnzAC i A F ) J-UNIWARD
P Ak Bkt . BARSEER SR .
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K% 22 A5 18] 128-D(Dimension) F#1iF (1 43 i i 50
Horpr, B 9Ca) 2 i it H 7 75 1 BOSSBase-1. 01 [#]
G880 172 vh 24 R A 201 B 24K AR R AE 20 Ao 181 9
(b) A FH 0. 4 bpnzAC X A F A J-UNIWARD A= A%,
(4 P19 Ca) 28 A RGO 7 114) 280 % RIS AR iE 43 A o A A1
PR 27 B —AERFAE A3 6 DAL AR R % A FRAE 43 it
EOFER

NE 9T LA X T 3R LN 7 [ — 4k
AN [7) DX 358 1 BETASRRAIE i (A 25 8 K, T 2 2%
FUZ AR 22 S 2. UL DRE RS 47 X ds &)
O3 A AR A 46 43 X k2 20 B 5 %, T A R
AR MG 2: 7 S E R PERE .
4.8.2  ToUAh FEAR R b g I A 1A )T L S 5

F 10 A0 11 2 T A0 2 2 e v 30 18 % A2 RS X
BT P RS2 (9 S B0 25 L . 3R 10 RS R RS K
T F14 4 il S 48 B L 36 11 2 TPEG R 65 46 1y
T Fh S 2k L, o, CES-Net S2: A SCHR H A 9 4%
45 H) , CES-Net-SRM & 7 T 4b B2 o i 18 U8 I 7%
i FHAE B2 30 S IE DA%

FT10 JEFEZIEEXT i E 1R e S R RS2
0.2 bpp 0.4 bpp
[SESKRGN e ARG 1%
Acc(%) AUC(%) Acc(%) AUC(%)
CES-Net-SRM 88. 47 96. 60 91.51 98.19
Wow 89. 63 97. 01 92. 58 98. 57
CES-Net
(A1.16) (20.41) (A1.07) (40.38)
CES-Net-SRM 80. 62 91.15 90.52 97.77
S-UNIWARD 81.17 91. 32 90. 60 97.67
CES-Net
(40.55) (40.17) (40.08) (v0.10)
CES-Net-SRM 76.04 6. 84 85.96 95.09
HILL 77.18 87. 68 86. 64 95.47
CES-Net
(41.14) (40.84) (40.68) (40.38)

TE  IHLZRIRFEAH R LT el (S5 5 455 i R AR SCHE T 9 ASE 80 5 00 LRSI v SR R I 0 0 22 5 4 F0m4iiy » ¥ Fm AR

R RIEZIEEX JPEG BRI SR 1ERER &0

S o 0.2 bpnzAC 0.4 bpnzAC

T E Ry

M1 Ace(%) AUC(%)  Ace(%) AUC(%)

CES-Net-SRM ~ 77.04  86.01 91.36  96.86

75 77. 60 86. 68 91.37 97.55
CES-Net

(40.56) (40.67) (40.01) (40.69)

CES-Net-SRM  73.37  82.68  88.00  95.79

85 73. 80 83.22 88. 18 95. 69
CES-Net

(40.43) (40.46) (40.18) (¥0.10)
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M 10 FNZE 11 AT LA H 78 PR AR 1 2 i
23N JPEG B B S Kl v, CES-Net #5751 K
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WOW . S-UNIWARD Fl HILL = F 25 4 & 14 fa 5
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BT R ALYE RE 52 e 1) S g 45 2R, 3 12 0225 B
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R12 TXFENERI T IE RIS RS N EE R0
0.2 bpp 0.4 bpp
[SESHERES B G vk
Acc(%) AUC(%) Acc(%) AUC(%)
CES-Net-Cross 86.08 94. 99 89.85 97.18
WOow 89. 63 97.01 92,58 98. 57
CES-Net
(43.55) (42.02) (42.73) (+1.39)
CES-Net-Cross 79.97 89. 74 90. 25 97.28
S-UNIWARD 81.17 91.32 90. 60 97. 67
CES-Net
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CES-Net-Cross 75. 24 84.85 84.82 93.71
HILL 77.18 87. 68 86. 64 95.47
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RIBEH 5 RAER I WOW B5 i PERE 24 5% . 81 10(b)
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Background

BackgroundSteganalysis  is  the  counter-steganography
domain that aims to detect the existence of steganography within a
cover, in order to discover, prevent or disrupt malicious covert
communication based on steganography. With the rapid
development of Internet and digital image processing technology,
image steganalysis technology has received extensive attention
from scholars at home and abroad.

Traditional image steganalysis techniques rely on manually
designed feature and their performance is not satisfactory. The
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[30] Li B, Tan S Q, Wang M, et al. Investigation on cost
assignment in spatial image steganography. IEEE Transactions
on Information Forensics and Security, 2014, 9(8): 1264-1277

[31] Holub V, Fridrich J, Denemark T. Universal distortion
function for steganography in an arbitrary domain. EURASIP
Journal on Information Security, 2014: 1-13

[32] Xia C, Guan Q X, Zhao X F, et al. Improved JPEG phase-
aware steganalysis features using multiple filter sizes and
difference images. IEEE Transactions on Circuits and Systems
for Video Technology, 2019, 30(11): 4100-4113

[33] Cogranne R, Giboulot Q, Bas P. The ALLASKA steganalysis
challenge: a first step towards steganalysis//Proceedings of the
ACM Workshop Information Hiding Multimedia Security.
Paris, France, 2019: 125-137

[34] Sedighi V, Cogranne R, Fridrich J. Content-adaptive
steganography by minimizing statistical detectability. IEEE
Transactions on Information Forensics and Security, 2016,
11(2):221-234

[35] Zeng K, Chen K J, Zhang W M, et al. Upward robust
steganography based on overflow alleviation. IEEE Transactions
on Multimedia, 2024, 26: 299-312

[36] Zhu Li-Yan, Luo Xiang-Yang, Zhang Yi, et al. Asymmetric
distortion steganography method based on superpixel filtering.
Chinese Journal of Computers, 2023, 46(7): 1473-1493. (in
Chinese)
CRANWE. BB, a4 I TR R BB AR R R B S
Jrik s PR, 2023, 46(7): 1473-1493)

ZHANG Yi, Ph. D., lecturer Her main research interests
include image steganography and steganalysis.

MA Yuan-Yuan, Ph. D., associate professor. Her main
research interests include image steganalysis and granular
computing.

LUO Xiang-Yang, Ph. D., professor, Ph. D. supervisor.
His main research interests include image steganography and

steganalysis.

network models, solves the problem of manually designing
feature and wusually achieve superior detection performance.
However, the existing image steganalysis models can only detect
certain image format steganography, and their detection
performance is often difficult to be satisfactory in both spatial and
JPEG image steganography.

Therefore, in this paper, a Siamese neural network and
cross-attention-based approach, named CES-Net, is proposed
for spatial and JPEG image steganalysis to enhance the model’s

performance in different image formats. Extensive experiments
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demonstrate that our model can achieve advanced detection
performance in spatial and JPEG image steganography.
This

steganography and steganalysis for a long time, with numerous

research group has been working on image
publications in related fields such as: “A siamese inverted
residuals network image steganalysis scheme based on deep
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learning”, “steganographer identification of JPEG image based on
feature selection and graph convolutional representation”, and
“steganalysis feature selection with multidimensional evaluation

and dynamic threshold allocation”.
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